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| Objetivos

* Apresentar os aspectos iniciais do
trabalho de pesquisa sobre a possivel
aplicacao da analise de redes sociais;

* Trocar experiéncias com outros times.
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(o) Ambientacgao

GSI/PR

Secretaria
Executiva

Departamento de
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Ambientacao

CAPITULOI
DA PRESIDENCIA DA REPUBLICA
Segao |
Da Estrutura

LEI N® 10.683, DE 28 DE MAIO DE 2003.

Art. 12 A Presidéncia da Repliblica é constituida, essencialmente:

VI - pelo Gabinete de Seguranca Institucional,

CTIR Gov Art. 6 Ao Gabinete de Seguranca Institucional da Presidéncia da Republica compete:

[V - coordenar as atividades de inteligéncia federal e del seguranca da informacéo;

DECRETO W® 5772, DE 8 DE MAID DE s,

DECRETO M° 411, DE 25 OF DETEMOED DF 2010, towoss:

DECRETO N® 8.100, DE 4 DE SETEMBRO DE 2013 C:ﬁP‘I'I'ULD 1 ”
Aprova a Estrutura Regimental DAS CDMPETENC"E‘S DOS ORGAOS
.. Secgao |

Cargos e Fungdes

Art. 6% Ao Departamento de Seguranca da Informacdo e Comunicacies compete:

Il - operacionalizar e manterlcentrn de tratamento e resposta a incidentes
da administracao publica federal;

pcormdos nas redes de computadores

© . CTIRGov



Ambientacao

GABINETE DE SEGURANCA INSTITUCIONAL

PORTARIA N* 56, DE S DE NOVEMBRO DE 2009

Art 19 Aprovar o Eegimento Interno do Gabinete de Se-
gwan;a Institucional da Presidéncia da Replbhca, na forma do anexo
CTIR Gov a esta Portaria,

Art. 39. A Coordenacio-Geral de Tratamento de Incidentes
de Redes conpete:

I - operar € manter o Cenfro de Tratamento de Incidentes de
Seguranca de Redes de Conputadores da Administragdo Puiblica Fe-
deral (CTIR Gov),

IT - promover o infercambio cientifico-tecnologico relacio-
nado a incidentes de segwanga em redes de computadores junto a
outros centros;

III - apoiar orgdos e entidades da admunistragio publica fe-
deral nas atvidades de tratamento de mcidentes de seguranga em
redes de conputadores;

IV - monitorar e analisar tecnicamente os mcidentes de se-
guranga nas redes de commputadores da admmustracio publica federal

V - mplementar mecanisimos que pernmtam a avaliagdo dos
danos ocasionados por mcidentes de seguranca nas redes de coin-
putadores da admmistracio ptblica federal e

VI - apoiar, incentivar € contribuir no ambito da adminis-

tragio publica federal para a capacitacdo no tratamento de incidentes
de seguranca em redes de computadores.

©  CTIRGov



Ambientacao

CTIR Gov

v" Centro de Coordenacao Nacional

v" Comunidade de Tratamento de
Incidentes do CTIR Gov

APF direta e indireta
excepcionalmente, Estados e Municipios

“‘gov.br”, “jus.br”, “leg.br”, “mil.br”, “mp.br’ e
outros (ex: algumas empresas “.com.br”).

GABINETE DE SEGURANCA INSTITUCIONAL

PORTARIA N* 56, DE S DE NOVEMBRO DE 2009

Art 19 Aprovar o Eegimento Interno do Gabinete de Se-
gwan;a Institucional da Presidéncia da Replbhca, na forma do anexo

a esta Portarnia

Art. 39. A Coordenacio-Geral de Tratamento de Incidentes
de Redes conpete:

I - operar € manter o Cenfro de Tratamento de Incidentes de
Seguranca de Redes de Conputadores da Administragdo Puiblica Fe-
deral (CTIR Gov),

IT - promover o infercambio cientifico-tecnologico relacio-
nado a incidentes de segwanga em redes de computadores junto a
outros centros;

III - apoiar orgdos e entidades da admunistragio publica fe-
deral nas atvidades de tratamento de mcidentes de seguranga em
redes de conputadores;

IV - monitorar e analisar tecnicamente os mcidentes de se-
guranga nas redes de commputadores da admmustracio publica federal

V - mplementar mecanisimos que pernmtam a avaliagdo dos
danos ocasionados por mcidentes de seguranca nas redes de coin-
putadores da admmistracio ptblica federal e

VI - apoiar, incentivar € contribuir no ambito da adminis-
tragio publica federal para a capacitacdo no tratamento de incidentes
de seguranca em redes de computadores.
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Ambientacao

Centros de tratamento com responsabilidade nacional

'8 LOCATION INFORMATION
LOCATION INFORMATION Brazil, CTIR Gov

Brazil, CERT.br

Brazilian National Computer % Response Team - Brazilian Federal
Emergency Rezponse Team Government

Computer Security and Incident

Fonte: http://www.cert.org/csirts/national/

© CTIRGov




v Definicao do tema
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|dentificacao de Ameacas ao Estado

Brasileiro a partir da Analise de Redes
Sociais

Tépicos Especiais em Comunicacao e Mediacao da
Informacao, Fundamentos da Ciéncia de Redes e
Analise de Dados em Redes Complexas

Grupo de Trabalho:

Alexandre J. Ribeiro, Adao dos Santos, Claudio G. Bernardo,
Marcelo A. B. Oliveira

Prof. Dr. Ricardo Sampaio

Julho de 2015
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Justificativa

Possibilidade de aplicacao da Analise
de Redes Sociais (ARS) como
ferramenta de inteligéncia na
prevencao de ataques a sitios e/ou a
iInfraestruturas criticas do Estado
Brasileiro.

N



O estudo da redes

"O estudo cientifico das redes tem recebido muita
atencao e interesse. com o surgimento da Internet e da
Ampla disponibilidade de computadores de baixo custo,
foi possivel reunir e analisar dados em grande escala.
Alem disso o desenvolvimento de uma variedade de

e nos permitiu extrair novos

conhecimentos a partir de diferentes tipos de redes."

(M.E.J Newman, 2004)



v" A ciéncia de redes
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Ciéncia de Redes

De forma simplificada, uma rede pode ser definida como:
“Um conjunto de pontos interligados”

Structural properties |

« Um conjunto de vértices ou NOS key actors and links |
com conexoes entre eles, ﬁ
denominadas de arestas | ﬁ

(Newman, 2003). |

=

Relationship strengthm.\‘ Communities
« Os nds podem ser pessoas, ﬁ g
organizacoes, equipamentos, |
locais, etc. ~
' The network as a map . Diffusion patterns

* As linhas ou arestas formam m qo\,%qu
| | 1 u

os relacionamentos

http://kat'éto.net/né¥work-visua|izationi
© CTIRGov



http://www.google.com/url?q=http://kateto.net/network-visualization&sa=D&sntz=1&usg=AFQjCNEZ6GTKtQaRf7I7NoUITlQ9jOWpCw
http://www.google.com/url?q=http://kateto.net/network-visualization&sa=D&sntz=1&usg=AFQjCNEZ6GTKtQaRf7I7NoUITlQ9jOWpCw
http://www.google.com/url?q=http://kateto.net/network-visualization&sa=D&sntz=1&usg=AFQjCNEZ6GTKtQaRf7I7NoUITlQ9jOWpCw

Ciéncia de Redes

* As redes sao fundamentadas:
- construcao teorica da Sociologia, com
fundamentacao matematica da teoria do grafos.

« Podem ser:
tecnologicas, de informacao
biologicas, socials, etc.




Referéncias historicas

Leonhard Euler's Theory (1735)
7 pontes de Konigsherg
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= - e
L&) Referéncias historicas

Estudo Empirico das Redes

Jacob, Moreno, 1930 - Sociogramas:
“A simples visualizacao de uma rede pode
trazer muitas informacoes.”

©  CTIRGov



Stanley Milgram - Pesquisa sobre a distancia média entre as
pessoas também conhecido como "Seis Graus de Separacao" ® CTIRGov



Marcos principais

L|nha do Tempo
s | gm0 | a0 | assa | a9 | os

Teoria do grafos  Jacob Moreno *Manfred * Prof. J A. Barnes *Stanley Milgrane ¢ Surge a
teve inicio desenvolve a Kochen - Adota o termo 0 experimento “Al Qaeda”
quando Sociometria, Manuscrito “Redes Sociais” “Small-word”-
Leonhard Euler segundo a qual, sobre para definir os que demonstou
propds uma o nucleo social é na *Teoria da Redes lagos sociais que qualquer
solugdo para o verdade o individuo  Sociais e (relacionamentos) pessoa poderia ser
problema das e seus experimento e objetos de sua alcancada em seis
pontes de relacionamentos, "redes Small- pesquisa. passos (six-degrees |
Konigsberg, sociais, econémicos word" of separation).

e culturais. publicado em I

1978. | I

* Quatro * Watt e Strogatz * Lancamento da * Captura de

estudantes Revivem o Wikipedia Saddan Hussein - |
desenvolvem o experimento de Novo buscador

Game “Six Milgran no artigo “New Search Al Qaeda lanca m

Degree of Kevin ”CoIIeti.ctive engine that’s cl)i z;t:tques i Prlmavera Arabe |
Bacon” Dynamics of small-  ranks pages .

world networks. according to their
relationship with

anothers”

BT R <

Youl13



Network Science —

- cale-Fr
4.The 5e8 resources

5. The Barabasi-Albert Model

i A 6-F ; e
by Albert-Laszlo Barabdsi Evolving et Wworks o
D-?g reSpurces
S Coyrr
Hefﬂl'ﬂ’()ﬂq
> W, o
Co,; O*{’f.;;f y2le)
About S Des
. 7,
s s /(‘/‘9&
; (]
The power of network science, S "O;,;Q Ol
the beauty of network visualization. "’r@ '95% -
= 5
D’z,/ e
Me tQr:,\v'\g’ o
available under the Creative Commonsli p”)@
5.
00 itter or by sig “h

development on Facebook,

matiing [ist.

rinted version of the

iversity Pressin 2015. In

http://barabasi.com/networksciencebook/

{brecht), simulations
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(o] Estrutura das redes

* As redes complexas podem ser:
- Redes Rand6micas - Erdos Y Reny (1959)
- Redes Mundo-pequeno (Small-Word) - Watts and
Strogatz (1998);
- Redes Livres de Escala - possui como uma das
principais caracteristicas, conexao preferencial. —
Barabasi (2001).




Redes Livres de Escala

"Emergence of scaling in random ™"
networks*Albert-Laszlé Barabasi & Réka Albert {1999
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v Analise de Redes Sociais - ARS
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Macro processos da analise de rede
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Centralidade:
- Grau, Proximidade, Intermediacao e Autovetor.

PageRank:

- Algumas medidas foram criadas com foco nas paginas
WEB.

- Criada pelos fundadores do Google: Laurence Page e
Sergey Brin.

- Uma pagina se torna “central” quando outras paginas
Importantes mencionam ou fazem links para esta

pagina.

Modularidade: Grau de agrupamento dos nés.
©  CTIRGov
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Centralidade de Intermediagao

Betweenness
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(o] Diametro da rede

Distancia maxima entre dois vértices, sendo o maior caminho minimo (geodésico)
entre dois vértices da rede, simbolizando o nivel de ligagcao entre os vértices da

rede.
@® ®

O &
0 &
®) @ &

»
O
)
®
2
@ O
O
€ ® @ - O didmetro desta rede € 6

© - Adistancia média é 3 © CTIRGov



Densidade da rede

A densidade de uma .

rede € calculada \ 4
com base no numero

de linhas que esta -
possui dividido pelo e
numero maximo

possivel de linhas oy
para esta rede

® CTIRGov
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Movie Galaxies
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Redes de Colaboragéo Cientifica
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o) Rede social

“Uma rede social consiste em um
conjunto finito de atores e as relacoes
definidas entre eles. (WASSERMAN E FAUST, 1994)’

‘Uma rede social representa
um estrutura social composta = o __
por pessoas ou organizag’é_es, . g_r. % -3‘\!
conectadas por um ou varios {7 =S m.....,ﬁé.__,.gwm
tipos de relacoes, que partilham S
valores e propositos comuns’. EFDES SOCIAI .

( FERREIRA, 2011) ;-;:f‘““fr_n:;;“ﬂ 7

N ﬂhﬁ
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mﬁ? g
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redes sociais = midias sociais?

midias sociais:
“Veiculos que projetam conteudos de forma
descentralizada (Wikipédia).”




Ameacas nas redes sociais

Em anos recentes, grupos como o
“Anonymous” tem alcancado
enorme popularidade mundial, e
téem sido responsaveis por grandes
ataques contra empresas,
instituicoes e governos (Paganini,
2013).

You

{




Analise de fluxo realizada
entre os dias 16 a 21 de
junho de 2013.

Hashtag #ProtestoRJ

Dados extraidos do
Twitter e visualizado no
Gephi.

Grafo a partir da estatistica
de peso com aplicacao de
modularidade

Fonte: Medialab-UFRJ

http://medialabufrj.net/2014/10/contagio-entre-as-redes-e-as-ruas-mapeando-o-protestorj-no-twitter



(#] Copa do Mundo (Junho e Julho 2014)

INCIDENTES DE SEGURANGA DE MAIOR RELEVANCIA

1. Atagues de Negacdo de Servico:
Os ataques de negacao de servico foram, em sua maior parte, detectados por

meio de acompanhamento de redes sociais, o que permitiu identificar a
hospedagem de diversas ferramentas para ataques de negacao de servico
(DoS/DDoS) do tipo “LOIC” ( Low Orbit lon Canon).

OpHackingCup wWebHive

sitio comprometido hospedando LOIC contra o sitio copa2014.gov.br e CTIRGov
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http://barabasilab.neu.edu/courses/phys5116 © CTIRGov



& | @ www.nytimes.com/intera

PHARMA hEmI?

Doctors based in a Northeastern U.5. community who
have prescribed, or are potential customers for, an

oncology drug.
Each circle represenis one docior.

RELEWANT | OTHER
SPECIALUSTS | DOCTORS
| |
=] i © Has not prescribed the

drug being surveyed
© Has prescribed the
drug being surveyed

PRESCRIBING WOLUME FOR
AR DO OLDEY DRLUG

Low Medium High
[=] g 0

POSITIONING D
Although curently a low-volume
prescrber, this doctor is in a key central
position to sway others. Marketers would
be likely to single him out.

CONNECTIONS

mean that doctors share more P
than a cenain number of L] L]
relevant patients in commaon — L
patients whose condition could

make them potential users of ol
the drug being surveyed. ©o®

PRICRITLIZING
In a complex cluster like this one, there are many
inteqrelated physicians, all at similar prescrbing
levels. A marketer may decide it would be
inefficient to prontize all of them, instead

http://www.nytimes.com/interactive/2013/05/16/business/PHARMA . .html? r=4&

L]

Ed~ || Q Pesquisar
-

=

Drug Marketers Use Social Network Diagrams to Help Locate Influential Doctors

Consulting companies like Activate Networks create social network diagrams to help pharmaceutical marketers identify prescribing histories and relationships
among doctors. Such diagrams can help marketers pinpoint highly connected physicians, the best potential targets for marketing. Related Artide

INFLUENCE INDEX
The software can assign each doctor an “influence index”
based on his or her connectedness to others. This gives
—— marketers a simple way to priostize their potential targets,
but crtics argue that it puts too much emphasis on social
L connections, while ignonng more important values like

x-g:lex proper prescribing practice.

SPECIALISTS

The software allows users
to highlight relevant
specialists with color. In
this example, none of the
specialists have yet
prescrbed the featured
drug, so marketers may try
to sway them.

BRIDGES

Certain physicians seem to
form key links between
clusters. That could make
them good targets for
marketers,

©  CTIRGov



http://www.google.com/url?q=http://www.nytimes.com/interactive/2013/05/16/business/PHARMA.html?_r=4&&sa=D&sntz=1&usg=AFQjCNH4Nfiyh-umEjVncL6j_u-D62g5kg

v' Grupos de Pesquisa

© . CTIRGov



cCoLOQUI

de 26 a 28/08/2015

Busca...

==

e e
e
fre= A
Lere ey

de Analise de Redes
e Prospeccao Tecnologica

Menu Lateral

Palestrantes

Apoio

ComissdoOrganizadora

Hospedagem

Local do Evento

Contato

CoOoLO QU1 O
de Analise de Redes

Metworking

e Prospecgao Tecnoldgica

Conteiido recente

+ Metworking
+ Oficinas

v Apoio

¢ COMAan

v Sugestao de Hospedagem

| Coloquio de Andlise de Redes e Prospeccio Tecnologica

Moticias

I Coloquio de Andlise de Redes e Prospeccao Tecnoldgica
2252015

Participe do | Coldouio de Andlise de Redes e Prospecgio Tecnoldgica, em Brasilia, nos dias 26 a 28 de agosto de 2015, Este

B T B e T Tl s L I T I i LT T T L Lo e T P [ S



Medialab - UFRJ

& ) @ medialabufrj.net/2012/09/oficina-grafos-de-redes-sociales-iniciacion-a-twapperkeeper-rstu = & | | Q Pesquisar w B 4+ @

M EDlA LAB U FRJ PROIETOS BLOG BIBLIOTECA AGEMNDA CONTATO EQUIPE PARCERIAS

OFICINA GRAFOS DE REDES SOCIAIS:
INTRODU(;E\O A YOURTWAPPERKEEPER,
RSTUDIO E GEPHI

| Pesquisar

TOPICOS RECENTES

PUBLICADD EM 9 DE SETEMBRO DE 2012 POR PAEBLO DE S5O0TO
CATEGORIAS: BLOG
TAGS: OFICIMNA, '..'IEL"—'-LIEI'-I___»:—"":' DE DADOS ® A \ida Secreta dos Objetos: Ecologias

® Olho_Maguina_Mundo

da Midia

® |ji Simposio Internacional LAVITS _

\; T s VIDECS OMLINE!!!
R LI ® Sapiens construiram drones na ECO
2 UFR]
fukushifiha_now
" L R J : ®* HNRONEHACKADEMY: COMO E POR
Sig -
T ; ; QUE PROTEGER-SE DOS VEICLILOS

AEREDS NAD TRIPULADGS

Ll = b
"GRAFOS DE REDES SOCIALES"
Iniciacion a Twapperkeeper, RStudio y Gephi TAGS
12/09 16-19h 1* Sesién MedialabRio - #LutasGlobais swus suioss:

e Bl rackriorafia

©  CTIRGov



LABIC

tE ¥+ a0 £ 80

[ ]
Lablc i" B — LABIC BLOG PUBLICAGOES CARTOGRAFIAS CONTATO
magem ¢ Cibercultura

aiii-sr O jornallsmo nas redes Sociais:

§

" autoridade sem centralidade <

s i
i it
o
h q!
b

... A grande reconversao jornalistica tem sido feita por reporter profissionais e amadores que

entram nas manifestacoes e, de dentro dela, relatam. No Brasil, essa metamorfose ¢

notavel com os “ninjas” e a forga de seus dispositivos multimidia in streaming,

d' ..l L
N AR v '_,— 3 T oo, T e e o LT R iRl <ne "
ik R L D RS T ] T R ESRE S e TR

© CTIRGov



(#] Convénio do LABIC com a SDH/PR

.('E & www.sdh.gov.br/noticias/2014/novembro/crimes-virtuais-matam-afirma-ministra-du EJ v &| |Q Pesquisar "E ¥ A& O F @ =
Departamento da Policia Federal, Ministerio Publico Federal, Ordem dos Advogados do Brasil e Colegio
Nacional dos Defensores Publicos Gerais (CONDEGE).

Além do Grupo de Trabalho, a SDH/PR firmou com a Universidade Federal do Espirito Santo (UFES) um Termo
de Execucao Descentralizada por intermédio do qual o Laboratdrio de Estudos em Imagem e Cibercultura
(LABIC) - referéncia internacional em pesquisas sobre redes sociais - auxiliara a Secretaria no mapeamento
tanto de redes de apologia ao crime quanto de redes de defesa dos direitos humanos.

Pelo Termo de Execucao, o LABIC também desenvolvera um aplicativo para que a Secretaria possa
acompanhar a atuacdo destas redes, elaborando estratégias de comunicacdo especificas para cada uma delas,
além de capacitar a equipe da Secretaria no uso do deste aplicativo.

Assessoria de Comunicagdo Social com Agéncia Brasil
www.sdh.gov.br

https://www.facebook.com/direitoshumanoshrasil

©  CTIRGov




%
E

® oglobo.globo.com/sociedade/governo-vai-usar-aplicativo-para-monitorar-crimes-cc EJ » € | | Q Pesquisar 3

O GLOBO = v SOCIEDADE

pela Policia Civil - Reproducéo | Facebook

BRASILIA - A Secretaria de Direitos Humanos da
Presidéncia da Republica criou nesta quinta-feira grupo
de trabalho para mapear e monitorar crimes contra os
direitos humanos nas redes sociais. O grupo sera formado
por representantes de diferentes ministérios, inclusive da
Polici , e utilizara informacodes forneci elo
aboratério de Estudos em Imagem e Cibercultura (Labi
da Universidade Federal do Espirito Santo. O laboratorio
desenvolveu um aplicativo capaz de monitorar em tempo
eal milhoes de mensagens postadas em redes como
Face itter, Instagram, Youtube e Flick

— Nao vamos substituir o trabalho de ninguém. O que vamos
fazer é articular e interagir com os ministérios que atuam
nessas areas, agilizando acdes contra aquilo que se configurar

romo_ atn criminnen - dicesa ldali

©  CTIRGov



Projeto Interagentes

€ | @ interagentes.net/?p=583 v €| | Q Pesquisar wBa ¥

@' o i Migos Sore  Confalo

‘ragentes

IF]_TIE;‘JIE.[JE []_HI]_[]SZ ml][]i“EE][l_][‘]E_S”ﬂ_E l.ﬁ e HE[]SEU“

©  CTIRGov



v' Algumas ferramentas

© . CTIRGov



“Metodologia para detectar e interpretar
padroes de vinculos e/ou relacdes sociais
entre atores. (NOOY. et al, 2005)”.

Ferramentas de Coleta:
- YourTwapperKeeper, NodeXL, ...

Ferramentas de Tratamentos de Dados:
- R Language, PAJEK,....

Ferramentas de Inspecao visual
- VosViewer; Gephi; ORA; UCINET, NodeXL , TAGs,...

© CTIRGov



(#)]] Analise de Redes Sociais (ARS)

B LT

Exemplos de Clawlers (material do Labic)

exportar o grafo criado para GEXF, PNG e SVG.
Licenga: gratuita.
Site: www flocker.outliers.es

Flocker .
Webapp que age como estruturador de redes de refweets em tempo real. Parmite Gephl

Netvizz
Aplicativo do Facebook de facil utilizacao gue possibilita exfrair as redes de

amigos, paginas e grupos a que o usuano prncipal esta conectado. e T
Licencga: gratuita. Labic
Site: www.apps facebook.com/netvizz :

NodeXL e
Extensdo para o Microsoft Excel que permite exirair dados de redes como ey

Facebook e Twitter e postenor manipulagdo no programa ou exportagio para Gephi.

Licenga: gratuita.

Site: www .nodex| codeplex com

Plugin Social Network Importer: www socialnetimporter codeplex com
Topsy

Permite extrair dados da rede do Twitter. Pela parcena que tem com a rede social,
e o Unico gque ndo possul limite de tempo de publicagio do fweef nem limite de
requisigies ao servidor. E o sucessor do YourTwapperKeeper.

Licenca: vers3o limitada gratuita e profissional paga.

Site: www lopsy.com

YourTwapperKeeper

Permite a configuracdo de diferentes keywords para monitoracio, captura e
armazenamento de fweels em tempo real. Necessita de instalacéo.

Licenga: codigo aberto.

Site: www github.com/540colyourTwapperKeeper

https://db.tt/z00cve04 @© CTIRGov



CASOS Project

lve ¢+ oo &fE-0 =

Home | Institute for Software Research | CMU Computer Science

Navigation: Home =

Welcome to Center for Computational Analysis of
Social and Organizational Systems (CASOS)!

epe

Addressing complex real world issues through a combined social-science & B i

D 7
computer-science approach, using advanced techniques from network science, masucyinary (U coumber-narotic_teaffick
text-mining. and agent-based modeling.

2 Ztheory
3 network-science
psocio-technical-systems o, sparial
ial_media-analytics;man-behavior
agent-based-models g .0,

'30“1[3““'_5“‘“;?5(0’.u'lter--lerrorism

AutoMap
newsruedladeuelnp—techlmnlug\ro o

nuclear ics
CONSTRUCT dvnamlc—networmia!vsiﬁ

+ [ eader in network dynamics and linking social networks to other data -
geo-spatial, knowledge, tasks efc.

SO

__________________________ s Leading analytic tools for network analysis - ORA. AutoMap, Construct EE_ £49 ¥
__________________________ ¢ University wide center with faculty and students in multiple departments Ef“ % Eﬂ__i i EL%
# Multi-disciplinary research - working with Academia, Industry, Govemment = E%dmu . s
« Applications related to Law Enforcement, Counter-terrorism, Health, i;}% et WU
“““““““““““““ Muclear Deterrence, Cyber-Security, Social Change, Organizational g Emu""‘“e
Design, Insider Threat H
E

Current Projects Recent News

Analyze statistics, social network
analysis (SNA), dynamic network
analysis (DNA), link analysis

s Social Media, News and the Arab Spring
« Tracking Covert Groups on Twitter
¢ Testing social theory with FourSquare data

< August 3-5, 2015 - CMU CASOS hosts
OMR 2015 Disaster Tools Technical

» Twitter In Indonesia, for Tsunami Planning & Alers

software. ¢ Event Detection from Twitter using Hierarchical Bayesian Exchange This intemational meeting brings
Learn more S together university, non-government
Fanten * Measuring MNetwork Stabllity and Fit organizations, and various govemment

nrnanizatinne rancarnad with dovalnninn

© . CTIRGov




CASOS PI‘OjeCt

ﬂ’l"'l1:'1._a

Home | Institute for Software Research | CMU Computer Scien

ﬂAsnsCenter for Computacional Analysls of Social and Organiza il R

Navigation: Home > Projects =

Tracking Covert Groups on Twitter - Overview

Cwverview | Pecple | Collaberators | Sponsers | Publicatiens | Tools

Overview

Many covert and terror groups have a strong presence in social media. I1SIS, in particular, is well known for its use of social media. Twitter is one of the dominant media used. Members
of ISIS, I51S sympathizers, and those watching 1813, both women and men, send tweets about concerns, activities, and attitudes. Can such information, can such networks of pecple
S T e and topics, be used to identify the members of the group and potential converts?

The ability to use social media and open source public information to identify covert networks and potential recruits could provide critical new capabilities to governments and security
forces. However, detecting this large network from publically available data is a challenge. In this project we are investigating search technigues utilizing the open source public Twitter
under the creative commons license to identify and analyze the 1SIS propaganda network.

FORLOWRG FOLLOWERS

Ediit profile

-

Abdullah Al Ansari™ Abu Sigr Al Shabwani
Wkhaild_Mogdini @Sagranmanr BARSigr
S g o g0 2 el B el i s Al Spatall Sl e student of histony and Istamic studies
gl s g s o ol § ok e ot ZienastCnmades/Apastate s Shin Arane
ey alye il ylerHindwWExtresmiats

capatag Y il DRy Jplapally

By el s - bl e ] ]

‘ Py

A

&

Jaladie § jeall] g Shami Witness
@sbhiAnMusrah = ESharmiVyitremsn
o e il § i Al pis i) e Musinrgs on Bilad ash Sham, Sunnd
ATl Y e i e - el ST Revohtions. Economic Collanas. Pok!-

http://www.casos.cs.cmu.edu/projects/project.php?ID=86&Name=Tracking%20Covert%20Groups%200n%20Twitter
© CTIRGov



CASOS / ORA - CMU

CASOS Gallery

People Knowledge Tasks
My TA is too passionate #bnutlu[a_u]ynlus_i.]
People Social Knowledge Assignment
MNetworlk MNetwork MNetwork
07 Y71 27 |
, |5CDI'E / / / Who knows | Who knows Who does
p N 0 who what what
Knowledge Information Meeds Network
| Nuclear weapons arelterrible. = ] Network What
What informs knowledge is
what needed to do
Score: (/5 2/5 2/5 the task
P N 0 Tasks Precedence
MNetwork
Which task

must be done
before which

*0RA can be applied both within a traditional organization or on covert networks.

ORA Google Group

The OR4A Google Group provides a forum for questions, collaborations, and information related to CASOS tools. Please visit this link for instructions on

http://www.casos.cs.cmu.edu/projects/ora/

©  CTIRGov




ORA Software

*ORA-MNetScenes 309926 =
es Diafe Managenent Gener
'%ﬂ E‘S.al&l uu|'
‘leia:—let-uk?lauagerax r0x Eﬁhu-rrx POx
Meta-hehwork Name
Heta-Network Tme ek ®Date | [Pevind
= What would you ke to do? o ..
e 3 meterebiot B cer=ere e, " Ve v
= Inport Exre o texct delimited fes
[=-Inpart from arother nefwork analysis foal
[=-Import from another bool General statsScs:
E-Import XML netmork datz 5 Seatistics computed on the meta-network.
E Inportatner cats formats Right-dick for cptions.
-, Irmport from a database Hodsset cous
Hede count:
Hebwark count:
Tootd density:
Lk statisties:
Al s
Al nie vaies:
Hon seifleops:
Hon seifoop vakoess
eifoans:
Seifdoon vaees
Component siafclics:
[zolafes
Dryads:
Triads:
Lamger:
Larger sizes

« 1 m if od POR
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Arizona State University’s TweetTracker

| tweettracker, fulton asu edu

TweetTracker.

There are over a billion tweets sent to Twitter every week,
TweetTracker is a powerful tool from Arizona State University that can help you track,
analyze, and understand activity on Twitter.

Disaster PreparEd“ESS

Humanity Road Inc. uses TwesetTrackear to maniter emearging disastars, and
Ciulcknata partiared with us to test thalr ayatem I & dizaster aimulation gams
on the Arlzona State University Campus

Cutting-Edge Research

ARTIS Ressarch and Univarsity of Michigan dsod data collected through
PwootTrackear to analyza the tactors responsible for Arab Spring, and Camagla
Mallon Lnwarsity and the School of Social Transtormation at ASU Use
TweetTracker for thalr research as wall

o ! pangn ¥ B, |

E 5 e, Wegal-Bhakiapur.

L At AmimarPE [==] o ’h : -'uﬁ. e

e | 2 killed by floods, mudslides in Sri i o L ] ‘,u B o INirgary H:l.arnl.
Lanica (CAP) httpe/dive it/ CztdK iy @ & :

world #Pakistan 1,'""” A HIM m

Bing

TwesatTrackar provides powearful trend an:

' sl @

Step 1. Track Step 2. Analyze Step 3. Understand
TwaatTracker collacts tweats according to hash TwaatTracker allows you to compara activity across TwaatTracker provides visuallzations across a

http://tweettracker.fulton.asu.edu/ ©  CTIRGov



(o) COSMOS

vc|:qi:‘ESCI!J§SE.’ ﬁ. B 4+ @ e JB -

What is COSMOS? Download COSMOS People Research Invited Talks Workshops Video Forum Q

Ethics Resource Guide COSMOQOS Ethics Statement

What is COSMOS?

Collaborative Online Social Media Ob-

servatory (COSMOS): Social Media and
Data Mining

www.cs.cFac.uk/cosmos/

©  CTIRGov



€ | @ data-analysis-excel.com/installing-nodexl/

m SOURCE CODE DOWNLOADS

hange History (all pege

= i

r\socialmedia

RESEARCH FOUNDATION

Install:

MName

L NodeXL ExcelTemplate2014Setup

w E'-_ | QA Pe

download "

ModeXL Excel Template 2014

Date modified

5/25/201512:56 PM _ Application

Microsoft Office Customization Installer

Publisher has been verified

Are you sure you want to install this customization?

Mame: ModeXl Excel Template

From:
e vsio

hitp:/Swww. nodexlgraphgalleny.org/ModeXl Setup/Smrf.ModeXL. ExcelTemplat

Publisher: Social Media Research Foundation

; While Office customizations from the Internet can be useful, they can potentially harm your
computer, If you do not trust the source, do not install this software, More Information...

LnstalM i Bon't Install ]

CTIRGov

Once the installation is complete, search for NodeXL and select the NodeXL template:

W -
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ARQUIVD

& 3
PAGINA INICIAL INSERIR

By -
Colar ‘- NI S-~

-

Area de Transf.. e

A *

Recuperacao de docu...

O Excel recuperou os arquivos a sequir.
Salve os arquivas que deseja manter,

Arquivos Disponiveis
ModeXLGraph1 (version 1}...
Versdo criada na Ultima ve...

25/08/2015 19:09

ModeXLGraphxlsx [Crigi.
Versdo criada na Ultima ve..,
29/08/2015 18:50

LAYOUT DA PAGINA

—
P Lad

o
o

-
-

k|
_A':‘u:-mﬂ-.]mm-p-lw|m

ok
ra

=
(¥,

FORMULAS ~ DADOS  REVISAO  EXBICAD  Team
g las a2 il [E mmn| ! EE')E[ ; i
0 *H

A
R

soclalmedia

RESEARCH FOUNDATION

it

" Ll i 1

» 1§ 4,
‘ﬁ‘ i
4

-

i

—
- s
=T g rig

* A range of sample NodeXL networks and reports can be found in the

B RiRH

cluir Formatar
Network Graphs -

The Social Media Research Foundation [Eélulas

NodeXL is changing!

To sustain projects from the Social Media Research Foundation we will soon
provide NodeXL Basic and NodeXL Pro versions.

NodeXL Basic free and open

Register Now

NodeXL Pro offers advanced features for importing social media data,

calculating social network metrics, sentiment analysis, and publishing reports.
Commercial users -
Academic/Non-Profit users -
Student users -

$749.00 /year
$199.00 /year
$29.00 /year

Register Now
Register Now
Register Now

This change will be coming soon! Contact info@smrfoundation.org!

NodeXl GraphGalleny

© . CTIRGov
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FCGTe]  PAGINA INICIAL INSERIR LAYOUT DA PAGINA FORMULAS DADOS

MNodeXLGraph1 - Excel

'-;. Import = W Show Graph 5 Type:  |Undirected - ﬁ + Color |._-':.- Vertex Shape

. — .
u Opacity  gog Vertex Size

F—', From UCIMET Full Matrix DL File...

[, [

From GraphML files...

1 Ta

From Pajek File...

I
[

From Open Matrix Workbook...

- Autefil _
F—', From GraphML file... Columns = Visibility - = Edge Width

Yisual Properties

C D

FERRAMENTAS DE TABELA

Team MNodeXL DESIGN
Graph Metrics - % H,. Import - Workbook Coll
) subgraph Images ~ -
118 Groups - forNew O Reset All [ Show Notificat

Use C 57 Export :+*| Graph Element
e Lurrent

Analysis Options Show/Hide

H I J M

From Open Werkbook...
From ModeXL Graph Gallery

0 & 8 ==

From Email Network...

From Facebook Fan Page Network..,

Visual Properties

color Bl width K4

Name
name of

From Facebook Timeline Metwork... ; first

From Facebook Group Metwork..,

From Flickr Related Tags MNetwark..,

From Flickr User's Metwork...
From Twitter Search MNetwork...

From Twitter Users Netw
o e ° Import from Twitter Search Network

From YouTube User's Met ]
Optionally clear the NodeXL workbook,

From YouTube Video Mety then get the network of people whozse
tweets contain a specified word,
R From NodeXL Workbook (

@ Get Third-Party Graph Dat| % NodeXLGraph1

Mé-rra Faic infarmmarfar

(S I I o' Columns

Label Text |Label Font |Add Your Own

Style v | Opacity v | Visibility B2 Label Bl color Bdisize Bd columns Here B

©  CTIRGov



Need a Twitter Archiving
Google Sheet?

TAGS is a free Google Sheet template which lets
you setup and run automated collection
of search results from Twitter.

Get TAGS

https://tags.hawksey.info/

©
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12 Ferramenta para rede de grande volume de dados

Pajek / Pajek-XXL

Download - August 25, 2015 S S T

o |

versions 3.7 and 4.**

LT TR OO LIRS T L
TRt ol :.f':" [ iy Sy e

August 25, 2015

September 25, 2011

Pajek mailing list

%,5,5\'_,:_..;

32 | 64
bit | bit
/

June 9, 2015 @

;’ International Metwark for Social Nerwork Analysis

The William B. Richards, Jr. Software | %

Pajek: Program [or Large Netwerk Analysis

Presenls

ward

tar

i

W ladimir Razagel] and Andeej Mrvar

Frnanis
Thesihent, 14555

£y
= %g

Pajek
and
Pajek—-XXL

Programs for Analysis

i i sz:-"'.-.s‘,r’_..lhc:- TR E o R
LR T A T R R

Eaploratory

Soeial Network
\nalysis with Pajek
Pajek #5507
T ot T~

‘ﬁ‘ﬁ* o
::.:-m . ﬁI[-f NEE*

R0k -

R wEE Y

http://mrvar.fdv.uni-lj.si/pajek/

First steps

/|
“

HEeERMESHUR

Explemiey Sonsl Kebwork Bnabors rath Fop BEocod Bl
CRELE B
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Ferramenta para manipulacao dos dados

The R Project for Statistical Computing

dens <- density(data, n = npts)
dx <- dens$x

dy <- dens$y
if(add == TRUE)
plot(@., Q8 ain
ylab /
1f(orientat
dx2 <- (d * J dx)
x[1.]
dy2 <- (dx - m (dy)
y[1._

seqbelow <- rep(y[1.], length(dx)) ———%.)

B e o e 8 =

https://www.r-project.org/
P Prel J ©  CTIRGov



Ferramentas de visualizacao

[ www vosviewer.com/Haom:

S VOSviewer

Visualizing scientific landscapes

Leiden Unlversity CWTS CWTS B.V. Other CWTS sites «

Features ~ Getting Started Download Publications Products Contact

LSS INST Uniy felsinkj

UniwOxford rafal
Lun@®ini.

O
Uiy Mlchlgun U'““"-‘-’“f perTkeiey Un# Scuthamptan
g -'-"'f'ﬁ'\n-"-\ 7
Ring's COlIf Londe
¥ i Univ f@enh.:gt-r'l

A ﬂuw Wasrﬂhgmn Séaitle i%4 oy
Mg Con B ARRRIE T e veg il
(e = mcallun | P .

G e - 7
ahna Hmn,ﬁ i ; Sy,
- -

By

2rificalbh 1 nny vl
& ) e

|_|siiﬂtnn g ‘:‘ulb'thw-\;.:'f‘ . g . 2 . % ;
- .'mML Fap @ Unw GfSnnger
- Tﬂtfnuku‘ cHin trrethotiniv

Vi Harvard Univ s ETHERich
i - L H:’hl";‘f‘g:_‘_l\ VU Unas Mlisterdam

L - = = '
MYl ; . =
BastémWLin Matl AutonomiBlls Unn Masxce e 55 Ludivig '\'i\?-':'l'.im"g!."- Muinche
UnidiBe Erasmus UdRbRotterdam

5 !

instance include jout r'|.-;-||~'--., resegr
citation, bibliographic coupling
N be used to construct anc
entific literature.

http://www.vosviewer.com/Home




Arguivo Area de Trabalho Exibir Ferramentas Janela Plugins Ajuda
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YourTwapperkeeper
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]

Yocr Twapp

RrThivia Yasr e Pana s

“personal data" - Fernanda

Cruated on Mon, 17 Sep 2012 16:19:16 -0300 and total number of tweets = 22297
Tagn:
RO DATE e VIEW LIMIT FRCIM USER TWELT TEXT
= = a 7 H 100G |
Huery

HTML Farmatnk = Nl ATCH B e, I = 08
[ T T e T

RSS Pwrraniog = [i s
e P < {1k hpeainir T B4
IV Prrmatin (PNt Ch, Sawl m., ]~ DR CeE LA, [ =Y
TEW Parmratin {Ighl-Choe, S . = TR CCe R R S T =64

Sirrzie fitls Parraifd =

Fom AR = im0 o6t (ae e ] SR T il 84

-t Permbe [rgnl-choy, Sevs ] = iDL iotor fppe (e gy 04
SO era o e st Y

ﬁ DOucharols AT & ssifsnges Faosuan mn Gnges na = e b el preramean oo remel deia 15ip 0 eofRefeeagn

i, ar e rmiv el < ey o dei— i

Enmmmm VT T iy THGITT [ i T TS g o g Wil yinsr parseenil el This woSelia prarm mis [0 foyssl 6 A0DGLES LUGRERD

ioakSmiinld AT Qmellairs Frslock mil Goops miry s ired To pill s 10 v Secwe sl 0ela BB Eevineh

CTIRGov



H

)l 1BM i2 Analyst’s Notebook

% Known Targets and Contacts - Analyzt's Hotebook B

Ehe Edt Wew [roert Format Took dnsheis [eta Window Heb

Jgd fa o0 BHO RARA HE =] S i GIER & 4 » : &Y 3¢|@
SR I = A 1 0t I e — ; =

Enowen Targets and Conbacts Chartl =

-
——

Lol

o 2 & 2 8

CAONZ008  B1MDI{2005  18/012009  2SMN2009  OLNZ00S  OBJDZI2009

150870

http://www.ibm.com/developerworks/br/industry/library/ind-iap-intro/
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APl do Twitter

wE ¥ f 4 @ v &

Getting started

Infroduction
Hello Tweepy

AP

Models

Docs » Getting started =] Edit on GitHub

Getting started

Introduction

If you are new to Tweepy, this is the place to begin. The goal of this tutorial is to get you set-up
and rolling with Tweepy. We won't go into too much detail here, just some important basics.

Hello Tweepy

import tweepy

auth = tweepy.OAuthHandler{consumer_key, consumer_secret]
auth.set_access_token(access_token, access_token_secret)

apl = tweepy.API({auth)
public_tweets = api.home_timeline()

for tweet in public_tweets:
print tweet.text

©  CTIRGov



API do Twitter

& & hip twitter.com/rest/ v | [Q Pesquisa Y B + & |

W / Developers / Documentation / REST APls

REST APIs

The REST APiz provide programmatic access to read and write Twitter data. Author a
new Tweet, read author profile and follower data, and more. The REST AP idéntifies
2 in JSON,

ler using the

REST APIs

The REST APls provide programmatic access to read and write Twitter

data. Author a new Tweet, read author profile and follower data, and
more. The REST API identifies Twitter applications and users using

+1 APz as quickly

OAuth; responses are available in JSON.

If your intention is to monitor or process Tweets in real-time, consider
using the Streaming APl instead.

©  CTIRGov



) Acesso a API do Twitter

& ) & https://dev.twitter.com/oauth/tools/signature-generator/8662252

OAuth Tool

OAuth Settings

Consumer key: *

X252UUSMkJFhtdEW 4Ky 3Rrib9i

Consumer secret: *

Ti7DIlItAXeoqiXvOCeADMI4ZPaukQis2gipjEEKGNjjNsSd8ro

Remember this should not be shared

Access token:

1849819038-1zsNAISFYsv5KpLPc6tKKudMXWGIZMEmMwg7LWYI|

Access token secret:

MEDrNwPDXacbDYRJ5 TmaaFhHFLIVIWPS889NmQ4AIVY Yoy S
©  CTIRGov




& | @ pythoncentral.io/introduction-to-tweepy-twitter-for-python/ EJ ~ X | |Q Pesquisar

CI y thon Tips & Tricks How Tos Libraries~ Tutorials~ Recipes ~

entral

Using tweepy

Tweepy supports accessing Twitter via Basic Authentication and the newer method, OAuth.

| Scripts Python

Txa + o © £5

Tools APl About~

Twitter has stopped accepting Basic Authentication so OAuth is now the only way to use the
Twitter APL.

Here is a sample of how to access the Twitter APl using tweepy with OAuth:

8
10
12

Recebendo dados de ads.p-uhmatic.cnm...

Cimport tweepy

consumer_key = '7EyzTcAkINVS3TZ2pbl65'
consumer_secret = 'a44R7WvbMW7L8I1656Y41’
access_token = 'z00Xy9AkHwp8vSTI04L0'
access_token_secret = 'AlcK98w2ZNXXaCWMgMWop '

Consumer keys and access tokens, used for 0OAuth

# 0OAuth process, using the keys and tokens
auth = tweepy.OAuthHandler(consumer_key, consumer_secret)
auth.set_access_token(access_token, access_token_secret)

th process

+i11a] rmtarfor icirma anthenti codion
CTUGL interrace, Using authenticacion

© . CTIRGov



Cddigo Python

hacked.py x

#Import the necessary methods from tweepy library
from tweepy.streaming import StreamListener

from tweepy import OAuthHandler

from tweepy import Stream

#Variables that contains the user credentials to access Twitter API
consumer_key = ' I | '
RN, ]
o e R SR PR SO
access_token_secret= '

#This is a basic listener that just prints received tweets to stdout.
class StdOutListener(StreamListener):

def on_data(self, data):
print data
return True

def on_error(self, status):
print status

if _pame_ == "'__main__ ':

#This handles Twitter authetification and the connection to Twitter Streaming API

1 = stdoutListener()
auth = OAuthHandler(consumer_key, consumer_secret)

auth.set _access_token(access_token, access_token_secret)
stream = Stream(auth, 1)

s line filter Twitter Streams td ture data by the keywords:
stream.filter(track=["'gov.br'])

'python’,

'javascript', 'ruby'’

©  CTIRGov



Mensagens uf

Security Attack @ Security_Aftack - 13 de set
#Hacked
I - <taco Mato Grosso

I .oV .br
zone-h.org/mirror/id/2483...

y
“

AnonymousOIC @ AnonymousOIC - 13 de set
#Hacked I c.cov.br HAHAHAHAHA #LaFirmaSec

D4RKB10 @ D4RKEB10 - 12 de set
_ #Hacked pummm mg.gov.br HAHAHAHAHA #LaFirmaSec @AnonMRC
seie- ¥ (@Sprek3rsSec @AnonymousOIC @ UnlockAnon

2
The Mentor @ MentorSec - 9 de set
: #HACKED
I < oy br

#hacked gov.br

Chave de Busca

©  CTIRGov



Resultado da busca

| ] hacked.bxt x

35978895989297152,"1d_str":"635978895989297152", "text":"RT @juliussharpe: Now's probably

e the odds they get hacked again?","source":"\u0@03ca href=\"http:\/\/twitter.com\/download

@03c\/a
1,"in_reply_to_status_id_str":null,"in_reply_to_user_id":null,"in_reply_to_user_id_str":null,"in_reply_to_screen_name":null,"user":
screen_name":"YoItsNino","location":"","url":null, " "description":"son of samuel 1

s_count":46,"friends_count":279,"listed count":0,"favourites_count":1725,"statuses_count":650,"created_at":"Thu

":false,"lang":"en","contributors_enabled":false,"is_translator":false,"profile_background_color":"CODEED","profile_background_image url":"http:
93\/artprint_jimi_hendrix_big.jpg","profile_background_image url_https":"https:\/\/

le":false,"profile_link_color":"0084B4","profile_sidebar_border_color":"CaDeeD","profile_sidebar_fill_color":"DDEEF6","profile_text_color":"3333
\ /YkwHuboR_normal. jpeg","profile_image _url_https":"https:\/\/pbs.twimg.com\/profile_images
banner_url":"https:\/\/pbs.twimg.com\/profile_banners\ /399210320

e_image":false,"following":null,"follow_request_sent":null, "notifications":null},"geo":null,"coordinates":null,"place":null, "contributors":null,
35929454313783297,"1d_str":"635929454313783297","text":"Now's probably the best time to

et hacked again?","source":"\ud03ca href=\"http:\/\/www.echofon.com\/\" rel=\"nofollow

1,"in_reply_to_status_id_str":null,"in_reply_to_user_id":null,"in_reply_to_user_id_str":null,"in_reply_to_screen_name":null,"user":

rpe","screen_name":"juliussharpe","location":"Los Angeles,

rs_count":176843,"friends_count":730,"listed_count":3603,"favourites_count":24469,"statuses_count":6623, "created_at":"Wed

_zone":"Pacific Time (US &

s_enabled":false,"is_translator":false,"profile_background color":"CODEED","profile background _image url":"http:

rofile_background_image url_https":"https:\/\/abs.twimg.com\/images\/themes\ /themell/

_color":"e084B4", "profile_sidebar_border_color":"CODEED","profile_sidebar_fill_color":"DDEEF6","profile_text_color":"333333","profile_use_backgr

n2_normal.jpg","profile_image url_https":"https:\/\/pbs.twimg.com\/profile_images

_profile_image":false,"following":null,"follow_request_sent":null,"notifications":null},"geo":null, "coordinates":null,"place":null, "contributors
[],"symbols":

sitive":false,"filter_level":"low","lang":"en"},"retweet_count":0,"favorite_count":0,"entities":

[{"screen_name":"juliussharpe","name":"Julius

3,16]}],"symbols":

sitive":false,"filter_level":"low","lang":"en","timestamp_ms":"1440464159377"}

35978896815484928, "1d_str":"635978896815484928" ,"text":"RT @fredthompson: IRS hacked;
ble to keep us safe, but at least they're quick with a b\u2026","source":"\u@83ca href=

© . CTIRGov
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Estudo de caso

 Pesquisa académica para validacao uma
metodologia de possivel aplicacao institucional.

« (Coleta de dados em fontes abertas.

« Palavras norteadoras da pesquisa:
- Etica, respeito a privacidade, observancia ao
ordenamento juridico.

WELCCNE
10 THE
WCRLD CuP

g nao vai ter copa

twittker

#0pHackingCup? o
#0pWoridCup

-6 (= k .




Escopo do experimento

Estudo dos movimentos hackers
denominados “operacdoes”, contra 0s
sitios governamentais brasileiros, e
dos patrocinadores, que ocorreram
antes e durante a realizacao da Copa
do Mundo de 2014, cuja mobilizacao
ocorreu principalmente por meio
“twitter”, pelo uso de “hashtags”

You

i twitter




Estudo de caso
#tangodown #OpHackingCup e #Naovaitercopa.

.

twitter




TangoDown

€ 0 ' 8 Twitter, Inc (US) | https:/ /twitter.com/search?q=tangodown target gowbrasic=typd Q, Pesquisar wE +$ & O 1'3 1-0

' 'Iﬂ.l'lg-ﬂdl'.'lll‘n lajga[gﬂltll q Vood possui uma conla? Entrar «»

: M Hackers NewsBulletin -ouienn 16 o
Novo no Twitter? el cov:201 o e #Tangodown by #Anonymous Yes s True, even more are
iharesgoo gl Opgd
#OpHackingCup #OpWorldCup

] 1

TeaMpQisoN

{@H #Tango #Down Target: ‘g-:.l, br

Assuntos do Momento
#F5elimDiaEuFoRIcOEY

#Happy Bathaay.Johnny Depp % The Lulz Root LuzSecAoat - 7 de
#FavSavSemlniyValenting #Hacked #Leaked #Exposed
HSBC
# acs i ie #Brazil
oy aticswantdemiovatoalvmas C'per I_:'II:IEE' eDeSetembro #Brazi
Diavid Gilmour
targe] M 0
AR [ N leak; pastebin.com/4RdéagiD
059
Pedm Jemld :Tnngu[}gwn
IPhand: 45
IronicHackers - i Hackers < 1 o 2013
& F'-’:lllilﬁ*-a'ﬂ il Flrsl Targ&t brasil. -;u:.- I.:-r .
&= O Mozilla Firefox aparenta iniciar... muito... lentamente. Aprenda como acelerd-lo . | Ndo me avise novamente | x
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Analise dos dados
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Analise dos dados
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Q) Principais desafios

i) Definicao dos dados a serem coletados (objeto de
analise);

if) A coleta dos dados (definir as ferramentas para obtencao
dos dados);

iii) visualizacao grafica da rede social (analise qualitativa); e
iv) Grande volume de dados oriundo do acompanhamento

continuo das midias sociais.



Limitagdes da Pesquisa

Além do desafio tecnico de analisar grandes
guantidades de dados, este trabalho evidenciou que a
analise das informacodes extrapola conhecimento das
areas da computacao, requerendo conhecimentos
das areas humanas, como antropologia, sociologia,
psicologia, dentre outras.



v' Cursos online
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Cursos Online

https://www.coursera.org/course/sna

UNIVERSITY QF

MICHIGAN

Analise de Redes Sociais

This course will use social network analysis, both its theory and
computational tools, to make sense of the social and information networks
that have been fueled and rendered accessible by the internet.

coursera

E JoHMs Horkins R Programming
o aTH by Roger D, Pang, PhD. Jelf Laek. PhD, Brian Calla, PhD

@_ WEEH 2 Halkp Carvias

Programming with R

-y

Q
This wees is all aboul functions ard aboul contrcdi g the Bow of an I".l:ll":lgill'fl ‘We start wih confrod stniciures flike
Announcemants #-alae. and lar Baeps) and then mave an o wiing furclions, Mesl, we deciss lhe l=kical scoplng lsalunes of (e language
ared haw ey Gan be used in imeresting ways, paticularly lor stabsbical appllcatians
Coures Book

Learning Objectives

H!,' thm und of this week you should be able {o

WEEH-IY WEER
Weak 1: Gatling Started and

Tk St https://www.coursera.org/course/rprog

# \Wrilm a lar kaop, a whils loop, and a repaal kacp

Veek 2 Programming with A = Datina a function in A and specty is robum vasue [ses Funations Par 1 end Par 2]

» Dascrbe how A tinds a value b & symbcl via the search fist
Wesk 3: Loop Funclions and ® Dialing whal laxical scoping (= with 1aspact ta kow the value ol fres varoblas ars resckved in A
Debugging » [ascribe thé ditterance batwaen lexical scoging ard dynamic scoping rules

® Conwert a character siring repredenting & datetime nba an R dalelirne objecl. [see Dales and Timses]



Cursos Online

| | @ www leonidzhukov.net/hse/2015/networks/ v ¢ | |Q Pesquisar I*B ¥ A O P

Structural Analysis and Visualization of Networks

\
\'Sl
2, -

Department of Data Analysis and Artificial Intelligence, School of Computer Science
National Research University Higher School of Economics

= Home - :

— Winter-Spring 2015.

s Instructor: Prof. Leonid Zhukov .

= Homeworks Teaching assistant: Andrey Shestakov l Leonid Zhukov Casal oomendado

= Reading material

» Textbooks Course Outline

E Software . Introduction to network science B ) e =

e B e

e L e g W B e L e e
Tl S L e S o et o S e L
- pmr IME s Ry i o e e e s s o Ny s e e v N s ey S e

. Models of network formation I b o Vb o e Yo b 1 Vet e S e v bnerarn e s 7 Vit e

Netwoek Analysis. Lectune Metwark Anatysis. Lecture 3 Network Analysis. Lecture 4, Network Analysis. Lesture 5.,
Pawer laws. Random graphs. Small world and dynamical ... CenfraBly measures.

= N b o

1

2

3

4. Structure, nodes and links analysis

5. Network communities @
6.
7
8
9

HER 188

i
. Evolving networks and link prediction
. Diffusion and random walks

. Epidemics on networks

o Thidr ‘T

ner | an
LERIS

. Diffusion of information

iy e

10. Influence propagation
Module 3

Lectures

1. [15.01.2015] Introduction to network science. [Lecture 1] [Video]
Introduction to the complex network theory. Network properties and metrics.

2. [20.01.2015] Power laws. [Lecture 2] [Video]
Power law distribution. Scale-free networks. Pareto distribution, noramlization, moments. Zipf law. Rank-frequency plot.
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Conclusoes

O trabalho buscou avaliar uma
metodologia para analise de midias
sociails no sentido de identificar
grupos que promovem acoes
maliciosas contra as infraestruturas
computacionais do Estado
Brasileiro.
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Trabalhos futuros

* Validacao da metodologia;

 Definicao da ferramentas para

extracao de dados;

 Aprimoramento da analise dos

dados.
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Reflexao

“O maior valor de uma fotografia € quando
ela nos forca a perceber coisas que nunca'
esperamaos ver”

OJohn Tukey
OExploratory Data Analysis (1967)

http://www.cin.ufpe.br/~rbcp/taia/2011-2/aed-redes-sociais.pptx ®"' CTIRGov
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ctir@ctir.gov.br (notificacao de incidentes)
cgtir@planalto.gov.br (assuntos diversos)

INOC-DBA: 10954*810



