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« Cemig
Geracao, transmissao, distribuicdo e comercializacao
de energia
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» Blackout no nordeste dos EUA em 2003 [2]

“Utilities are operating ever closer to the edge of the stability envelope using 1960s-era controls.” [3]
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Park Contextualiiagéo 3/5

https://parade.com/64694/iraphael/remembering-the-northast-blackout-of-2003/
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* Sistema elétrico de nova geracao
Intelligrid [4] (smart gria)

1.Power Infrastructure 2. Information Infrastructure
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Analysis of the Cyber
Attack on the
Ukrainian Power Grid

Defense Use Case

ECURITY D03.03.16 D7:0D0 AM

INQIDE THE CUNNING,
UNPRECEDENTED HACK OF
URRAINE'S POWER GRID

Hackers breached US electric
utilities: analysts

BY MORGAN CHALFANT - 08/02/18 06:00 AM EDT

SECURITY
DOE to vet grid's ability to reboot after a cyberattack

Blake Sobczak, E&E News reporter
Energywire: Friday, August 3, 2018

« Seguranca
Adotar Tl implica em trazer as vantagens e
desvantagens das tecnologlas [5] [6] [7] [8
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[9]

Risk
Management
Requirements

Information Technology System

Data confidentiality and integrity is
paramount

Fault tolerance is less important —
momentary downtime is not a major risk

Major risk impact is delay of business
operations

‘ Industrial Control System

Human safety is paramount, followed by
protection of the process

Fault tolerance is essential, even momentary
downtime may not be acceptable

Major risk impacts are regulatory non-
compliance, environmental impacts, loss of
life, equipment, or production

Component Lifetime on the order of 3-5 years Lifetime on the order of 15-20 years
Lifetime

Change Software changes are applied in a timely Software changes must be thoroughly tested
Management fashion in the presence of good security and deployed incrementally throughout a

policy and procedures. The procedures are
often automated.

system to ensure that the integrity of the
control system is maintained. ICS outages
often must be planned and scheduled
days/weeks in advance. ICS may use OSs
that are no longer supported
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« Equipamentos analogicos

Comunicacao serial, links dedicados, rede segregada, muita fiacao
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« Equipamentos digitais

Comunicacao via ethernet, links dedicados, redes segregadas?
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Transport . |
Lover UDP/TCP Security (DTLS/TLS)
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Cyber Security Incident Response Team Cemig
Inicio em abril de 2014

Modelo centralizado (ASI e CORS)
Funcionamento em 24x7

Autonomia compartilhada
https://www.cert.br/csirts/brasil/#csirt-cemig

Parque (valores aproximados)

. 3000 ativos (rede + seguranca)

Firewalls
IPS

SIEM
Proxies
Antispam
Antivirus
Honeypot

. 8000 clientes de antivirus

« 1800 VPNs

« 300 links

» 280 localidades

* 14 controles SOX (diretos e indiretos)
« 800 incidentes / més
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« Gestao dos Incidentes de Seguranca

Baseado no modelo PDCERF
Sistematizacao via software

Taxonomia baseada na ENISA

Em curso: melhorias nos registros e analise

¢ L 5

= .
‘ Regato|> Detgio > G R Rl

? e

L > Analise

—>

Fechamento

A




Classificagao: Publico

() HP Service Manager
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Hanging Up on Mobile in the
Name of Security

Open MQTT Servers Raise
Physical Threats in Smart
Homes

h

‘China’s MIT’ Linked to
Espionage Campaign Against
Alaska, Economic Partners

Threatpost

Transatlantic Cable podcast,
episode 50

Google Expands Bug Bounty
Program to Battle Abuse
Methods

Threatpost

Australians who won’t unlock
their phones could face 10
years in jail

Chrome Bug Allowed Hackers
to Find Out Everything
Facebook Knows About You

The Hacker News

Sacramento admits to tracking
welfare recipients’ license
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IBM QRadar Security Intelligence
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 Controles de Seguranca

Acessos ao honeypot
Analise do proxy L
Verificagao de backups il :
Controle de SPAM e
Auditoria de usuarios

- Analises de vulnerabilidade
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 Projetos
Firewall operativo
Novo sistema SCADA

Firewalls para usinas e subestacgoes
Honeypot SCADA [11]
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« Grupo de Trabalho
de Seguranca
Cibernética

Atendimento ao ONS, procedimento
de rede 10, submoddulo 10.14

Objetivos:

- criar e homologar controles de
seguranca cibernética,

- criar planos de contingéncia
cibernética para o COS e

- criar a Politica de Seguranca
Cibernética.
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 Tratamento holistico da seguranca

* Mais interagOes com outros RETTTIT
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Consideracoes

* Rede Operativa
Mais alinhamento entre Tl e engenharia (TA?, TO?) g
Conjunto de sub redes que precisam ser segregadas |
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“Se vi mais longe, foi por estar sobre ombros de
gigantes.”

— Sir Isaac Newton (1643-1727)
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