ESTUDO DE CASO




Ferramentas Open Source para Ajudar

- Feitas pela AWS
- Trusted Advisor

- http://github.com/awslabs
- 344 repositorios

- http://github.com/awslabs/aws-security-automation
- Colegao de scripts e recursos para DevSecOps, Automacgao da
Seguranca e Resposta a incidentes automatizada

- https://github.com/awslabs/aws-security-benchmark
- Testar uma conta AWS contra CIS Amazon Web Services
Foundations Benchmark
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Ferramentas Open Source para Ajudar

- De outras fontes
- ThreatResponse.cloud
- https://threatresponse.cloud
- Toolkit Open Source para Resposta a Incidentes

- StreamAlert
- https://github.com/airbnb/streamalert
- Framework para analise de dados (tipo um SIEM serverless)

- Security Monkey

- https://github.com/Netflix/security _monkey

- Monitoramento de AWS/GCP para mudangas de politica e alerta sobre
configuracdes inseguras
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Ferramentas Open Source para Ajudar

- De outras fontes
- CloudSploit
- https://github.com/cloudsploit
- Scan de riscos de sequranca na AWS

- Prowler
- https://github.com/Alfresco/prowler
- Ferramenta CLI para assessment de melhores praticas de sequranga na AWS,
auditoria, hardening e analise forense.

- Cloud Custodian
- http://cloudcustodian.io

- Mecanismo de regras multicloud para gerenciamento de contas e recursos
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Fontes de Estudo

Pagina dos whitepapers AWS

Well Architected Framework — Pilar Seguranca

CIS Amazon Web Services Foundations Benchmark
- CloudFormation
- Github AWS Labs — AWS Security Benchmark

CIS Amazon Web Services Three-tier Web

- Google!
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Fontes de Estudo

Cloud Armor .

Cloud Armor Oracle Dyn WAF

Stackdriver Monitoring Oracle Security
Stackdriver Logging Monitoring and Analytics
Object Versioning .
Cloud Storage Nearline fueltisEie

Security Vulnerability

Cloud Security Scanner t Service

Mapping of On-Premises Security Controls vs Major Cloud Providers Version 4.3 Feb 2019 © Adrian Grigorof, Marius Mocanu
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