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Detectando e Respondendo
Incidentes de Seguranca em
Frontends Nginx Utilizando ELK

Jeronimo Zucco - jczucco@ucs.br
(@jczucco

8° Forum Brasileiro de CSIRTs - 2019
i



mailto:jczucco@ucs.br
https://twitter.com/jczucco
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Analista GTI/UCS

Twitter: @jczucco
http://www.linkedin.com/in/jeronimozucco

Algumas certificacoes na area de seguranca
https://www.owasp.org/index.php/User:Jeronimo_Zucco
A apresentacao sera disponibilizada em
https://www.slideshare.net/jczucco

Obs: ndo represento a Elastic, sou apenas usuario de
seus produtos opensource
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http://www.linkedin.com/in/jeronimozucco
https://www.owasp.org/index.php/User:Jeronimo_Zucco
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BUCS Agenda

DE CAXIAS DO SU

Estrutura de rede da UCS

Rotina de notificacao de incidentes

Centralizacao de Logs/SIEM

A pilha ELK

Construindo Dashboards

Extraindo dados para notificacao

Configurando Nginx

Funcionalidades na nova versao ELK e assinaturas
Cuidados na implementacao

Conclusoes



UCS Estrutura de Rede da UCS

2 redes |IPv4 de 4096 enderecos roteaveis cada (8192
IPs)

AS - Sistema Autbnomo

~ 5000 computadores na rede interna

Picos de ~ 12.000 clientes na rede Wireless
Datacenter proprio

2 Links de internet - 3gbits

Rotas na borda (BGP full routing):

o 740 mil IPv4

o ©65 mil IPv6



WUCS Estrutura de Rede da UCS

DE CAXIAS DO SU

e Firewall de borda de ultima geracao
e Frontends Nginx
e Sites online
o Sites institucionais
o AVA (Ambiente Virtual de Aprendizagem)
o Sistemas Web para diversos fins
o Sites de projetos académicos



BWUCS Rotina inicial de notificacdo de incidentes

e Logs do Firewall e Frontends

e Pesquisa (grep) por padroes de ataques conhecidos em
arquivos de log

scans de hacking tools

wp-login.php, admin bruteforce

SSH bruteforce

Directory traversals - /etc/passwd...

SQL Injections

Erros de aplicacao (50x)

Monitoramento de acessos indevidos a APls

O O O O O O O



WUCS Centralizagdo de Logs

DE CAXIAS DO SU

Analise para criacao de politica de bloqueios

o badbots

o evil headers
(nikto|wpscan|openvas|scrapy|sqglmap|Arachni), etc

o extensodes de arquivos de backup/dumps

o blacklists de urls de ataques conhecidos

Blacklists/alertas

SIEM

Sem verba disponivel

Splunk e ELK



LUCS A Pilha ELK

Elastic Stack
SOLUTIONS
®
Visualize &
Manage
[
==
- ' S Search, &
Elasticsearch Atég'le,zeearc z
Elastic Stack y
Ingest
®

Saas SELF-MANAGED

r ' Elastic cloud
- Elastic cloud ° Enterprise @ Standalone



LHUCS ELASTICSEARCH
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Elasticsearch




% .
WUCS Elasticsearch

DE CAXIAS DO SU

Parte principal (Core) da pilha ELK

Base de dados orientada a documentos

Open Source (Java) https://github.com/elastic
Construido com base no Lucene

Escalavel - cluster e distribuicao de carga

(Near) Armazenamento/busca em tempo real

muitas consultas por segundo e atualizagdes dinamicas
dos dashboards

Alta disponibilidade - tolerante a falhas

e Amigavel para desenvolvedores - APIs restful disponiveis
e Armazenamento versatil

i
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https://github.com/elastic

% .
WUCS Elasticsearch

DE CAXIAS DO SU

e Consultas e agregacoes, consultas analiticas

e Extensa documentacao gratuita disponivel

e (Cada indice ¢ dividido em shards, e cada shard pode ter
uma ou mais replicas

e Disponivel on-premise ou na nuvem:
https://cloud.elastic.co/pricing (a partir de U$ 16,00, 15
dias trial)
o Elastic Cloud (SaaS)
o GCP,AWS ou Azure(recém anunciado)



https://cloud.elastic.co/pricing

LHUCS KIBANA
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Kibana




WUCS Kibana

DE CAXIAS DO SUL

e Ferramenta analitica

e Interface Web para pesquisa e visualizacao (consultas e
filtros)

e AgregacOes complexas, graficos e tabelas

e Frequentemente utilizado para analise de LOGs (adeus
grep!)

e [nteracao com os indices e exploracao sem escrita de
codigo

e Trabalha com dados em tempo real

e Geréncia centralizada do Elasticsearch

e Criacao de Dashboards e Canvas

F\JNDMa?( EEEEEEEEEE
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LHUCS LOGSTASH

DE CAXIAS DO SUL
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™
'UCS Logstash

e Escrito em JRuby (roda na JVM)

e Opcional para tratar/enriquecer a informacao antes
de enviar para o elasticsearch (pipeline ETL)

e Grok filters, plugins com formatos padrdes

e Buffer para envio de dados

ﬁ Analysis
Iﬂ \\’ //‘ Archiving‘
O— gqug @

Monitoring
- logstash \
e’
| -

2
¢
g8
8 A
gC
g :
< 2
33
29
=g
o
g

Alerting
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Beats




WUCS

sy Beats

Logging modules

AUDITBEAT FILEBEAT

WINLOGBEAT

Infrastructure Applications
System Databases Web servers
Linux / MacOS + MySQL « Apache

Windows Events + PostgreSQL « Nginx
Containers Queues Audit data

Docker - Kafka * Filesystem

Kubernetes + Redis * System calls

*9 elastic




WUCS Filebeat

DE CAXIAS DO SUL

e protocolo para nao sobrecarregar a origem dos logs, o
logstash e o elasticsearch

e mantém controle do ponto de leitura dos arquivos de logs

logs -> filebeat -> logstash (opcional) -> elasticsearch ->
Kibana

# filebeat modules list

# filebeat modules enable nginx

F\JNDMa?( EEEEEEEEEE
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kibana

Visualize

Parse & Transform

elasticsearch
A

1v388i1
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Wire Data
Metrics
Windows
Events
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logstash



BWUCS E|asticsearch - Instalacdo

E CAXIAS DO SU

e Antes de instalar: numero de nodos, replicas, tipo de uso,
estimativa de recursos

e Uso inicial de testes na UCS (versao 95)

e C(Centralizacao de Logs de servidores/servigos (DHCP,
DNS, impressao, autenticagcao, winlog, etc)

e Depois com mais recursos, adicionados logs dos
servidores nginx (grande quantidade de logs)

e Processos de upgrades



™ : .
'UCS Criando Dashboards no Kibana

e Criar e salvar a pesquisa

e Criar os diversos graficos de visualizacao vinculado a
pesquisa salva

e Criar a dashboard agrupando os graficos

e Criar novas pesquisa e copiar os graficos associando a

essa nova pesquisa atraves da edicao de objetos no
Kibana

DDDDDDDDDDDDDDDD
UL
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BUCS visualizagoes
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; Visualize
‘ kibana

Discover

2 V]

Visualize

Title Type
Dashboard

V_Dispositivo_Search_nginx_API & pie
Timeli
il V_Dispositivo_Search_nginx_WWW @& pie
Canvas V_IP_Search_nginx_AP! Data Table
Maps V_IP_Search_nginx_WWW Data Table
Machibe Learring V_Map_Search_nginx_API © cCoordinate Map

V_Map_Search_nginx_WWW ©® Coordinate Map
Infrastructure

V_0S_Search_nginx_API = Tag Cloud
Logs

V_0S_Search_nginx_WWwW = Tag Cloud
APM

V_Response_code_Search_nginx_API @& Ppie
Uptime ”

V_Response_code_Search_nginx_WWW & Pie
Dev Tools =

V_URLS_Search_nginx_API Data Table
Monitoring V_URLS_Search_nginx_WWw Data Table
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BUCS Acessos por User-agent
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4,000 © @ Count

3,000

2,000
1‘OOOI I I I

03:00 06:00 09:00 12:00 15:00 18:00 21:00
@timestamp per 30 minutes

Lount

/_UserAgent_ WWW

SemanticScholarBot
bitlybot  InternetArchive ;
Slackbot-LinkExpanding P TR IE Mobile ja_archiver ZoominfoBot
Pinterestbot Baiduspider g o Python-urllib WordPress
i ot YandexBot  Googlebot-Image
Uzbl TwitterBot curl  Thunderbird

Python Requests g s e
Maxthon Android i i SeznamBot Bytespider
- safari Oer chrome Mobile chromium gpera wobile
GooglePlusBot  trendictionbot0 P SeaMonkey

. Mobile Safari B Bitosk o
360Spider g Facebook GOOgIEbOt r I I le FlrefOX SEMrushBot —

Galeon Puffin  vivaldi FacebookBot DotBot Mobile Safari UI/WKWebView

LinkedInBot Opera Mini Opera Ah refs Bot blngbOt g R robot Yeti

coccachot SemrushBot Java  samsung Internet Edge  chrome Mobile i0S Whashen Netscape
Apache-HttpClient Nutch 3

i i ) Chrome Mobile WebView FreshpingBot  Apple Mail MJ12bot
Windows Live Mail , , ; ' e s
Firefox Mobile ~easoc.. .. GmaillmageProxy Yandex Browset

PDF Drive Crawler

Pale Moon
UC Browser

libwww-perl  TurnitinBot BingPreview

AdsBot-Google
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Acessos por Geolocalizacao

K kibana

Discover

Visualize / V_Map_Search_nginx_APl.png

Linked to Saved Search Search_nginx_API 5

tus:200 AND extension:PHP)

Save Share Inspect Refresh Documentation C'Auto-refresh £ @ Thisweek >

Options

Visualize
* Paramaribo LIBEF
Dashboard + SURINAME
COLOMBIA

Timelion TR u Macapé

etrics ECUADOR

- Santarém
Canvas ° Value Count L ] Leticia Manas Caxias Fortaleza
Marabd
|
E .. Trujillo Recife
Machine Learning Buckets kil Ji-Parana BRAZIL
- Geo Coordinates lca Cusco Vilhena Salvador
Infrastructure Aggregation Geohash help * Brasilia
BOLIVIA 5

Geohash - Tacha

Logs ] *Sucre
; 0 Iquique Campo Grande
Field
APM ) =
o (o]
nginx.access.geoip.location v Antofagasta PARAGUAY Bi lo

Uptime

¥| Change precision on map zoom
| Place markers off grid (use geocentroid)

*Asuncién Curitiba

Posadas * Florianépolis

Dev Tools ¥ Only request data around map extent (%) PortofAlegre
CHILE Cérdoba .
Monitoring Custom Label * Santiago FrueuAL
ARGENTINA  *BuenosAires
Manauernent «Advanced Concepcion Al
1-3,706.75

Default

Collapse

Bahia Blanca

Valdivia
Puerto Montt

@ 3,706.75 - 7.412.5
®74125-11,118.25
@ 11,118.25- 14,824

OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service

FUNDAGAOQ UNIVERSIDADE
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'UCS Acessos por HT TP Response

Visualize / V_Response_code_Search_nginx_API Save Share Inspect Refresh Documentation CAuto-refresh <€ O Last15minutes >

Linked to Saved Search Search_nginx_API $$

>_ Search... (e.g. status:200 AND extension:PHP) Options G Refresh

Add a filter +

filebeat-* <
Data Options D

Timelion

Metrics

Slice Size Count

asrring Buckets

. Split Slices © E]

Aggregation Terms help
Terms v

Field 0
nginx.access.response_code -

Order By
metric: Count v

Order Size

Monit
. Descenc ¥ 10

Manage Group other values in separate bucket @

Show missing values @

Default

Custom Label

Response Code

FUNDA(m UNIVERSIDADE
DE IAS DO SUL.
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V_Map_Search_nglnx_API.png

Dasboard - Acessos a AP

V_Response_code_Search_ngmx_API

T Trujillo Recife @200
- ? : ‘»-—_f i Ji-Parand BRAZIL
*Lima N
1 lca Cusco / "'\\ﬁ!.r:e"a Salvador
"‘7 - *B ili
PY (g —— i _ *Brasilia
. Tacna ),
v 1S *Sucre_—._/
Iquique ( Campo Grande
\ ~ | - . e alue
Antofagasg PA\RAGUAV_;» A &IO i@ o field value
{ “¥Asunién Curitiba
/ /) 1 Count
“Posadas * Florian6polis ©1-4422
/ (& © 4,422-8843
/ (/. PortoRlegre @ 5843 - 13,264
CHILE  Cordoba A S @ 13,264 - 17,685
R URUGUAY e
'/,Santlago 3 © OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service
V_Dispositivo_Search_nginx_API V_0S_Search_nginx_API
m o _
sl | Android 5.1.1
BN il Android 6.0 S
> os12z1 Android
O . i0S 12.2
& Android 7.0 I O S 1 i0S 11.4.1
s Android 6.0.1 2 B 4 Android 7.1.1

Android 9.0
Android 8.1

Android 8.0.0 os121.4

Windows 7 Android 8.0

Android 7.12- Android 8.1.0 10 12.4.1

i0S11.4
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WUCS pashboard - Acessos a AP
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V_URLS_Search_nginx_API

URL

Count
2,363
2,356
2,318
2,246
2,241
2,158
2,155
1,817
310
277

Android 6.0
198 1234

Android 5.1.1

51231 ANAroid
warasor |OS 12.4

i0S 12.2
i0S11.4.1
Android 7.1.1

Android 712 Android 8.1.0 10S 12.4.1

Android 9.0
Android 8.1

Count - nginx.access.user_agent.os: Descending

V_IP_Search_nginx_API

P

10.70.10.74

177.10.111.139

10.20.30.234

138.36.81.238

10.70.1.223

10.20.21.97
2804:18:32:dffc:6016:13cc:b73e:39f6
201.139.95.5

10.20.15.202

10.20.28.134

i0S11.4

Android 8.0.0 os121.4

Windows 7 Android 8.0

Count
256
221
214
166
165
160
159
155
148
147

FUNDA( UNIVERSIDADE
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Monitorando acessos
via Kibana e realizando
notificacao de incidente



BUCS |dentificando um Ataque
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V_Map_Search_nginx_WWWwW V_Response_code_Search_nginx_ WWW
PERU
+ Trujillo Recife
=l Sy Ji-Parana BRAZIL
*Lima ;
Vil
u by Cusco ilhena Salvador
pe L et * Brasilia
Tacha
_._ *Sucre
Iquigue f Campo Grande
Antofagasta ‘ PARAGUAY ot
¢ ®Asundon Curitiba
Posadas  Forianépolis 3
o -
Porto Alegre o -
CH“.E Cérdoba .-
- URUGUAY
*Santiago _ © OpenStreetMap contributors, OpenMapTiles, MapTiler, Elastic Maps Service
V_Dispositivo_Search_nginx_WwWw V_OS5_Search_nginx_WWW

efc

Other

Ubuntu Linux
Windows 10
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BUCS |dentificando um Ataque
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Other

Ubuntu Linux
Windows 10

Count - nginx.access.user_agent.os: Descending

V_URLS_Search_nginx_ WWW V_IP_Search_nginx_WwWwW
URL Count 1 IP Count
/ 64 174.128.225.10 QQ 6,045
/index.php 22
Nlogin.php 19
Aindex.pl 18
/cgi-bin/authLogin.cgl 17
Nogin.pl 17
/cgi-bin/env.cgl 16
/cgi-bin/environment.cgl 16
/egi-bin/index.cgl 16

K o )



WUCS Extraindo logs do Elasticsearch

DE CAXIAS DO SUL

curl -H 'Content-Type: application/json' -XGET '127.0.0.1:9200/filebeat-*/ search?pretty' -d
{
"query": {
"match": {
"nginx.access.remote _ip": {

"query": "174.128.225.10"

}
}, "size": 100

FUNDAgg UNIVERSIDADE
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b AT .
LUCS Cddigo getlogip.py

import sys,ipaddress
rom elasticsearch import Elasticsearch
lient = Elasticsearch()

ry:
IP = ipaddress.ip_address(sys.argv([1])
IP=sys.argv[1]

cexcept ValueError:
print('IP address invalid: %s' % sys.argv[1])
sys.exit(2)

pxcept:
print('Usage : %s <IP ADDRESS>' % sys.argv[0])
sys.exit(2)

response = client search(
index="f1 p
body={
"query": {
"match”:
"nginx.z
“query"”

!

or hit in response[ ][ h'*a‘ :
print(’ i zf” %S | "%s "

hit[' _,uurc:‘ ‘@timestamp’
hit[' source']['nginx ][ ' 10 _;p’],
hit[' source']['nginx ][" ss ' ][ "met hu i P
hit[' source’ ’nq1n<‘][' ess']1['url'],
hit[' source’
))

‘nginx’ e ‘user_agent'][’

original

']

FUNDAGAO UNIVERSIDADE
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https://github.com/jczucco/python/blob/master/getlogip.py

WUCS
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Configurando o Frontend Nginx
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HUCS 15dbots.conf

DE CAXIAS DO SUL

map $http_user_agent $bad_bot {

default 9;

~*Alynx @; # Let Lynx go through

~*(?1)(httrack| htmlparser|JikeSpider|proximic|Sosospider|Baiduspider|msnbot | rawl
er|Baiduspider|Siteimprove | Aboundex|8@legs|36@0Spider|AJaval Cogentbot | AAlexible|ABlac
kWidow|ABlowFish|ABotALot | Buddy | ABuiltBotTough|ABullseye | ABunnySlippers|k|Acosmos | AC

rescent | ACusto | AAIBOT | ZmEu IMJ12bot |MegaIndex | OpenLinkProfiler|spbot|ition\ Campaignl|
AhrefsBot |QQBrowser) 1;urnitinBot|Scrapy|OpenVAS|SemrushBot|Edd

}

if ($bad_bot) { return 403; }

:UNDAg?( UNIVERSIDADE
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BUCS Bloqueios por URL
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location ~ /\.ht {
deny all;

}

location ~ wp-login.php {
deny all;

}

location ~ /etc/passwd {
deny all;
}

location ~* \.svn {
deny all;

}
location ~* A\.git {
deny all;

}

:UNDAg?( UNIVERSIDADE
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WUCS Interceptacdo de Erros / Limite de Req.

DE CAXIAS DO SUL

proxy intercept_errors on;

error_page 500 502 503 504 /erro/50x.html;

limit_req_zone $binary remote addr zone=mylimit:10m rate=10r/s;

server {
location /login/ {
limit_req zone=mylimit;

proxy_pass http://my_upstream;

FUNDAg?( UNIVERSIDADE
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SELF-MANAGED

SaaS

WUCS E|astic Stack
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Opc¢oes de Subscricao

GRATUITO SUBSCRICAO

OPEN SOURCE I BASIC GOLD PLATINUM ‘ ENTERPRISE

Paid Proprietary Elastic Cloud
Open Source Free Proprietary Features Enterprise
Features Features
Elastic Support Elastic Support

SUBSCRICAO

ELASTIC CLOUD

Elasticsearch Service Elastic App Search Service Elastic Site Search Service



Security and Threat Detection with the

Elastic Stack

Data
Enrichment &
Standardisation

Data Collection Storage

q o
beats logstash  elasticsearch

Pro-Active Visualisation

Alerting

& @ & -~
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s R r 4 .
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& & @ &

Alerting Graph

A K X

x-pack  kibana x-pack



GG X-Pack

UNIVERSIDADE
DE CAXIAS DO SUL

e Extensao do elasticsearch
e De cddigo aberto, porem exige licenga para uso
e Na versao 7.x o X-Pack ja vem pré-instalado, porem
somente algumas fungdes sao gratuitas
o basic monitoring health
o basic security
e Funcoes pagas:
o alerting
o security
o machine learning (beta free do Data Visualizer com

upload de arquivo até 100MB)
L
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WUCS _pack Features
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S b n t' OPEN SOURCE BASIC GOLD PLATINUM ENTERPRISE
ubscriptions e .. |
THE ELASTIC STACK
Elasticsearch v v v v v/
Free X-Pack Kibana v v v v v
features included Beats v v v v v
in Bas | C Logstash v Vv v v v/
APM - agents and server v v v/ v v
. X-PACK
Elastic Support
Included ln GOId, v Security (formerly Shield) v v/
Platl nu m’ and v Monitoring (formerly Marvel) v v v/
Enterprise v Management v v v
S u bSCl‘I ptlons v Alerting (via Watcher) v v v
v Machine Learning Vv
v APM v v/ v v
v Graph Analytics & Visualization v/ v
v Reporting v v/ v
v Modules Vv Vv v v/
v DevTools v v v/ v



US,CS Elastic APM - Application Performance Monitoring

DE CAXIAS DO SUL
Transaction sample Actions =
11 hours ago y 19 : https://opbeans.com/apl/customers
64 ms 100.0% HTTP 2xx N/A

Timeline Request Response System Service Process User Tags Custom

Services © opbeans-ruty @ opteansiiva @ opbeans-node @ opbeanse

64ms

% HTTP 2xx Rack 64 ms

GET opbeans-java &2 ms

% HITP 2xx DispatcherServiet#doGet o2 ms

GET opbeans-node S54n

% HTTP 22¢ GET /Japi 57

GET opbeans-java:3000/api/customers 43 ms

% MTTP 2xx DispatcherServiet#doGet 25 m

Lans-go 7,584 ps

GET

% HTTP 2xx GEY Japi/customers 6,596 s

] |

SELECT FROM customers 703


https://www.elastic.co/pt/blog/monitoring-applications-with-elasticsearch-and-elastic-apm

WUCS

e Canvas Dashboards
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ALERT DASHBOARD S AN v Last 7 days

ALERTS BY TYPE TOP ALERT TYPES
2 T6h 6t Malware Malware 230
reats :
484 Adversary Behavior Adversary Behavior 218
Process Injection Process Injection 33
Total Alerts Credential Theft !

Credential Theft 2
2 1 8 Exploit Protection
1

Exploit Protection
Adversary Behaviors

0 50 100 150 200
ALERTS OVER TIME ALERT BREAKDOWN ALERTS BY 0OS
120 . . Linux 41
29 455 Mac 80
100 Preventions Detections
Windows 363
80
60 MOST INFECTED ENDPOINTS
o0 Alert Count Host Name
83 ENDPOINT-W-5-03
20 58 ENDPOINT-W-5-01
0 43 vagrant’s Mac (37)
42 ENDPOINTW504VDI

Jul 30 Jul 31 Aug 01 Aug 02 Aug 03 Aug 04 Aug 05
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31 3629

ALERT DASHBOARD

3650

ALERT DASHBOARD L 7 doys ALERT DASHBOAR|
v
3660 s 168

ALERT DASHBOARD

22t

240

202

sy oo



https://www.endgame.com/blog/technical-blog/visualizing-security-data-canvas

WUCS E|5stic SIE
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B sev  Nework o @

Overview Hosts Network Timelines @ Add data

(s}
®
N

(A

. SIEM Hosts

@
Overview Hosts Network Timelines @ Q notdestnationip0000/8 B Lastd hours Show dates
B
© & Network
o Q e.g. host.name: “foo" v | Last4 hours Show dates 2 [ x
A
= @ Network Events ons Queries Unique Private s
@ 305,680 175 @© 115 Source © 0 Destination
@ Host s
osts L T — p—
8 Last Event: in 13 days g 1,755 578 B
8 1
¢ M
3 . Top Talkers syoestnaton® v Unidrectional idrectonat g
[ Showing: 27 1Ps f
Hosts User Authentications Unique IPs. @ N
Destination P LastDomain Diecton oytes & Packets Unique Source Ps €
. s ®
& 123 v 10 Success X 2,495 Fail © 326 Source © 408 Desti... wams - - E
151101186217 = outbound 38519M8 1,808 2
ET 3419452159 api.smartthings.com sse  outbound 2.454M8. 30959 2
3520211696 - outbound 4542638 % 1
- % A m central.gee.archive.ubu
10 — > —_— 35.225.153.130 us- outbound 434.469KB8 67 1
GJ‘ o 600 :‘e:l(r;w:gcearcmveubu
T
ﬁ' |
& M
All Hosts =
o L
o Showing: 123 Hosts |
[l N
Name LastSeen 0s Version E
& . : .
raspberrypi Jun 11,2019 @ 16:23:55.612 Raspbian GNU/Linux 9 (stretch)
siem-windows Jun 11, 2019 @ 16:23:55.545 Windows Server 2019 Datacenter 10.0
suricata-iowa Jun 11, 2019 @ 16:23:55.091 Ubuntu 18.04.2 LTS (Bionic Beaver)
beats-ci-immutable-ubuntu-1604- Jun 11, 2019 @ 16:23:53.981 Ubuntu 16.04.6 LTS (Xenial Xerus)
1560283326623155464
beats-ci-immutable-centos-7- Jun 11, 2019 @ 16:23:53.459 CentOS Linux 7 (Core)
1560277886160227994
zeek-iowa Jun 11, 2019 @ 16:23:52.930 Ubuntu 18.04.2 LTS (Bionic Beaver)
beats-ci-immutable-ubuntu-1604- Jun 11, 2019 @ 16:23:52.764 Ubuntu 16.04.6 LTS (Xenial Xerus) 11
1560282003319232752
siem-es Jun 11, 2019 @ 16:23:48.754 Debian GNU/Linux 9 (stretch) nmgé o&g-gg;gsuuzwe
beats-ci-immutable-centos-7- Jun 11, 2019 @ 16:23:47.260 CentOS Linux 7 (Core)

1560283326623338348
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OPEN SOURCE BASIC GOLD PLATINUM

Security Security

» Encrypted communications

o Role-based access contro

o File and native authentication
o Kibana Spaces

o Kibana feature control

o Audit logging

o |P filtering

o LDAP, PKI* Active Directory

authentication

o Elasticsearch Token Service

o Single sign-on (SAML, OpeniD

Connect, Kerberos*)

o Attribute-based access contro
o Field- and document-level security

» Custom authentication &

authorization realms

o Encryption at rest support

» FIPS 140-2 mode

Encrypted communications

Role-based access control

File and native authentication

Kibana Spaces

Kibana feature control

o Audit logging

o |P filtering

o LDAP, PKI* Active Directory
authentication

o Elasticsearch Token Service

o Single sign-on (SAML, OpeniD
Connect, Kerberos*)

o Attribute-based access control

o Field- and document-level security

o Custom authentication &
authorization realms

o Encryption at rest support

o FIPS 140-2 mode

Security

Encrypted communications
Role-based access control
File and native authentication
Kibana Spaces

Kibana feature control

Audit logging

IP filtering

LDAP, PKI* Active Directory
authentication

Elasticsearch Token Service

o Single sign-on (SAML, OpeniD

Connect, Kerberos*)

o Attribute-based access control

o Field- and document-level security

o Custom authentication &

authorization realms

o Encryption at rest support

o FIPS 140-2 mode

Security

e Encrypted communications

e Role-based access control

e File and native authentication
e Kibana Spaces

e Kibana feature control

e Audit logging

e |P filtering

e LDAP, PKI* Active Directory
authentication

e Elasticsearch Token Service

e Single sign-on (SAML, OpeniD
Connect, Kerberos*)

e Attribute-based access control
e Field- and document-level security

e Custom authentication &

authorization realms
e Encryption at rest support

e FIPS 140-2 mode



™ .
'UCS Vazamentos de Bases Elasticsearch

e Novembro/2018 - 57 milhdes de cidadaos americanos
expostos encontrados por um scan via Shodan

e Maio/2019 - PathEvolution

e Julho/2019 - Vazamento de dados dos cidadaos
Chilenos

e Aqgosto/2019 - Honda Motors Company databases
leaked 40GB of employee data

Shodan report: 26,000 Kibana instances that are currently
exposed on the Internet



https://www.zdnet.com/article/elasticsearch-server-exposed-the-personal-data-of-over-57-million-us-citizens/
https://www.bleepingcomputer.com/news/security/unsecured-survey-database-exposes-info-of-8-million-people/
https://thehack.com.br/vazamento-de-dados-expoe-informacoes-de-quase-toda-a-populacao-chilena/
https://www.scmagazine.com/home/security-news/data-breach/independent-researcher-xxdesmus-discovered-a-honda-motor-company-database-leaking-the-computer-data-of-134-million-rows-roughly-40gb-of-employee-information/
https://www.shodan.io/report/Q1dTCJhM

™ ~ .
WUCS Referéncias

DE CAXIAS DO SUL

Webinars disponibilizados pela Elastic
Elasticsearch - The Definitive Guide

Canal da Elastic no Youtube

ElastiCon Tour SP -

Getting Started With Kibana Advanced Searches

FUNDAm UNIVERSIDADE
DE IAS DO SUL.


https://www.elastic.co/pt/videos/
https://www.elastic.co/guide/en/elasticsearch/guide/index.html
https://www.youtube.com/playlist?reload=9&list=PLhLSfisesZItMosBx0csZGld0n2htxXMO
https://www.elastic.co/elasticon/tour/2019/sao-paulo
https://dzone.com/articles/getting-started-with-kibana-advanced-searches

WUCS Agradecimentos
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e cert.br e organizacao do forum

o UCS
e Aos colegas da UCS Marcelo Zorzi

e Mauricio Gardini
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Obrigado

jczucco@ucs.br - @jczucco

Apresentacgao sera disponibilizada em https://www.slideshare.net/jczucco
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mailto:jczucco@ucs.br
https://twitter.com/jczucco
https://www.slideshare.net/jczucco

