
########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Técnicas Utilizadas
Para Evitar Detecção
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E Takedown

De Conteúdo Malicioso



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Melhorar a
Eficácia da Entrega
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########_____////__

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
Protegendo negócios 

no mundo digital.



_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
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########_____////__

>>Blacklist de envio
>>Verificação do 
servidor de e-mail
Em blacklists

> Utilização de SPF, 
DKIM e DMARC

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

BLACKLIST DE 
ENVIO



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

VERIFICAÇÃO DE IP
EM BLACKLIST

Protegendo negócios 
no mundo digital._ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

VERIFICAÇÃO DE IP
EM BLACKLIST



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

UTILIZAÇÃO DE 
SPF, DKIM E DMARC
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

API/SCRAPER
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UTILIZAÇÃO DE 
SPF, DKIM E DMARC



Protegendo negócios 
no mundo digital.

DIG+SHORT  TXTSUBDOMAIN.DOMAIN.COM
"V=SPF1 A MX IP4:201.23.23.23 -ALL“
DIG +SHORT TXT  MAIL._DOMAINKEY.SUBDOMAIN.DOMAIN.COM
"V=DKIM1;K=RSA;P=MIIBIJANBGKQHKIG9W0BAQEFAAOCAQ8AMIIBVGKCAQEAXUQV76GJL
W2DKTHJUW9JG5XDKKRG6H8G6CFGZNAKORPHCPUISCYW7EHQJQELATNUPOQUH3AJ4IUX
Z6NP5MB+JXHKMQQ0/ZHGBPCEX73BVKZUYQPOKG477+KCPWTUGSBVCWYE74NKV9HVV
MF72IIZDITZY2MPXBFS6SMXJI9DU0FBRTZ25U98WV+TA8E7UX4E" "ATORRQYP76UAR/1MX
UOLIT0XG2XSZGTJV1YXN6ARMXDFY1MKJQITGWUDU7GP0BS+TGK6CLD5XUEZAVSVEEUES+
DTEO2QAG11UIDF6P8ZIQWXCFKT6FOB69WT4MHYJEGYPTQWWJJWHVWOOO/WPIQIDAQA“
DIG+SHORT TXT_DMARC.SUBDOMAIN.DOMAIN.COM
"V=DMARC1; P=NONE"

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 

UTILIZAÇÃO DE 
SPF, DKIM E DMARC

########_____////__



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Manter a 
Campanha viva

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

URLs Únicas 

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

RESTRIÇÃO
POR PARÂMETROS
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

• HASH
• ID ÚNICO 
• E-MAIL
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RESTRIÇÃO POR
PARÂMETROS



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

SUBDOMÍNIO  ÚNICO 
POR VÍTIMA
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

FQDN ÚNICO 
POR VÍTIMA
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

FQDN ÚNICO 
POR VÍTIMA
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Restrição
Por Origem
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Protegendo negócios 

no mundo digital.



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

HTACCESS
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

EXEMPLO DE HTACCESS
UTILIZADO EM PHISHING
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HTACESSES
<limit GET POST PUT HEAD>
order deny,allow
allow from 179.
allow from 186.
allow from 187.
allow from 189.
allow from 191.
allow from 192.
allow from 198.
allow from 200.
allow from 201.
deny from 150.70.173.
deny from 213.190.193.
deny from 81.161.59.
deny from 70.39.157.
deny from all
</limit>



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

LISTA DE BANIDOS
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

FUNÇÃO RESPONSÁVEL
POR VERIFICAR ORIGEM
E REVERSO DO IP
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LISTA DE BANIDOS



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

LISTA DE REVERSOS
DE IP BANIDOS
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LISTA DE BANIDOS



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

LISTA DOS ÚLTIMOS
ACESSOS
BLOQUEADOS
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LISTA DE BANIDOS



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Restrição
Por Dispositivo
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

DISPLAY
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

UTILIZANDO
RESPONSIVIDADE
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RESTRIÇÃO POR
DISPLAY



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

USER-AGENT

Protegendo negócios 
no mundo digital._ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

EXEMPLO
UTILIZADO EM
SMISHING
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RESTRIÇÃO POR
USER-AGENT



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Esconder
A URL Maliciosa
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

IFRAMES
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

DIR ÚNICO 
POR VÍTIMA
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

CÓDIGO 
FONTE
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

REPLACE NO
PATH DA URL
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

O JAVASCRIPT
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REPLACENO 
PATHDA URL



########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

Liberação
Individual
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

CÓDIGO DE
AUTENTICAÇÃO 
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

• VISHING
• SMISHING
• REDES SOCIAIS
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

PHISHING
COM OPERADOR
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########_____////__

>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>

TELA
INICIAL
DA
VITIMA
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PHISHING
COM OPERADOR



########_____////__

OBRIGADO
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