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Cyber Threat Intelligence

Consiste na Coleta, Processamento e
Andlise de informacdes para entender
possiveis motivos, alvos e comportamento
de um ator de ameaca.

A eTough!

Tools  eChallenging

Network/ o :
Host Artifacts nnoying
Domain Names eSimple

Hash Values eTrivial TLP:CLEAR




Andlise de Malware

Estudar e processar determinada
funcionalidade, origem e impacto que um
malware pode ocdasionar.

Para isso é realizada a andlise, onde é
possivel determinar o tipo de ameaga e a
criticidade.

Exemplos: RATs, Ransomwares, Trojans...




DFIR/CTI

Honeypot

Retorno

Deep/Dark MISP

, Web
Hunting Relatérios

HUMINT

Integracao com
outras dreas

TLP:CLEAR



Exemplo de Caso

Incidente de Seguranca
envolvendo os operadores de
Ransomware LockBit

TLP:CLEAR




2019

Inicio das Operac¢des como:
Ransomware ABCD iy Sdaiegucly e OO

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum File size - 1 MB), its guarantee what we can decrypt your Ffiles
4. Pay

Nome de ator de qmeq?a: 5. We send for you decryptor software
. We accept Bitcoin
BITWISE Spider

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.

Decryption of your files with the help of third parties may cause increased price(they add their fee to our)

Contact information: goodmen@countermail.com

Be sure to duplicate your message on the e-mail: goodmen@cock.li

Nota de resgate Ransomware abcd




2020

Nova variante: Criagcdo do
LockBit e programa Raads Cartel de Ransomware

Viking Spider (Ragner Locker)
Suncrypt (Suncrypt Ransomware)
Twisted Spider (Maze e Egregor)
Wizard Spider (Ryuk, Conti e Egregor)

O—0O0—0—

Cconcurso:
‘Summer Paper Contest”
US$ 10k

TLP:CLEAR



2021 Brigas com outros

operadores de

Nova variante: Nova variante: Ransomwares

LockBit2.0 ou LockBit Red LockBit Linux-ESXi (REvil e Hive)

W@—

%N\\\ Lancamento do: Contratacgéo do dev da DarkSide (FIN7, Alphv)
;\ \)

h SteqlBit Surgimento de novas variantes com cédigos
m i do BlackMatter
/// TLP:CLEAR



2022 Programa de Vazamento de um
Bug Bounty e builder do LockBit3.0
Sem envolvimento na Concurso de pelo dev.
guerra (UK x RU) Tatuagem (Férum CSIRT)

//\ Nova variante: Sofreu ataque DDoS

LockBit3.0 ou de uma empresa de
LockBit Black Seguranca

TLP:CLEAR



2023

Nova variante:

LockBit Green Nova variante:

(foco em cloud) LockBit para MacOS

Leaked Data Recrutamento de ‘tester
Site de vazamentos para os ‘produtos” do LockBit
de dados

TLP:CLEAR



. ™. Crocodyli

Here is the right tattoo, all affiliates come and go, and LockBit is eternal, everyone who gets stuffed will get a mower of bucks &

=

] =l
B

/)

LOCKB! Lockbit is hiring a tester to test the software (products) they develop.
The focus is on fixing possible bugs. Payment of 1k dollars.
@malwrhunterteam @vxunderground @Gi7wOrm @D4RKR4BB1T47

Trarc Twont

M - 24 de abr de 2023 - 24,5 mil Visualizacoes

10 Retweets 6 Comentdrios 39 Curtidas 5 Itens Sa

Exemplos de pessoads que tatuaram N&o possuir maus hdbitos

e, LP:CLEAR |




og®
Afiliados et
Paid registration
) N

Basterlord
 National Hazard Agency
 REvil, RansomEXX, Avadon e
LockBIt

Wazawaka:

« Babuk, Hive e LockBit ;i'f‘:“:%”?f*_ WANTED
.. BY THE FBI

MIKHAIL PAVLOVICH MATVEEV

, b a» |

| TLP:CLEAR



Coletadas as informagoes,
o que fazer?

e, | LP:CLEAR |




Dados coletados
e tratados

~ BR-Forum-CSIRTs

Exemplo de repositorio que pode ain - otofie  Adarie-  ([KICHEE
ser utilizado para armazenamento " crocodyli Update Lock8it3.0 X
de informacgodes e B LockBit-Hash
. B MITRE_ATT&CK
compartilhamento.

5 README.md

README.md

BR-Forum-CSIRTs

This repository was created based on indicators of compromise (loC) identified, treated and analyzed on the

Ransomware threat actor Lockbit.




Dados coletados
e tratados

Exemplo de dados tratados:
« TTP's - MITRE ATT&CK
« Ferramentas utilizadas

Initial Access

Technique Title 1D Use
: Lo LockBit 3.0 actors obtain and abuse credentials of existing accounts as a
Valid Accounts T1078
means of gaining initial access.
Exploit External Remote Services 11133 LockBit 3.0 actors exploit RDP to gain access to victim networks.

) LockBit 3.0 actors gain access to a system through a user visiting a
Drive-by Compromise T1189

website over the normal course of browsing.
: LockBit 3.0 actors exploit vulnerabilities in internet-facing systems to
Exploit Public-Facing Application 11190 ; LIS
gain access to victims’ systems.
gt s LockBit 3.0 actors use phishing and spearphishing to gain access to
Phishing 11566

victims' networks.

Technique Title 1D Use
Execution TA0002 LockBit 3.0 launches commands during its execution.
Command and Scripting
Interpreter: Windows Command 71059.003 LockBit affiliates use batch scripts to execute malicious commands.
Shell
System Services: Service Execution 71569.002 LockBit3.0 uses PsExec to execute commands or payloads.
3 LockBit 3.0 uses Chocolatey, a command- line package manager for
Software Deployment Tools T1072 ,
Windows.
Tool Intended Use Repurposed Use by LockBit Affiliates MITRE ATT&CK ID
T15¢
Compresses data to avoid detection before :
7-2ip Compresses files into an archive.
exfiltration.
Impair Defenses
Gathers AD information used to exploit a S0552
Searches Active Directory (AD) and , '
AdFind victim’s network, escalate privileges, and
gathers information.
facilitate lateral movement.




Input no MISP

LockBit Ransomware C2 gl

Event D

uuID 412672208-9d67-49b1-adb6-5903e153934¢ I MISS galaxy' Valid Accounts - T1078

Creator org
L Dy - bk event: (1) LockBit Ransomware Artifacts
Creator user caique.barqueta@cti.research

Protected Event & Eventis in unprotected mode

(experimental) ©

somware % x|@+]4 + - a 0
Date 20230527

Threat Level 2 High tag: LockBit3.0 tag: Ransomware

2023-05- tag: LockBit Black
Analysis

Distribution

All communities I 0 <
Published

#FAttrbutes

First recorded change

Last change

MISP

Modification map

Sightings - restricted to own organisation only. / event: (2) LockBit Ransomware C2

J
% TLP:CLEAR
~ /) bt




Input no MISP

re-g R LETE S mitre-mobile-atack 1 v YShow all
Reconnaissance  Resource developmehtitial acces Execution Persistence Privélege escalation Defense evasion  Credential access Discovery Lateral movement  Collection Command and contrcxfiltration Impact

1y y -

Application Layer Exfiltrabion Over Data Destruction
Protocol Web Serice

Active Scanning Acquire Drive-by Exploitation for Boot or Logon Boot or Logon Execution LSASS Memory Network Service Remote Desitop
Indrastructure Compromise Client Execution Autostart Execuion  Autostart Execution Guardrails Discovery Protocol

Software External Remote Valid Accounts Indicator Removal  OS Credential System Information Software
Deployment Tools  Services Dumping Discovery Deployment Tools

Protocol Tunneling Exfiltiration to Cloud Data Encrypted for
Storage Impact

siness Botnet Expilo#t Public-
Fadng Application

Exemnal Remote Valid Accounts
Senvices C Sull Information

A ELEIER RN elopasswd and System Language Application Access  Archive Collecte C Automate Defacement
Discovery '

Client Cloud Accounts Phishing AppleScnpt AccessiDility Access T Valid Accounts
Configurations Features . Discovery

System Location - cation Access  Archive via Custom Data Compresse Inhibit System
~on Recovery

Code Repositories  Cloud Accounts Valid Accounts At Accessibilit Abuse Elevation AS-REP Roastn Account Discovery - cation Archive via Librar Co 0 Data Encrypted Service Stop

Features patlures Control Mechanism

Account ACcessibility Access Token

Manipulation Nes Manipulatior

Application A Story Browser Bookmark uled Audio Caplture

-~

Discovery componem ODjec and Contre

ACCess Bash History Cloud Account Exploftation ¢ Automate Custom E abon Ove Application or

e, LP:CLEAR |



Repositorio

Repositdrio criado para W Locksit
B Play

compartilhar TTPs publicas de

README.md

atores de amedcas.

README.md

Serd alimentado conforme o Ransomwares-TTP

tempo e também aceita E R R LT L R T St e ' vo & i
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Feeds
Open-Source

Podera ser realizada o Hunting
em feeds open-sources para
localizar dados e informacgdes do
ator de ameacaq, neste cAso
"LockBit”

MALWARE bazaar

i

» ABUSE |

@ MALSHARE

0

ma wares.com

c‘ KOODOUS

> ] VIRUSTOTAL

phishunt.io




Automacao de Coleta em
Fontes Abertas

e, LP:CLEAR |




Bruno Odon

Especialista em Cyber Threat
Intelligence (ISH)

Desenvolvedor (Backend)

Entusiasta Linux, Elastic Stack e
MISP

P6s-graduando em Ciéncia de
Dados & Analytics (PUC-Rio)

CEH Hall of Fame 2023
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Automacdo de
Threat Hunting
...pOr qqué?

v' Ganhar tempo na coleta das
ameacas

v Enriguecer com outras fontes

v' Integrar com plataformas de
validacdo, evitando falso-
positivo

v' Integrar com plataformas de

defesa
v’ Tornar recorrente todo o
processo

e

=

> ] VirusTotal

> Validacdo e
Enriquecimento

Compartilhamento

)

MISP

Threat Sharing

v

Neutralizacao

Firewall, IDR, XDR, EDR




xemplo de Caso

~010u /".
¥ QIlIOI0G I A
10101010

N 00I0r =

N\

TLP:CLEAR




I n q u eSt = INDICATOR LOOKUP

Disponibiliza, diariamente, hashes [l oo oo s v e e
de arquivos que foram analisados

Embedded Logic Show all results

pelos pesquisadores do projeto.
Eles recebem os rétulos
‘SUSPICIOUS’, ‘MALICIOUS’ ou
"UNKNOWN'’ quqndo nado é Seen [1]  SHAZSS ¥ | Bubaateory ¥ Context ¥  Code ¥

2023-07-13 333b5T7aa175618bd3bbde fc25a6ae7328251 f941c9ach... macro_hunter 757 .3KB 140 .6KB

” o 7’
p O S S IVe | d ete r I I I I n O r S e e 2023-07-13 ¢ cb53747d978d012b6105741 f6b@dc59df.. | MALICIOUS macro_hunter 3.6MB 956 .6KB

2023-07-13 / = e69625d66e58cTc4d6b@9db08b2e15.. MALICIOUS maldoc_hunter 1.2KB 5.6KB

relacionado a algum tipo de S - wwanae w s

(i) summary: Search ~

2023-07-13 T2db2 : 23d373: ) macro_hunter 110.2KB 81.2KB

~
ameaga ou n(]o). e N

2023-07-13 29762d2 A .. MALICIOUS macro_hunter 0B 64 .9KB

2023-07-13 [ : 9e6c9aacdb4b0620f933be 76411 macro_hunter 164 .3KB 51 .4KB

TLP:CLEAR




'analysis completed' H True p
'classification' § "MALICIOUS' P
'collections' BN

Inquest

L—
-~

E disponibilizada também,

'downloadable' H True

'file type'H ;

Tirst scen: | 2023-07-12122:42:50" ]
'image' H False ]

'inguest alerts' BEREcHN

gratuitamente, uma API REST para

consulta desses 1oC e retorno em

'inguest ml score' HEE

'last_inquest featext' H '2023-07-12T22:43:32" B

'len_code' B 19,

formmato JSON, o que facilita muito

'len _context' HEm

a integracdo com outras

'len metadata' HEEs

'len _ocr' B

plataformas. ‘mime_type ' H 'application/vnd.openxml formats-

"gsize' HESEIINES
*subcategory' i 'macro_hunter' }
'subcategory url' H 'https://github.com/InQuest/yara

rules/blob/master/labs.inquest.net/macro _hunter.rule'

0
1
"'vt_positives'

'VE _pOoSitives' HEgpss
'vt_weight' B )




I n q u eSt import requests

import json
import hashlib
. . ~ import sys
Scrlpt de Integ rOQOO from virus_total_apis import PublicApi as VirusTotalPublicApi
M from pymisp import MISPEvent, MISPObject, PyMISP, ExpandedPyMISP, MISPSharingGroup

(linguagem Python)
import sys
import time

v Importa as bibliotecas inport datetine

import json

necessdrias, dentre elas, -

vt _api key = '

PYMISP e virus-total-apis; today-str(datetime.date.today())
url hash = "https://labs.inquest.net/api/dfi/list

headers hash = {'Authorization': 'Basic

r_hash = requests.get(url hash, headers hash)

‘/ Define Vdridveis r_json = json.loads(r_ hash.text)

misp url = "https://nZ2_ 20
portantes, como as URLs ey - PN
| misp verifycert = True
f MISPI InqueSt e VT e OS misp = ExpandedPyMISP(misp url, key, misp verifycert)
= 4 event = MISPEvent()
§‘\§§§\<\ PI I<eyS Correspondentesl event.info = "Analise de Malware - Coleta de Fontes Abertas - "+today+""
\§§ event.analysis = "2"

\

=

\ event.published = True
v’ Define os pardmetros para SIS © 25
a criacdo do evento no event. threat_level_id = "1

event.add tag('tlp:clear’)

hV1IS;F). event.add tag( 'Malware")




Inquest

Script de integragédo (linguagem
Python)

v Percorre o documento JSON de
cada resultado do Inquest;

v' Caso o hash seja classificado
OMO ‘Malicious’, ele serd

|IStCI de atributos do evento do
MISP;

v' O evento serd criado.

for i in r_json[’'data’]:

if i['classification’] in "MALICIOUS':
filehash = str(i[ "sha256'])
vt_positives = int(i[ 'vt_positives’'])

vt = VirusTotalPublicApi(vt _api key)

response = vt.get file report(filehash)

json_doc = json.dumps(response, sort keys=False, indent=1)
print(json_doc)

time.sleep(15)

try:
for x in ]son loads(Json_doc)['resuLts']['scafs']:
if X == "Microsoft’ or x == "'TrendMicro’ or x == 'Kaspersky
threat_name = json.loads(json_doc)[ ‘results’]['scans’][’ “1[ "'result’]
if threat_name != "None’:
print(threat _name)
event.add attribute(’'sha256', str(i| 'sha256']), disable correlation=True,

event.add_attribute tag( +str(x)+":
except:
print('Nao tem resultado do VT')
except:
print(’'Nao tem resultado do
event = misp.add event(event)

inquest’)

“"+str(threat_name)+"", str(i[ 'sha256

, comment="Filetype:"



| nq uest “Microsoft": {

"detected”™: true,

"version”: "1.1.23060.1005",

"result”: "TrojanDownloader:097M/Emotet.AR]!MTB",
“"update”: "20230723"

¥

Ao lado, segue o documento JSON e
etected”: true,

do Virus Total, que vem com as "version™: "4.0.0.27",

AT - 1t": "Malici : ~
andlises sobre cada artefato. oodate"s “202s0090n
},
“AhnLab-Vv3": {
Escolhemos 3 plataformas para “detected”: true,
validacdo dos hashes: Microsoft _version™: ~3.23.3.1639", .
result”: "Downloader/DOC.Emotet.S1294",
Defender, Karspersky e Tend "update”: "20230723"

Micro. I

"Acronis”: {

"detected”: true,
"version”: "1.2.0.114",
"result”: "suspicious”,
“"update”: "20230219"

|

"VBA32": {
"detected™: false,
"version”: "5.0.0",
"result”: null,
“"update”: "20230721"




Aplicag¢do

Por fim, o evento &€ compartilhado
com todas as comunidades vid
MISP.

Analise de Malware - Coleta de Fontes Abertas

EventID
uuID
Creator org
Owner org
Creator user

Protected Event
(experimental) @

Tags

Date

Threat Level
Analysis

Distribution

Published

ZAttributes

First recorded change

Last change

Modification map

Sightings

42

553f3fbe-aaa7-472b-b1d2-d39d47102a59 LI==
£i2! CTI Research

£32 CTI Research

api@cti.research

& Event is in unprotected mode.

[ toiciear
2023-07-14
2 High

Completed

lo-
2023-07-14 05:04:51

4 (0 Objects)

All communities

2023-07-14 05:04:51

2023-07-14 05:04:51

»

0 (0) - restricted to own organisation only. /

sha256 0865692d9bf207c3f14942b54c831997f393133ebb2c7c4ef22da36feb8D

622 @

- 2023-07-14

Q& Kaspersky:HEUR:Trojan-Downloader.Script.Generic 3" x

sha256 a9%ab46baf%eB83434fed4c5e976e59af78e7ac233ddf11aa64899b124d2b3c GG S LA Ha LUl T o 0o Fe L B 0 o tr 1 Fo vt [ Yo g0 M T=1 | 1= § (ol sl

165bd

sha2

on
()]

6c11

51642c833aff521d8227c93431b66c57e8bbfa0ee80518e3bebc5acfOctl %] Kaspersky:HEUR:Trojan Scr')t.Agent.gen & X

(2] TrendMicro:w2KM_POV

S mcrosofcrro;an.xsmuon %" x & +]




Exemplo de Caso

Coleta de Hashes da pesquisa
do Caique Bargueta

TLP:CLEAR




GitHub

Neste caso, a coleta é feita de L T T ———
repositorio publico, onde o C) o s

| Projects Security |

Caique inseriu os artefatos de :
suas analises sobre o '
Ransomware LockBit 3.0.

hash-shal hash-md5

hash-sha256
| hash-shal

B MITRE_ATT&CK

| hash-sha256
README.md




GitHub

vt _api key = "<VT APIKEY>'

Scri pt de integ rd (}dO today=str(datetime.date.today())

misp url = "<MISP URL>"
1 key = '<MISP KEY>'
(IIthOgem Python) misp verifycert = False
misp = ExpandedPyMISP(misp url, key, misp verifycert)
event = MISPEvent()

\/ Define ads VOridveiS de URLS event.info = "Lockbit 3.0 - File Hashes - "+today+""

event.analysis = "2"
e APIKGYS' event.published = True
! event.distribution = ”3%
. ~ event.threat_IéQel_id = "1"
v’ Define os pardmetros do event..add_tag("tlp:clear”)
_ . . . event.add tag( 'Malware’)
evento que serd inserido via event..add_tag(*Lockbit3.0")
#tenderecos dos documentos com hashes maliciosos
PYMISP; url md5 = "https://raw.githubusercontent.com/crocodyli/BR-Forum-CSIRTs/main/LockBit-Hash/hash-md5’
url shal = "https://raw.githubusercontent.com/crocodyli/BR-Forum-CSIRTs/main/LockBit-Hash/hash-shal’
url sha256 = "https://raw.githubusercontent.com/crocodyli/BR-Forum-CSIRTs/main/LockBit-Hash/hash-sha256’

1€Nndo O Conteudo dos argquivos com a 11

names=[ "hash’]

v’ Define os datasets dos
. r md5 = pd.read csv(url md5, names=names)
hOSheS Compa I‘tllh(]dOS r shal = pd.read csv(url shal, names=names)
P r sha256 = pd.read csv(url sha256, names=names)
pelo Caique.




GitHub

for a in r_sha256[ "hash’]:

Script de integracdo try:
5 vt = VirusTotalPublicApi(vt api key)
(Ilngquem Python) response sha256 = vt.get file report(a)
json_doc sha256 = json.dumps(response sha256, sort keys=False, indent=1)
. try:
v Usa a API do Virus Total
. . for x in json.loads(json doc sha256)[ ‘results’][ "scans’]:
pCII’CI I'eVCilIdCII' e CiﬂCIlISCH’ if x == 'Microsoft’® or x == 'TrendMicro’ or x == 'Kaspersky':
. threat _name = json.loads(json doc sha256)[ ‘results’][ "scans’ ][ "4+x+ " ][ "result’]
Cadq tlpO de hOSh do i1f "None® not in threat_name:
. print(threat name)
dataset’ event.add attribute('sha256", str(a), disable correlation=True, to ids=False)
event.add attribute tag(""+str(x)+":"+str(threat name)+"", str(a))
time.sleep(15)
v Caso o resultado tenhao KL e ¢ |
print('Nao tem resultado do VT")
sido gerado por uma ,
except:
print( "NONE")
dOS plOtOfOrmOS que event = misp.add event(event)

escolhemos, o hash serd
publicado no evento do
MISP.




GitHub

Por fim, os loC sdo compartilhados
com todas as comunidades via
MISP.

E importante dar o méaximo de
detalhes possiveis sobre a
ameacga, bem como classifica-la
de forma correta.

Lockbit 3.0 - File Hashes - 2023-07-24

Event ID
uuID
Creator org
Owner org
Creator user

Protected Event
(experimental) @

Tags

Date

Threat Level
Analysis

Distribution

Publighed

#Attributes

First recorded change
Last change

Modification map

Sightings
) 2023-07-14
2023-07-14
- 2023-07-14
2023-07-14

49

93947b0a-0ebb-4040-9797-141d4176855 (AR

ia=; CT1 Research

I~ CTl Research

api@cti.research

&= Event is in unprotected mode.

G to:clear

2023-07-24
A High

Completed

All communities

lov

2023-07-24 15:13:52

77 (0 Objects)

2023-07-24 15:13:52

2023-07-24 15:13:52

0 (0) - restricted

Payload delivery

Payload delivery

Payload delivery

Payload delivery

to own organisation only. /

sha1l®  4d043df23e55088bic04c14db9ddb329a703cc

& Kaspersky:Trojan-Ransom.Win32.Lockbitp \° x
G TrendMicro:Ransom.Win32.LOCKBIT.SMDS
] Microsoft:Ransom:Win32/LockBit.PA'MTB

] Kaspersky:HEUR:Trojan-Ransom.Win32.Lockbit.vho
] TrendMicro:Ransom.Win32.LOCKBIT.SMCET

& Microsoft:Ransom:Win32/Lockbit. SA'TMSR ° x
shal CEEIL I R ELE L AR ES 2 @ Kaspersky:HEUR:Trojan.Win32.DelShad.vho * x

] TrendMicro:Ransom.Win32.LOCKBIT.SMCET

] TrendMicro:Ransom.Win32.LOCKBIT.SMCET

- L

shal 9470ff332c650b6c1af89¢c132bfccef03c610137

sha1 cdfd9932a3bccf535663e8e3eefd5970cae6196a



Links de referéncias

v Repositério do Bruno Odon para Automacdo

v Repositdrio de TTPs e Tools — Férum CSIRTS

v Repositério de TTPs de Ransomwares — Cdadigque Barqueta

v MISP — Documentacdo

v PYMISP — Documentacdo

v VirusTotal APl v3

v’ InQuest Labs API v.1.0.2

E— N2 TLP:CLEAR |



https://github.com/brunoodon/11-forum-csirt
https://github.com/crocodyli/BR-Forum-CSIRTs
https://github.com/crocodyli/Ransomwares-TTP
https://www.misp-project.org/documentation/
https://pymisp.readthedocs.io/en/latest/
https://developers.virustotal.com/reference/overview
https://labs.inquest.net/docs/

DUvidas?

TLP:CLEAR




