AUTOMATIZACAO DE PROCESSOS DE SOC COM FERRAMENTAS OPEN-SOURCE
ALEXANDRE KRIEGER, AK CONSULTORIA E GESTAO EM TECNOLOGIAS

ESTA APRESENTACAO ABORDARA COMO AS FERRAMENTAS AUTOMATIZADAS PODEM OTIMIZAR
A EFICIENCIA NO TRATAMENTO DE INCIDENTES DE SEGURANCA. DISCUTIREI UM ESTUDO DE CASO
SOBRE A IMPLEMENTACAO EM UM AMBIENTE DE SEGURANCA OPERACIONAL, DESTACANDO
AS SEGUINTES FERRAMENTAS: WAZUH, GRAYLOG, CORTEX, MISP E GRAFANA. TAMBEM SERA
MOSTRADO UM ESTUDO DE CASO COM OBJETIVO DE EXPANDIRAS POSSIBILIDADES E
APRESENTAR O DESENVOLVIMENTO DE MELHORIAS DURANTE O PROCESSO.

TLP:CLEAR
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Quem é o Alexandre

CURSQOU: CERTIFICADOS:

. ENGENHARIA ELETRICA - 6/10 * FURUKAWA DATA CABLING SYSTEM E MCT
FLUKE NETWORKS

* SISTEMAS DE INFORMAGAO * WINDOS SERVER 2012 ADMINISTRATION

«  POS CYBER SEGURANCA OFENSIVA ACADI-TI 04 ORACLE DATABASE 10G OCA
INFORMACAO IPOG RECFSBRAQ23 e EC-COUNCIL- CEH — CHFI
e FIM - CERT

LINKEDIN: ALEXANDRE-KRIEGER
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= (O WQZUN., v odues  Securityevents ©  w wazh

/4
O q | I e e O Wa Z | I Dashboard ~ Events () Exploreagent  [) Generate report
B~ Search KQL v Last 24 hours Show dates () Refresh

cluster.name: wazuh  + Add filter

Total Level 12 or above alerts Authentication failure Authentication success
, _ 226415 49 39232 51
Wazuh é uma plataforma SIEM (Security :
. Alerts evolution - Top 5 agents 4 Top Mitre ATT&K tactics
Information and Event Management), I
. 7 . f ~ @ RHEL @ Credential Access
gue integra varias funcdes de seguranca o ® octrse s
mazon
I ~ . f d £ 10000 Wind @ Execution
em uma solugao unificada. 3 s -
Deb
I. lII II I I II II o Privilege Escalation
. |
12:00 15:00 18:00 21:00 00:00
timestamp per 30 minutes
Security alerts

Time « agent.name rule.mitre.id rule.mitre.tactic rule.description rule.level rule.id

> Aug 11, 2020 § 10:13:49.493 Windows T1218 Defense Evasion, Execution signed Script Proxy Execution: C:\Windows\System32\svchost.exe 10 255563

> Aug 10, 2020 @ 05:28:52.926 Amazon T1110 Credential Access sshd: Attempt to login using a non-existent user 5 5710

> Aug 10, 2020 @ 02:43:12.825 Debian T1190 Initial Access Apache: Attempt to access forbidden directory index. 5 30306
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O que é o Graylog

a Search in the last 5 minutes v »  Notupdating = Saved searches v

n gl2 source input:58be@bedfoelfcbedd fan450 v

Graylog é uma plataforma de cddigo Search result Histogram

aberto para gerenciamento de logs, Found 12,529 massages n 26 ms, Se3rhed || @ Vear, Quarter, Month, Week, Day, Hour, Minute

in 1index.
Results retrieved at 2017-04-11 00:00:31.

projetada para coletar, indexar e analisar

Add count to dashboard +

grandes volumes de dados de log em

Save search criteria Mare actions =

tempo real.
.
Fields Decorators
23:55 23:56 23:57 23:58 23:59 Tue 11
Default  All  None | Filter fields
» [ @t T =
emestame Messages Previc z 3 4 56 7 8 9 10 Net S
» [ @version

» [ category
» U destip
2017-04-11 00:00:29.027 unknown
¥ U destPort %{Message}
¥ U mac
2017-04-11 00:00:29.027 unknown
¥ ¥ message %{Message}
» [ MetworkSecurityGroup
Y 2017-04-11 00:00:29.027 unknown
» [J operationName % {Message}
¥ [ nentaral v
2017-04-11 00:00:29.027 unknown

List fields of current page or all fields. %{Message}
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O que é o Cortex

X Jobs History  #f Analyzers Bj Organization ‘,'.;) cert-abc/Administrator

Jobs History (3)

Cortex tenta resolver um problema
comum frequentemente encontrado
por SOCs, CSIRTs e pesquisadores de s s

seguranca, analisar observaveis que R —

eles coletaram, em grande escala, e oo
consultando uma unica ferramenta

em vez de varias. [url] hxxp://googlel.Jcom

InProgress TLP:WHITE Wi Delet
Analyzer: VirusTotal_Scan_3_0 Date: a minute ago User: cert-abc/admin-cert-abc Qe @ |Delete

Data Types Select v Analyzers Select v Observable Search for observable data 1000 / page

[domain] google[.Jcom

TLP:GREEN Q View @ Delete

Analyzer: Abuse_Finder_2_0 Date: 2 minutes ago User: cert-abc/admin-cert-abc

1000 / page

TLP:CLEAR




OqueéoMisp =

| Published Org Cwnerorg Id Clusters Tags #httr. #Corr. Email Date Info Distribution Actions
MISP (Malware Information Sharing  °~ ™" S o s | Cr
Platform & Threat Sharing) é uma s e
plataforma de cddigo aberto para S T L=
compartilhamento de informacdes ox = F e § 3 wngunee MO0l Ok Ogeaed $E YO
sobre ameacas cibernéticas, B o e - e

projetada para ajudar as organiza¢des s

D L4 Valray Technalogy 10622 'El Download 112 admin@admintest 2020-03-31 VX Vautt - Allsg B"ﬂ

a coletar, armazenar, compartilhar e

feed

corre I acionar d d d 0S SO b re amea ga S. 0w waira Tochnology = 10521 869 0 admin@atminlesl 20200103 AoorulTrasker Al Z¥e
Feed feed
O Vaitay Tochnalagy = 10618 [ vownicaa 827 1 admin@adminlesl 20190829 URLfeed Al rd £
o+ BitCetendar — 10583 @ bl -validate ﬁ&mmnﬂm 23 admin@zdmintest 20191211 Ongaing Al rd L3
[7] MalweareF amity:Ursnit malware
propagation
Campaign
R Siamens AG ": 10600 2 admin@adminiesl 2020-04-22 dactherlesile Al Fi®
push ! zmq w2
0+ Siamans AG "= 10599 1 admin@adminlesl 2020-04-21 Anotherlesilo Al & L3
push /zmq
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O que é o Grafana

Grafana é uma plataforma de codigo
aberto para visualizacao e monitoramento
de dados, projetada para criar dashboards
interativos e intuitivos que exibem
métricas e logs em tempo real.

88 Kubernetes Nginx Ingress Controller NextGen - DevOps Nirvana2 v <

All ~ N € live v~ All ~

v Overview

Requests (period) % Succe... Conns (... Regs (2...
67.3K 97.0% 311 850

HTTP Requests / Ingress

1K

500

0
22:00

All ~ Config Reloads

% Success (2m)

99.3%

HTTP 1/2xx (2m) HTTP 3xx (2m) HTTP 4xx (2m) HTTP 5xx (2m)

292 30

HTTP Status Codes Total HTTP Requests

22:30 23:00

HTTP 200 HTTP 204
HTTP 302 HTTP 304

=9 =’ oA ~JCYA

= HTTP 404 HTTP 408 we

0 A 2 L A\ ST
22:00 22:30 23:00 23:30 00:00 00:30 HTTP 502 HTTP 503

~ Latency

Latency (Average Percentiles)

0.99 43s
0.95 24s
0.9 21s
- 0.5 357.2ms
- 0.75 10s
Average 32s

0'n . - =
22:00 23:00

v Connections

New Connections Opened (Controller / Ingress Pod)

Wil L
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423s 65s
45s 28s
27s 23s
631.6ms 4437 ms
18s 15s

51s 41s

llh,llb

23:30 00:00 00:30
HTTP 206 == HTTP 301
HTTP 400 HTTP 403
HTTP 499 HTTP 500
00

HTTP 504

Latency Heatmap

1 min

250 ms
50 ms

10 ms

Total Connections Open (Controller / Ingress Pod)




Fluxo Simples

ENDPOINT INGESTORS 10C
£ Windows Sysinternals

I Ay .
SYSMON WAZUH AGENT ’ ‘ WAZUH MANAGER - m!aggi‘g
l MISP

@ |

‘ GRAYLOG J——\

DASHBOARDS

| cramana




Fluxo Simples Wazuh<>Graylog<>Misp<>Grafana

Search Attribute

List Evenis

Add Event

Import from._ You can search for attributes based on contained expression within the value, event 1D, submitting organisation, category and type.
For the value, event ID and organisation, you can enter several search terms by enfering each term as a new line. To exclude things from a resulf, use the NOT operator (1) in front of the term.

For string searches (such as searching for an expression, tags, etc) - lookups are simple string matches. If you want a substring match encapsulate the lookup string between "% characters.

REST client

List Attributes Containing the following expressions

View Proposals
Having tag or being an attribute of an event having the tag

Ewents with proposals

View delegation requests

View periodic summary

Coletar Domains dentro
dO MISP A:Toomation

Peing attributes of the following event IDs, event UUIDs or attribute UUIDs

the following organisation(s)

Type @ Category @
| domain ~ || ALL x

[ Only find 10Cs flagged as to IDS
First seen and Last seen

Attributes not having first seen or last seen set might not appear in the search

First seen date @ Last seen date @
First seen time @ Last seen time @
HH:MM:SS ss555s+TT:TT HH:MM:SS sss5ss5+TTTT

L Expected format: HH.MM: S5 ssssss=TT.TT L Expected format: HH:MM: S5 ssssss+TT.TT

TLP:CLEAR
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@echo

ping treeqpower.com -n 1

ping tracksmobiles.com -n 1

ping gimp-t.com -n 1

ping bitwarden-t.com -n 1

ping openoffice-a.com -n 1

ping basecamp-a.com -n 1

ping clicko.click -n 1

ping miltonhouse.nl -n 1

ping symantke.com -n 1

ping webb-institute.com -n 1

Teste com .BAT ping gpoaccess.con -n 1
ping okapzg@8.top -n 1
ping okadoc@9.top -n 1
ping homesteadr.link -n 1
ping gqsifa.am,.files.1drv,com -n 1
ping dortyaa.xyz -n 1
ping askiw.xyz -n 1
ping zankzakartigosesportivos.com.br -n 1
ping yourcodeliberdade.com -n 1
ping www.vidroboxbirigui.com.br -n 1
ping www.usmanalitents.com -n 1
ping spinoff.marketshop8.com -n 1
ping speelo-onlo.com -n 1
ping speechelo-online.com -n 1
pause’

| B C:\Windows\system32\cmd.exe

In1,Coll 100%  Windows (CRLF) UTF-§

000
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g Event Viewer ] Event Viewer
File Action View Help

File  Action View Help iy B
@ A

&= | HE

5 [ SmartCard-Au A Operational Number of ev ;
2| Event Viewer (Local) |l Event Viewer (Local) 5 [ SmartCard-De =
. 3’ Custom Views o [ SrartCard-TPI Level Date and Time Source Event D Task Category |
T i . . DVE‘NiE‘W ﬂnd Sun‘"‘nﬂ 3 j SmartScreen i Information 6/11/2024 5:12:58 AM Sysmon 1 Process Create;rule: ProcessCr... §
5 [ SMEClient i) Information 6/11/2024 5:12:58 AM Sysmon 22 Dns query (rule: DnsQuery) 1
| Ohvenview 5 [ SMEBDirect @Information 6/11/2024 5:12:58 AM Sysmon 22 Dns query (rule: DnsQuery)
¥ :I SMBServer ®Information 6/11/2024 5:12:38 AM Sysmon 22 Dns query (rule: DnsCuery)
To view events that have oc > :l SMBWitnessCl Information 2024 5:12:58 AM Sysmon 22 Dns query (rule: DnsQuery)
contains all the administrat > % stateRepositor Wl (i) Information 6/11/2024 5:12:58 AM Sysmon 22 Dns query (rule: DnsQuery) v
» [ Storage-Tierini
| s StorageManag Event 22, Sysmon x H
Summary of Administrative Events » [ StorageSetting
= General Details
= » [ StorageSpaces {
v [0 Windows 5 [ StorageSpaces )
) Ewvent Type Ewvent |ID 5 . 9ep
=vayw ¥P » [ StorageSpaces Dns query: I
= Critical - - | StorDi RuleMamme: -
> :' All-User-Instal ’ % oriag UtcTime: 2024-06-1112:12:27.549
» [ Alloyn Error - - » L Store ProcessGuid: {00000000-0000-0000-0000-D00DDDDD000D}
» [C] AppHost Warning - - > :I StorPort Processld: 800
- . —— QueryMame: gpoaccess.com !
» [ ApplD Information - - v [ Sysmon QueryStatus: 3003 |
» [ ApplicabilityEr ] Operation: QueryResults: -
= . . : - . Image: <unknown process>
» [ Application Se |_Eﬁf“i§’ Viewed Nodes o SictemSetting b | |User; DESKTOP-KDSTVE\administrador o
» [ Application-Ex 5 [ TaskScheduler i
» [ Applocker Marme Desci » [ Tcee ;
= 5[] TenantRestricti ) ) . '
> :_I AppModel-Ru Applications and Service.. N/A 3 7 TerminalServic Log Name: Microsoft-Windows-Sysmaon/Operational [
> :I AppReadiness o 7 TerminalServic Source: Sysmon Logged: 6/11/2024 5:12:58 AM I
» [ Apps 5[] TerminalServic Event ID: 22 Task Categery: Dns query (rule: DnsCuery)
» [ Apps-4API » [ TerminalServic Level: Information Keywaords: :
» [0 AppXDeploym » [ TerminalServic User SYSTEM Computer.  DESKTOP-KIDSTVE |
» [ AppXDeploym ’ :I Termfnalsewfc OpCode: Info
= . Log Surmmary 5 [ TerminalServic
» [ AppxPackagin y [ Time-Service More Information:  Event Log Online Hel
s R —

TLP:CLEAR




Fluxo Simples Wazuh<>Graylog<>Misp<>Grafana

) wazuh

Dashboard

managername: soclabwazuh rnule description: Sysmon - Event 22: DMS Query event

wazuh-alerts-* - 130 hits

Jun 10, 2024 @ 09:19:47.378 - Jun 11, 2024 @ 04

Alerta gerado no
wazuh. Sysmon — . e doncriptan$ <>

Event 22 - DNS 2824 @ 89:13:96.

2824 @ B89:13:86. g Event 22
Qu e ry. data win eventdata authenficafionPackageMams
data win eventdata commandLine

. 2824 @ 89:13:62.

data win eventdsts company 2824 @ B89:13:82. G 0 Event
data win eventdata cresfionleTime 2624 @ 89:13:62.
daia win eventdata currenfDireciony
daitn win eventdaia data . 2824 @ 89:13:82.
daia win eventista description 2874 89:13:82.
daia win eventisia alevatedTolen
2 wiin. P —— 2824 @ B89:13:82.
data win eventdata flelersion . 2824 B89:13:62.
daia win eventisia hashes.

) i . 2824 @ 89:13:82.
data win eventdsts image
data win eventdata impersonationlevel 2824 89:12:59.
data win eventdata integrityl ewel

2824 @ B89:12:59.

data win eventdats ipAddress
data win eventdata ipPort 2824 89:12:59.

data win eventdata eyl engih
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timestamp per 30 minutes

Time

Jun 11, 2824 @ 89:13 :86.776
= Expanded document
JESON
_index wazuh-alerts—4.x-26824.86.11
agent .id

agent.ip 18.08.8.183

Alerta gerado no wazuh. sgent .ame
Atengéo as Va riaveis: data.win.eventdata.image &1t :unknown process&gt:

data.win.eventdata.processGuid |

.
Age nt- I p data.win.eventdata.processId

Age nt name data.win.eventdata.queryName e i T
.

data.win.eventdata.queryStatus gga3

Qu e ry N a m e data.win.eventdata.user

data.win.eventdata.utcTime 2824-86-11 12:12:33.751

DESKTOP-K9D5TVB\\administrador

data.win.system.channel Mic rosoft-Windows-Sysmon/Operational
data.win.system.computer DESKTOP-K9D5TVE
data.win.system.eventID 22

data.win.system.eventRecordID 33249

data.win.system.keywords BxEAAEEREEEAEERE60
data.win.system.level 4

data.win.system.message "Ins query:
RuleName: -
UtcTime: 2B24-86-11 12:12:33.751
ProcessGuid: {B8886680-2060-0808-80606-002000806068 }
ProcessId: 6132
Querydame: speechelo-online.com
QueryStatus: 9863
QueryResults: -
Image: <unknown processs>
User: DESKTOP-KAD5TVE\administrador®
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Dentro do Graylog

Configurando a saida

Lookup Tables:
Data Adapters + Caches +
Lookup Tables

grayl@g Search  Streams

Lookup Tables ~ Caches

Data Adapters

Alerts  Dashboards  Enterprise  Security -~ System / Lookup Tables -

Overview

Configurations

Data adapters for Lookup Tables Nodes

Data adapters provide the actual values for lookup tables

Data Adapter (e =

Description

Custom Error TTL

Lookup URL

Single value JSONPath

Multi value JSONPath

HTTP User-Agent

HTTP Headers

/lookuptables

Data Nodes

Inputs

Outputs

Indices

MISP Logging

Ashort title for this data adapter. Users and Teams
Rales
Authentication

Data adapter description. Content Packs

) Grok Patterns

— Lookup Tables
The name that is being used to refer to this data adapter. Mu> Fipeiines

1 Sidecars

Define a custom TTL for caching erroneous results. Otherwise the default of 5 seconds is used

http://10.0.0.108/attributes/restSearch/value:S{key}
The URL for the lookup. (this is a template - see documentation)
§.response.Attribute.[0].type
The JSONPath string to get the single value from the response.
$.response.Attribute.[0]
The JSONPath string to get the multi value from the response. Needs to return a list or map. (optional)
Graylog Lookup - https://www.graylog.org/
The User-Agent header to use for the HTTP request.
Name Value
Accept application/json
Authorization

Q11NePwpkCaQaOFIwTudvz0z5t5XajvVaxQDcth

Content-Type application/json

TLP:CLEAR

Actions

Delete

Delete

Delete

The HTTPJSONPath data adapter executes HTTP GET requests to lookup a key and parses the result based on configured JSONPath expressions.

© Every lookup table result has two values. A single value and a multi value, The single value will be used when the lookup resultis expected to
be a string, number or boolean. The multivalue will be used when the lookup result is expected to be a map or list.

Configuration
Lookup URL
The URL that will be used for the HTTP request. To use the lookup key in the URL, the §{key} value can be used. This variable will be replaced by the

actual key that is passed to a lookup function.
(example: https://example.com/api/lookupZkey=5{key} )

Single value JSONPath

This JSONPath expression will be used to parse the single value of the lookup result. (example: $_user_full name)

Multi value JSONPath

This JSONPath expression will be used to parse the multi value of the lookup result. (example: 5.users[*]) The multi value JSONPath setting is optional.
Without it, the single value is also present in the multi value result.

HTTP User-Agent

Thisis the User-Agent header that will be used for the HTTP requests. You should include some contact details so owners of the services you query know
whom to contact if issues arise. (like excessive API requests from your Graylog cluster)

Example

This shows an example configuration and the values that will be returned from a lookup.
The configured URL is hitps://example.com/api/users/${key] and the ${key} gets replaced by jane during the lookup request.

This s the resulting JSON document:

{
"user”: {
"login": "j
“full_name”- "Jane Doe",
“roles”: ["admin”, “developer”],
"contact": {
"email”: "jane@example.com”

15
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Pipeline

Stages + Rules

grayleg Search  Streams  Alerts  Dashboards  Enterprise  Security - System / Pipelines -

Manage pipelines  Manage rules  Simulator

Pipeline misp
Pipelines let you transform and process messages coming from streams. Pipelines consist of stages where rules are evaluated and applied. Messages can go through one or more stages.
After each stage is completed, you can decide if messages matching all or one of the rules continue to the next stage.

EET

Title: misp
Description: misp
Created: amaonth ago
Last modified: amaonth ago
Current throughput: 0 msg/s

Pipeline connections

This pipeline is processing messages from the stream "wazuh-lab".

Pipeline Stages

Stages are groups of conditions and actions which need to run in order, and provide the necessary control flow to decide whether or not to run the rest of a pipeline.

Stage 0 contains D rules

Messages satisfying none or more rules in this stage, will continue to the next stage.
Throughput: 0 msg/s

© This stage has no rules yet. Click on edit to add some.

Stage 1 contains 1 rule

There are no further stages in this pipeline. Once rules in this stac= are applied, the pipeline will have finished processing.
Throughput: 0 msg/s

Title Description Throughput

Consulta Misp 0 msg/s

TLP:CLEAR

<>Q@rafana

Errors

0 errors/s (0 total)

Edit pipeline details

16
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Pipeline rule Sysmon_ Event__ 1D 22 Send

Rul are a way of applying chang C 2 ;. im G e A rule consists of a condition and a lis

Titlhe

You can set the rule title in the rule source. See the guick reference for more information.

Descriptiomn

k::cn nsulta Misp

iption (optional).

Rules

Used in pipelines

Pipelin that use this rule in one or mMmore of th

Rule source

"Sysmon_Ewvent_TD

{Smessage Extravdo data win system eventID)—

Tdata = LY

TLookup table- "misp qguery™ _‘__-———-__—
ey - (Smessage - Extraido data win_ evenbdata_gueryMame)

3z

TLdata
"miLsp_ "

E“EEMD!I-M\IJ‘I&LHI'JM

erence for more information.

000
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Retorno no Graylog

grayl@g Search  Streams  Alerts  Deshboards  Enterprise  Security - System - g:;:‘-t K © na

+ Unsaved Search Query executed in 73ms at 2024-06-11 10:00:54 Total result
. *  From:5 hours ago Until: Now P Notupdating
q misp_type-domain D  Bsave [Oload
Filters @
Message Count e 2 &

30

20

05:30
Jun 11,2024

All Messages S

timestamp = source =

\nRuleMame: -\r\nUtcTime: 2024-06-11 12-34-24_899\r\nProcessGuid: { \r\nProcessId- 2364\r\nQueryName: symantke_com\r\nQueryStatus: @\r\nQueryResults: --ffff-45_54_28_15;\r\nIma

ge: =<unknown process=\r\nUser: DESKTOP-K9D5TVB\\administrador\""},"eventdata”:{"utcTime"-"2024-86-11 12-34-24 899", "processGuid”-"{ 1", "processId”: "2364", "queryName” - "symantke_c
on","queryStatus”:"8", "queryResults":": - ffff:45.54.28.15;","image":"&Lt;unknown processdgt;”, "user”: "DESKTOP-KIDSTVB\\\\administrader"}}}, " location”:"EventChannel"}

misp_Event
{"org_id":"1","id":"18@9" , "distribution”:"3","orgc_id":"7","uuid": "a%da4722-3b2c-42b6-9bbR-82f2162a171e" " info" §'Cutting Edge: Suspected APT Targets Ivanti Connect Secure VPN in New Zero-Day Exploitation"}

misp_category
Network activity

misp_comment
WARPWIRE C2

misp_deleted
false

misp_disable_correlation
false

misp_distribution
5

misp_event_id
1eeg

misp_id
168214

misp_object_id
-]

misp_sharing_group_id

18



Fluxo Simples Wazuh<>Graylog<>Misp<>Grafana

Misp - analitico

Extraido_agent_ip

Extraido_agent_name | Extraido_data_win_eventda Jmisp_Event.info
Windows10 ) 0.C0

ctive Exploitation of Two Zero-Day Vulnerabilities
Windows10

misp_ uuid

n Ivanti Connect Secure VPN 33202401-1889-4449-b
azarus Infrastructure (pivot via C

Dashboard Grafana

yader Continues to

95 152808

80eb25b5-14bb-43b0-be68-35e6a0bdb04f
ay tatior 20¢98561-8753-422d-9711-5
Abuse Google Search Ads to Deliver Vidar Stealer and Ursnif cdd393cc-9a65-48b1-8644-65498.
Cutting Edge, Part 2: In

cure VPN Zero-Day Expiloitation  8add02bc-b0d4-42

Jid-42e6-a34d-a731d
ti Connect Secure VPN

de5c0a32-5ba3-4239-9208-debc2142358b
/\dar Stealer and Ursni db709a22-984a-4b53-983

831-10d85e6¢

Secure VPN Zero-Day Exp
bitwarden-t.com

1dbb8c23-945b-4d26-b63c-4fa3617d0940
S i 0 /ldar Stealer and Ur
basecamp-a.c:

eded-4623-91db

r Vidar Stealer and Ursr

0018503

misp - contador

19
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List Events Attributes

Add Event
Import from.
«previous | next»
Verificando no Misp o
Date Event | Org Category Type Value Tags Galaxies Comment Correlate  Related Events  Feed hits  IDS Distribution  Sightings Activity  Actions

List Attributes
Search Atfributes 2024-01-11§ 1705 . Network activity ~ domain § webb-institute.com

View Proposals

@ Suspected UTA178 domain discovered via domain registration patiems Q 1 Inheritevent ¢35 A (0/010) [ T (e |

« previous next »
Events with proposals
View delegation requests

Export found attributes as...
View periodic summary

Alexandre =

network
[ 2024-01-11 32f.a10W® Network activity ip-dst 75.145.243.85 UTAD178 IF address Q 1 Inherit O * ®E kW
observed interacting (0i0I0)
with compromised
device
[ 2024-01-11 728 _77{E@ Metwork activity domain symantke.com UTAC17E domain used 1008 1708 12 Inherit fsL=p g * ®W k=W
to collect credentials Q (0010)
adalZ401-fB59-4449 b205- from compromised
E601ci5E35b3 ‘ devices
[ 20240111 ada._SbS W@ Network activity domain webb-institute.com Suspected UTAD17E Q 1 Inherit [apeiry * S kW
domain discovered via (D/0/0)
domain registration
patterns
[ 2024-01-11 de5. 58b M@ Network activity domain gpoaccess.com Suspected UTAD178 Q 1 Inherit faL e * PW k=W
domain discovered via {0/0r0)
domain registration
patterns
[ 2024-01-11 f1d. 9508 Network activity ip-dst 206.189.208.156 DigitalCcean |P Q 1 Inherit Lal g X Sk ZW
address tied to (0i0I0)
UTAD1TS

Page 1 of 1, showing 1 records out of 23 total, staring on record 1, ending on 23
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O aque foi feito
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Wazuh<>Graylog<>DB<>Cortex(VirusTotal, Abuse IP, Misp)
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Wazuh<>Graylog<>DB<>Cortex(VirusTotal, Abuse IP, Misp)

‘II'-—————D{ INPUT %—————h{ PIPE LINE }—————i* STREAM }————Ah(:::)dP———————\

CHEGOU DO WAZUH 114 Dado Enriquecido

L DATA
‘— B e CORTEX RETORNO
| >‘ RETORNO

GRAFICO l

|

DB

Cortex

CONSULTA
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Wazuh<>Graylog<>DB<>Cortex(VirusTotal, Abuse IP, Misp)

XJobsHistory  OfAnalyzers M Responders [ Organization

Analyzers (3)

Data Types (13) Analyzer

CO rteX AP I S Select~ Search for analyzer description m O Clear

AbuselPDB_1_0 Version: 1.0 Author: Matteo Lodi  License: AGPL-v3

Determine whether an |P was reported or not as malicious by AbuselPDB

Applies to

MISP_2_1 Version: 2.1 Author: Nils Kuhnert, CERT-Bund License: AGPL-V3

Query multiple MISP instances for events containing an observable.

T doron o L | e L ep | oo L v ] ot | i | s | o J o ]

VirusTotal_Rescan_3_1 Version:3.1 Author: CERT-LDO License: AGPLV3

Use VirusTotal to run new analysis on hash.

Wpplies to: m
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Wazuh<>Graylog<>DB<>Cortex(VirusTotal, Abuse IP, Misp)

Cortex
Hash
P

Domain

[hash] 005179dca5a82ff5al7b227241c0a019

Analyzer: VirusTotal_Rescan 3 1 Date: 9 minutes ago

lip] 187[.]85[.]171[.]174

Analyzer: AbuseIPDB_1_0 Date: 9 minutes ago

[url] 0faee65f937f5daab1541991b1d81d2el.|clo[.]footprintdns[.Jcom

Analyzer: MISP_2_1 Date: 9 minutes ago
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Graylog>Teams

gray‘IG)g Search Streams Dashboards Enterprise Security System - .

Alerts & Events Event Definitions Motifications

Event Definitions

Create new Event Definitions that will allow you to search for different Conditions and alert on them.

https//glthubcom/hldappl Find Event Definitions © Find  Reset
e/graylog-plugin-teams

DNS MISP

Runs every 1 minutes, searching within the last 1 minute. Triggers 1 Notification. Show details

Encontrado IP Malicioso no ABUSE Filter & Aszrezation
IP ABUSE

Runs every 1 minutes, searching within the last 1 minute. Triggers 1 Notification. Show details
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Graylog>Teams P Cesan

Alert Envia alerta para teams do MISP triggered:
_Enconirado DMS Malicioso no MISP _

-—- [EWNENTO] -
Evento: Ervia alerta para teams do MISP
-—- [DETALHES] ---

Timestamp: 2024-06-17T12:22:08.5227
Cliente Index: wazuh-lab_0
Cliente Agente: Windows10
IP do Agente: 10.0.0.103
DMS: webb-institute.com

# Responder

Recebendo no Teams
e, feste Doz2
SN L Novo J

Alert Envia alerta para teams do MISP triggered:
_Encontrado DMNS Malicioso no MISP _

--- [EWNEMNTO] ---
Evento: Ervia alerta para teams do MISP

-—- [DETALHES] ---
Timestamp: 2024-06-17T12:22:08.5227
Cliente Index: wazuh-lab_0
Cliente Agente: Windows10
IP do Agente: 10.0.0.103
DNS: gpoaccess.com

#x Responder
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Graylog>Teams

Cuidar com uma fonte so.
Falso Positivo

@ Graylog 0345

Alert Encontrado IP Malicioso no ABUSE triggered:

1P ABUSE

-~ [EVENTO] ---

Evento: Encontrado IP Malicioso no ABUSE

-+~ [DETALHES) ---

Timestamp: 2024-06-17T12:44:57.3332
(liente Index: wazuh-Iab 0

Cliente Agente: Windows10

IP do Agente: 10.0.0.103

IP ABUSE: 52.101,109




Falso Positivo

52.101.10.9 was found in our database!

This IP was reported 1 times. Confidence of Abuse is 2%: ?
2%
ISP Microsoft Corporation
Usage Type Data Center/Web Hosting/Transit
Domain Name microsoft.com
Country EE United States of America
Abuse apontou que era malicioso. city Boydton, Virginia

IP info including ISE, Usage Type, and Location provided by IP2Location.
Updated monthiy.

REPORT 52.101.10.9 WHOIS 52.101.10.9

IP Abuse Reports for 52.101.10.9:

This IP address has been reported a total of 1 time from 1 distinct source. It was most recently reported 2 weeks ago.

Old Reports: The most recent abuse report for this IP address is from 2 weeks ago._ It is possible that this [P is no longer involved in abusive activities.

Reporter loA Timestamp in UTC Comment Categories
+ Anonymous 2024-05-30 22:05:42 2024-05-31T00:05:21.819931+02:00 zelda postfix/smtp
(2 weeks ago) [1315965]: DE16488C33A: lost connection with hotm ..
show more
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Falso Positivo

N3ao encontrado nada
no Virus Total.

Z Q52101103

We have changed our Privacy Notice and Terms of Use, effective July 18, 2024. You can view the updated Privacy Notice and Terms of Use.

() 10+ detected files communicating with this IP address

52.101.10.9 (52.96.0.0/12)
AS 8075 MICROSOFT-CORP-MSN-AS-BLOCK |

Community
Score

DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Security vendors' analysis

Abusix @ Clean
ADMINUSLabs ©) Clean
AlienVault @ Clean
Antiy-AVL ©) Clean

TLP:CLEAR

Acronis

AlLabs (MONITORAPP)

alphaMountain.ai

benkow.cc

(' Reanalyze

©) Clean
@ Clean
©) Clean
©) Clean

= Similar~ 3% Graph 4 API

us Last Analysis Date
2daysago

Do you want to automate checks?




Desenvolvimento do Fluxo

Podemos melhorar?

HONEY POT FIREWALL
ol I Il I I m @ & =
g cisco. - 1
T-POT cisco PF-SENSE MIKROTIK FORTINET
ENDPOINT INGESTORS DB I0C MANAGEMENT
£ Windowes syseeersis CORTEX § :
% v v OPEN CTI CUCKOO
‘ SYSMON | WAZUH AGENT WAZUH MANAGER @ ‘ N E@n .
Z REPUTATION DATABASY DFIR-IRIS
DB VIRUS TOTAL NERD VULNERS
GRAYLOG ABUSE IPDB [ "Misp CLAMAY
e DASHBOARDS ALERTS NETWORK
3
EOARLP OR G X SERVER
VELOCIRAPT ZABBIX AGENT J ZABBI ERVE E ™ Q ‘n
GRAFANA TEAMS TELEGRAM SURICATA
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Referéncias

*https://wazuh.com/

*https://graylog.org/

*https://docs.thehive-project.org/cortex/

* https://www.misp-project.org/

*https://grafana.com/

*https://blog.reconinfosec.com/detecting-threats-with-graylog-pipelines-part-3

*https://socfortress.medium.com/build-your-own-siem-stack-with-open-source-tools-series-39da0f2d412a

*https://socfortress.medium.com/maximizing-threat-detection-and-response-with-cortex-63e7b653c2cb

*https://socfortress.medium.com/part-6-best-open-source-siem-dashboards-5dad09fa4d0e

*https://socfortress.medium.com/part-3-wazuh-manager-install-log-analysis-e819f28b0f9e

*https://socfortress.medium.com/part-11-wazuh-events-and-misp-automation-68109a887736
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https://wazuh.com/
https://graylog.org/
https://docs.thehive-project.org/cortex/
https://www.misp-project.org/
https://grafana.com/
https://blog.reconinfosec.com/detecting-threats-with-graylog-pipelines-part-3
https://socfortress.medium.com/build-your-own-siem-stack-with-open-source-tools-series-39da0f2d412a
https://socfortress.medium.com/maximizing-threat-detection-and-response-with-cortex-63e7b653c2cb
https://socfortress.medium.com/part-6-best-open-source-siem-dashboards-5dad09fa4d0e
https://socfortress.medium.com/part-3-wazuh-manager-install-log-analysis-e819f28b0f9e
https://socfortress.medium.com/part-11-wazuh-events-and-misp-automation-68109a887736

Agradeco a atencao!
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