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•  Piotr Kijewski (NL) - US CEO, US Board of 
Trustees, EU Director, Programme Manager 
•  20+ years experience in the operational 

security community 
•  Sysadmin (Unix) background 
•  National CSIRT background - Previously Head 

of CERT Polska (CERT.PL) 
•  Previously a Director at the Honeynet Project 

(honeypots!) 
•  Authored large scale threat detection systems 

and threat information sharing systems 
•  Botnet takedown, disruption, sinkholing … 
•  Still active with research into above!
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What is The Shadowserver Foundation?
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A US 501c3 and Dutch Stichting not-for-profit organisation 
that works to try and make the Internet more secure for all 

by providing quality intelligence about threats for free

We punch seriously above our weight - with our own Unique sources, a 
global vantage point and proven partnerships with the people who can 

make the necessary security updates

We share information with Internet defenders at no cost 
We work to help mitigate vulnerable systems, detect 
malicious activity and counter emerging threats with 

greatest effect internationally.  
We tell people for free what risks we see they are holding

We have been quietly 
building this unique position 

of trust for 20 years of 
proven community 

partnerships. We are the 
world’s largest provider of  

free cyber threat intelligence 
(and most people have never 

heard of us!)

🌍
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3 Target Audiences - to make Everybody Safer
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National Level 
We pass the data 
every day to the 
National bodies 

responsible for 175 
countries, so they can 

help protect their 
citizens & companies

Network Level 
We pass the data to over 
8,000 Network Owners, 

including most Fortune 500 
companies, so they can 
better protect their own 

networks (plus their 
customers where they are 

service providers)

Law Enforcement 
Law Enforcement lack our 

data, scale or insight and can 
benefit from the global trust 

network we have built - so we 
(quietly) support top tier law 
enforcement operations in 

their efforts to protect citizens 
from the actions of the online 

criminals 
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What does The Shadowserver Foundation do?

• Scanning: 
We call out to nearly every IPv4 (~3.7 billion) and ~1.9 billion IPv6 addresses many times a 
day looking for different types of vulnerable, compromised, abusable systems, attacker infra

• Sensors: 
We build and deploy systems to the Internet that pretend to be vulnerable computers, and 
log cyber criminals trying to abuse them

• Sandboxes: 
We collect malicious software samples at industrial scale (often 1 million+ 
per day, for nearly 2 billion total) and run them to see what they do

• Sinkholes: 
We take control of domain names and addresses used by criminals to log the IP address of 
infected devices for over 400 malware families

+ a host of other 
interesting things!

For 
network 
owners + 
focus on 

CSIRT & LE 
support
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Indications of specific 
malware, exploitation 
attempt or attack 
surface exposure

Core Shadowserver offering

TLP

CLEAR
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Free Daily Remediation Reports - National CSIRTs and Network Owners
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Network Reporting 

Every day, Shadowserver sends custom 
remediation reports to more than 8000 vetted 
subscribers, including over 201 national CSIRTs in 
175 countries and territories and many Fortune 
500 companies. These reports are detailed, 
targeted, relevant and free.

Much of the world uses these reports to receive rapid notification when computer networks globally 
are exposed, misconfigured, vulnerable, abusable, compromised, become a source of attacks, host 
malicious C2 or other attacker infrastructure … 

Everyone can get free daily reports about who/what is at risk in their own network/country.

TLP

CLEAR

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/
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Use Report Event Severity for Triage

https://github.com/The-Shadowserver-Foundation/report_schema

TLP
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https://github.com/The-Shadowserver-Foundation/report_schema
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Automation
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Automation
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“Global Plumbing” - nCSIRT Coverage
201 nCSIRTs  

(175 Countries) 
+ 

8000+ Network Owners (Direct) 
+ many more (Indirect)

Every Day 
Free!

TLP

CLEAR
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Shadowserver ASN Coverage By Continent
North America

South AmericaAfrica

Europe Oceania

Asia

Europe 63%

North America 57%

Oceania 65%

Africa 42%

South America 35%

Asia 29%
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Shadowserver ASN Subscribers - Brazil
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Direct Report Recipients (LAC)
TLP
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The Shadowserver 
Foundation Dashboard
A Free Tool for the Community
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Shadowserver Public Dashboard

https://dashboard.shadowserver.org

TLP
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https://dashboard.shadowserver.org
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Shadowserver Public Dashboard - Multiple Language Support

https://dashboard.shadowserver.org/pt-br/
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Brazil
As seen by Shadowserver



Device Attack Surface
As seen in our scans (only for cases where we 
identify a device!)
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•  Take all data we collect in all our daily scans 
•  Match returned content with regularly 
updated signatures to identify devices   

•  Classify all IPs by: 
•  device_type  
•  device_vendor 
•  device_model 
•  device_version 
•  device_sector

Remote Device Identification
TLP

CLEAR
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•  SSL Common Names & Organization Names 
•  HTML body title & content 
•  HTTP headers 
•  HTTP server name 
•  HTTP cookies 
•  SNMP sysdesc, sysname 
•  SSDP 
•  PPTP 
•  FTP, TELNET, SSH banners 
•  … many more!

Remote Device Identification
TLP

CLEAR



•  Scan rule engine implemented 
•  Classifies scan data as it is submitted 
to the Shadowserver backend API 
•  Currently ~2800 scan rules 
implemented - June 2024 
•  Support for detection of devices 
from ~700 vendors - June 2024 
•  Daily successfully classifies over 
50M devices (excluding desktops/
servers, web servers etc) - June 2024

Remote Device Identification
TLP

CLEAR
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Daily Device Attack Surface Volume - World & South America

Note: Only 
cases where 
we identify 
a device
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Daily Device Attack Surface Volume - World & South America

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Vendor - South America & Brazil (2024-07-24)

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Vendor - South America & Brazil (2024-07-24)

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Vendor - BR (Last 3 months)

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Vendor - BR (Last 3 months)

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Type - BR (Last 3 months)

Note: Only 
cases where 
we identify 
a device
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Device Exposure by Type - BR (Last 3 months)

Note: Only 
cases where 
we identify 
a device
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Video System Exposure - BR (Last 3 months)
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Video System Exposure - BR (Last 3 months)
TLP
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Exposed Services
Unnecessary attack surface
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Problematic Exposed Server-side Applications (South America)
TLP
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Problematic Exposed Server-side Applications (South America)
TLP
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Problematic Exposed Server-side Applications by Type - BR 
TLP
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Problematic Exposed Server-side Applications by Type - BR 
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SCADA/ICS - Unitronics, Modbus & more
TLP
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Exposed Native ICS Applications - South America
TLP

CLEAR
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Exposed Native ICS Applications - South America
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Exposed Native ICS Applications - South America
TLP
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Exposed Native ICS Applications - BR
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Critical Vulnerabilities
Infrastructure Vulnerable to Unauthenticated 
Remote Code Execution (via Web-based attacks)
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Exposed Assets (in Critical Applications) Vulnerable to RCE  - South America
TLP
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Exposed Assets (in Critical Applications) Vulnerable to RCE  - South America
TLP
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Top RCE exposure - South America & Brazil (Last 3 months)
TLP

CLEAR

Brazil

South America

Fortinet
Fortinet
VMware ESXi
VMware ESXi
VMware ESXi
Roundcube
Zimbra Collaboration Suite
Roundcube
VMware ESXi
Fortinet
Fortinet

VMware ESXi
VMware ESXi

Fortinet

Fortinet

Roundcube

Roundcube

Fortinet

Fortinet

Zimbra Collaboration Suite

VMware ESXi

VMware ESXi



36

Exposed Assets (in Critical Applications) Vulnerable to RCE - BR
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Exposed Assets (in Critical Applications) Vulnerable to RCE - BR
TLP
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Citrix NetScaler
CVE-2023-3519 
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Citrix NetScaler: CVE-2023-3519
TLP

CLEAR
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Citrix NetScaler: CVE-2023-3519

Shadowserver already had Device Identification rules in place for Citrix NetScaler. This helped free daily report 
constituents in multiple sectors to quickly identify where Citrix devices were located in their networks, which allowed 
local Incident Response (IR) teams to start immediate investigations as soon as the vendor advisory was made public, 
and in some cases feed their discoveries back to us, as part of our existing scan/report/feedback cycle with some 
constituents.

TLP

CLEAR
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Citrix NetScaler: CVE-2023-3519

Shadowserver already had Device Identification rules in place for Citrix NetScaler. This helped free daily report 
constituents in multiple sectors to quickly identify where Citrix devices were located in their networks, which allowed 
local Incident Response (IR) teams to start immediate investigations as soon as the vendor advisory was made public, 
and in some cases feed their discoveries back to us, as part of our existing scan/report/feedback cycle with some 
constituents.

Fingerprinting was consistently improved in the following days, based on feedback
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Citrix NetScaler: CVE-2023-3519 
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Citrix NetScaler: CVE-2023-3519 
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July 19th: CISA Adds Citrix NetScaler CVE-2023-3519 to its KEV list
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Citrix NetScaler: CVE-2023-3519 
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July 19th: Shadowserver develops first CVE-2023-3519 vulnerability scan (based on hash version presence in html body content)
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Citrix NetScaler: CVE-2023-3519 

July 20th: CISA Advisory on CVE-2023-3519 with information on exploitation and webshells
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Citrix NetScaler: CVE-2023-3519 

July 21st: Shadowserver improves scans for vulnerable instances - based on feedback

July 20th: CISA Advisory on CVE-2023-3519 with information on exploitation and webshells
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Citrix NetScaler: CVE-2023-3519 

July 21st: Shadowserver improves scans for vulnerable instances - based on feedback

July 20th: CISA Advisory on CVE-2023-3519 with information on exploitation and webshells
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July 19th: CISA Adds Citrix NetScaler CVE-2023-3519 to its KEV list

July 19th: Shadowserver develops first CVE-2023-3519 vulnerability scan (based on hash version presence in html body content)

July 20th: Shadowserver shares vulnerable instance information in its daily reports (Vulnerable HTTP report)

July 21st: Initial analysis by AssetNote in their search for CVE-2023-3519 details

July 21st: Honeypot profile added 
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Citrix NetScaler: CVE-2023-3519
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Citrix NetScaler: CVE-2023-3519
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July 24th: CVE-2024-3519 PoC published by AssetNote
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Citrix NetScaler: CVE-2023-3519

40

July 24th: CVE-2024-3519 PoC published by AssetNote

July 24th: First Exploitation attempts observed by honeypots - CVE-2024-3519 tagging added by Shadowserver

July 26th: First CVE-2024-3519 tagged exploitation attempts

CVE-2023-3519 attacks over time (by unique attacking source IP)
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Citrix NetScaler: CVE-2023-3519

Aug 7th: We publish a technical blog in collaboration with trusted partners. TLP:AMBER version shared Aug 4th
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Citrix NetScaler: CVE-2023-3519

Aug 18th: Share further reports on compromised devices based on Fox-IT/DIVD NL collaboration
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Count of Citrix NetScaler compromised devices (as a result of CVE-2023-3519 campaigns)
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Citrix NetScaler: CVE-2023-3519

Sep 6th: CISA updates Citrix advisory based on input from partners, including Shadowserver (part of JCDC collaboration)

Aug 18th: Share further reports on compromised devices based on Fox-IT/DIVD NL collaboration
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Citrix NetScaler CVE-2023-3519 Vulnerable - Brazil
TLP
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Citrix NetScaler CVE-2023-3519 Compromised  - Brazil
TLP
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(Critical compromised assets tracked by Shadowserver)

Compromises
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Cisco IOS XE BadCandy 
TLP
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Malware sinkholes
Infected System Observations
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Attacking Devices
What Attacks Are Seen Coming from/to Brazil?
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Vendor Most Targeted by Exploits (from/to BR)

Attacks from BR Attacks against BR sensors

TLP

CLEAR



DDoS Attacks
Amplification Attacks - As seen by honeypot 
sensors
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Post Exploitation 
Frameworks/C2
As seen in scans
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Malware URLs
Callbacks, C2s, Spreaders - a View from 
Honeypot sensors
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Last comments …
with a Summary



• VM Sensor node spec 

• Ubuntu 22.04 LTS 

• 1 GB RAM 

• 30 GB disk 

• Preferably 4 publicly routable IPv4 (single NIC, no NAT, no network 
filtering) - but 2 is perfectly good too! 

• 1 Mbit/s uplink 
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Better Insights? Host a Honeypot Sensor …
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• There are free services available that can help the community understand new attacks/vulnerabilities 
as they emerge, serving as early warning  
• These free services can help you understand your exposed assets (external attack surface) as well as 

identify potential compromised systems, for effective triage & victim notification 
• The combination of Internet-wide scanning plus a global honeypot sensor network that can be quickly 

updated with new threat signatures enables rapid measurement and reporting of emerging threats 
• Emerging or established threats can be disrupted by globally coordinated LEA actions, enabling new 

insights 
•All the above helps to develop a “big picture” of the state of security/cyber-resilience of the Internet - 

such as the one presented in this talk 
• Everyone benefits through improved sharing - subscribe to our free services, provide feedback & help 

us defend better against future threats. The more we receive local insights the more effective we can 
be! 
• If your receive a report from Shadowserver please act!
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Subscribing to the Free Daily Network Reports

Network details, domains

https://www.shadowserver.org/what-we-do/network-reporting/get-reports/
92

Ask for an API key

Email address where reports 
or download links will be sent
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https://www.shadowserver.org/what-we-do/network-reporting/get-reports/


@shadowserver@infosec.exchange

https://www.linkedin.com/company/the-shadowserver-foundation/

@shadowserver, @piotrkijewski

contact@shadowserver.org

Thank You!

mailto:contact@shadowserver.org

