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Fornecimento de dados & Deteccéo (SOC)
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Author
‘ OPENCTLBR’

Labels -+

May 17, 2023
Platform creation date
May 17, 2023 at 1:04:28 AM

Modification date
May 1, 2024 at 12:17:28 PM

Standard STIXID ()

domain-name- -2422dbé6c-224f-57a2-86d1-..

for aux_pw in df_raw["ParentImage”]:
if aux_pw:

TLP:CLEAR

if 'powershell.exe' in aux_pw.lower() or 'cmd.exe'in aux_pw.lower():

~ power_list.append(1)
else:

- power_list.append(9)
else:

power_list.append(0)

df_raw["CommandLine"][df_raw[ 'OriginalFileName']

"schtasks.exe"]
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Emulag¢dao de Adversarios
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CASE 2

GenAl Insight

4b8d7e016ac84d73d574

7cc84847f4cc0583bl185fe

636e3ccd3elf713650425d
.exe

GenAl Output

There is no specific mention to brazilian banks, payment system or specific
portuguese terms in the string.
But the path

“C:\Users \Musquitao \ Desktop \ BR_2023 \ ExemplosCoder \ TesteAntiDebug \ Tes
teAntiDebug \ x64 \ Debug \ TesteAntiDebu.pdb”

n

Recebi mento dO Ané I ise de strongly suggest a Brazilian Portuguese environment due to:

e “Musquitao” is a portuguese word.
Hash via MISP Stri ngs com “BR_2023" refers to Brazil and the yearl 2023.

. e “ExemplosCoder” translate to “Coder Examples” in Portuguese.
inputs da . . | °
e “TesteAntiDebug translate to “AntiDebug Test” in Portuguese.

Gen Al ]

“* The PDB path strongly suggests **Brazil** as the development or testing
environment.
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Resultados

Ampliacdo da capacidade de
Inteligéncia

© capacidade de identificagcdo de
grupo ou ator com alvo direcionado

© Capacidade de compreensdo rapida
das taticas e técnicas do adversario
com ataque direcionado
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Resultados

Continuacdo

e Ampliacdo da capacidade de hunting

e Fornecimento de Iinforma¢gdo mais
assertivas para as equipes de deteccdo
e anti-fraudes.

e Fornecimento de inteligéncia para
decisGo sobre testes de emulacdo
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Intencoes futuras

< -

Validacao de processo Machine Learning
de hunting baseado para classificacao de
nos “insights” familias de malware.
fornecidos pela

metodologia e

automacao


https://forum.cert.br/#tlp-clear

TLP:CLEAR

Contato

Jaqueline Duarte

Analista de Threat hunting & Intel

BANCO DO BRASIL
https://www.linkedin.com/in/jaqueline-d
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