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Inteligéncia

* Relatorios Tecnicos/Executivos
* Threat Intelligence Report

* |nvestigacoes

* MISP
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tOBJETIVO

FEBRABAN

®/O 1. Compartilhar evolugcao do uso do MISP
~O

&,

M|$P [\;’ 2. Encorajarintegracao com ferramentas externas

3. Darvisibilidade para os dados do MISP
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tPROVOCACOES RECEBIDAS

O que temos no MISP

atualmente?
O que esta sendo
compartilhado?

O que nos estamos
compartilhando?

De quem estamos recebendo
informacoes?

Como estdo as contribuicoes
das instituicoes?
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tSOLUCOES PROPOSTAS

&)

MISP 01

J Maior tempo de implementacgéo
J Maior complexidade na ingestao

AWS 1 Similar ao ELK

Opensearch 1 Maior custo e complexidade

Metabase J Interessante pela simplicidade e custo
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FEBRABAN

tPLANEJAMENTO E IMPLEMENTACAO

4 B
JAR File Local

Metabase

1. Instalar Java JRE
2. Baixar Metabase (JAR)

3. Executar

java —jar metabase.jar

4. Acessarinterface http://localohst:3000

Outra porta pode ser configurada com a variavel MB_JETTY_PORT


http://localohst:3000/
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{PLANEJAMENTO E IMPLEMENTACAO FEBRABAN

Metabase

Sign in to Metabase

Email address

nicetoseeyou@email.com

Password

Shhh...

Remember me

Signin

| seem to have forgotten my password
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{PLANEJAMENTO E IMPLEMENTACAO FEBRABAN

M eta b a S e OURDATA > MisP 0 Learn about our data

Access Logs #  Admin Settings #  Allowedlist

Analyst Data Blocklists #  Attachment Scans i Attribute Tags
Attributes #  Audit Logs #  Auth Keys
Bruteforces #  Cake Sessions #  Cerebrates

Collection Elements #  Collections #  Correlation Exclusions
Correlation Values #  Correlations #  Cryptographic Keys
Dashboards #  Decaying Model Mappings #  Decaying Models

Default Correlations #  Event Blocklists #  Event Delegations




access_logs

cake sessions

decaying_models

feeds

logs

object_templates

roles

sightingdbs

taxonomy_predicat
es

user_settings

admin_settings

cerebrates

default_correlations

fuzzy correlate ssd
eep

news

objects

servers

sightings

template_element_
attributes

users

allowedlist

collection_elements

event_blocklists

galaxies

no_acl_correlations

opinions

shadow_attribute c
orrelations

system_settings

template_element_f
iles

warninglist_entries

analyst_data_blockl
ists

collections

event_delegations

galaxy_cluster_bloc
Klists

notes

org_blocklists

shadow_attributes

tag_collection_tags

template_element _t
exts

warninglist_types

attachment_scans

correlation_exclusio
ns

event_graph

galaxy_cluster_relat
ion_tags

noticelist_entries

organisations

sharing_group_blue
prints

tag_collections

template_elements

warninglists

attribute_tags

correlation_values

event_locks

galaxy_cluster_relat
ions

noticelists

over_correlating_va
lues

sharing_group_orgs

tags

template tags

workflow_blueprints

attributes

correlations

event_reports

galaxy_clusters

notification_logs

posts

sharing_group_serv
ers

tasks

templates

workflows

audit_logs

cryptographic_keys

event_tags

galaxy_elements

object_references

regexp

sharing_groups

taxii_servers

threads

auth_keys

dashboards

events

inbox

object_relationships

relationships

sighting_blocklists

taxonomies

threat_levels
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FEBRABAN

bruteforces

decaying_model_m
appings

favourite_tags

jobs

object_template_el
ements

rest_client_histories
sightingdb_orgs
taxonomy_entries

user_login_profiles
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tCONSIDERACOES FINAIS

A Nao existe uma unica melhor solucao
 Temos varias formas de extrair indicadores

 Visibilidade para os compartilhamentos

A Apoio e justificative do investimento na
estrutura




Perguntas?
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Obrigado!

Henrique Kodama Laboratorio FEBRABAN

henrigue.kodama®@febraban.org.br labsegciber@febraban.org.br

linkedin.com/in/hskodama/
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