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Whoami

* Thiago Cunha

* Pai

* LinkedlIn: thiagocunhasilva
e Github: Blu3B3ard

* Certificacbes: CRTO, CTIA,
Security+, entre outras.
* Hobbies:
 CTF
* Video Game
* Bug Bounty
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* Auséncia de documentacao correta
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Modos

e Detect-Funcionacom IP’s, Dominios e Hash’s

* Prevent-Funcionacom Hash’s




|IOC’s

e HASH’s - MD5 e SHA256
e |PeDominios
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Show me the code

'<your_api_key>"'

credentials to
MISP conection CLIENT_ID = '<your_client_id>"
misp = ExpandedPyMISP(MISP_URL, MISP_KEY, True)

CLIENT_SECRET = '<your_client_secret>'

# Get the events in MISP with the TAG

events = misp.search(tags=['crowdstrike'])
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Como funciona

MISP

Get /Events

Response
2

Threat Sharing

4
cee Post /Indicator_create_v1 \
< : Tl
MispvsCrowdstrike.py |
3 [ N N ]

. %_: IOCs.json

"source": "MISP",

"action": "detect OU prevent",
"expiration": "2023-01-22T15:00:00.000Z",
"description": "IOC from MISP",

"type": attribute['type'],

"value": attribute['value'],

"platforms": ["linux® “darwin”,”windows”],

"severity": "LOW",
"applied_globally": True TLP:CLEAR
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