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EC-Council
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CERTIFIED

Bacharel em ciéncias da computacao
Pos graduado em seguranca defensiva
Alencar Silva @ Soow Sigma GCestao de equipe - CSIRT Sigma ECIH

CSIRT Sigma - SCFE | ECIH | CHFI | SecurityX | CRTP g Centro Universitario
>

Campos de Andrade

CERTIFIED

Ny SOOW'SIGMA

Bacharel em Ciberseguranca
Mestrando em seguranca de redes
Felipe Schiel @ - I Analista de Malware — CSIRT Sigma

Bacharel em Ciberseguranga | SCFE | Malware Analysis| DFIR Analyst I Pontificia Universidade

| Digital Forensics| Thread Intel | ISO 27001 Catélica do Parana
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Analise as configuragoes do seu FW, WAF, CDN, etc
3 CIS Fortinet Benchmarks 3 (E“;IS F;alo Aklto Networks 3 CIS Sophos Benchmarks 6 CIS Cisco Benchmarks

B CIS Fortigate 7.0.x Benchmark v1.3.0 8 CIS Palo Alto Firewall 10 Benchmark v... B CIS SOPHOS XG Firewall vi8 Bench...
B CIS Cisco I0S XE 17.x Benchmark v2....

§ Fil 3 — Sl alak T
8 fles COdIgO Requisito & Tickets
Ul L SAsse urar que as politicas n&o utilizadas sejam revisadas regularmente
QD 2-s
- Policy and

- Security P lobal Service Rules

Asse urar que o registro de logs esteja habilitado em todas as

14.1.1 |Detectar conexdes com botnets joing Rules
5 - Set 'logging enable'

P - Set 'buffer size' for 'logging buff

- Aplicar Perfil de Seguranca de Antivirus as Politicas
Habilitar o banco de dados de Prevencido Outbreak(Outbreak Prevention Database

https://workbench.cisecurity.org/ +
TLP:CLEAR



Benchmarks para diversas solugdes - https://workbench.cisecurity.org/

1.1.4 (L1) Ensure administrative accounts use licenses with a reduced application footprint
& CIS Ret search Titles and Filenz (AUTOMALEA) ....evvc et e e e e 3 months
1.2 Teams & groups 1go
L CIS Upy Titied (1A2m10r(r|\_:t)elc£‘;13ure that only organizationally managed/approved public groups exist ted s Updated 3 2 months
9 Benchma & CIS Microsoft Windoy i3S tt1 .2.2 (L1) Ensure S|gn in to shared mailboxes is blocked (Automated) ago
ettings
(ClS_Ubur A o= 1.3.1 (L1) Ensure the 'Password expiration policy' is set to 'Set passwords to never explre
( DRAFT_CIS_Microsofi (recommended)' (Automated)...

1.3.2 (L2) Ensure 'Idle session tlmeout' |-s set to '3 hours (or Iess) for unmanaged dewces
& CIS Ubu (Automated)... 2 months

& CIS Microsoft Windo} 1.3.3 (L2) Ensure 'External sharlng of calendars is not avallable (Automated) eksago 3 weeks ago ago

$ Wiaiiowes 03 | ¥ Banc 1.3.4 (L1) Ensure 'User owned apps and services' is restricted (Automated)
(CIS_Ubur ( windows10Stand-alon 1.3.5 (L1) Ensure internal phishing protection for Forms is enabled (Automated)..
1.3.6 (L2) Ensure the customer lockbox feature is enabled (Automated)........
1.3.7 (L2) Ensure 'third-party storage services' are restricted in 'Microsoft 365 on the wel
& CIS Ubu & CIS Microsoft Windoy (Automated) ... eks ago 4 weeks ago 2 months
® Benchmalll * Windows 05 [ @ Bonc) 1.3.8 (L2) Ensure that Sways cannot be shared W|th people out5|de of your organlzatlon ago
( CIS_Microsoft_Windov (Manual)...
2 Microsoft 365 Defender ..
& CIS Microsoft Windoy 21 Emaél 1&1"2’L"2“;t|’5°rat'°"s PP A - eks ago 4 weeks ago
nsure Safe Links for Office Applications is Enabled (Automated) .....- .
& CIS Ubu ICKTETTCTN EXTE 2.1.2 (L1) Ensure the Common Attachment Types Filter is enabled (Automated)...
st ( CIS_Microsoft_Windov 2.1.3 (L1) Ensure notifications for internal users sending malware is Enabled (Automated)
2.1.4 (L2) Ensure Safe Attachments policy is enabled (Automated)... T,
(CIS_Ubur ) ) 2.1.5 (L2) Ensure Safe Attachments for SharePoint, OneDrive, and Mlcrosoft Teams is
_— & CIS Microsoft Windoy
| © Benchm] Enabled (Automated)...
| Wy 03| & Eorct 2.1.6 (L1) Ensure Exchange Onllne Spam Po icies are set to notify admlnls rators (Automated)
(CIS_Red o5 vicrosoit windov .85
2.1.7 (L2) Ensure that an anti—phishing policy has been created (Automated) 88
2.1.8 (L1) Ensure that SPF records are published for all Exchange Domains (Automated) .... 94 '+'
2.1.9 (L1) Ensure that DKIM is enabled for all Exchange Online Domains (Automated)
2.1.10 (L1) Ensure DMARC Records for all Exchange Online domains are published TLP . CLEA R

eks ago 2 weeks ago

9 Benchma

(CIS_Ubur

pks ago 2 weeks ago
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Auditoriade AD

Gerenciamento de Contas e Privilégios;
Politicas de Seguranca e Autenticagdo;
Configuracgoes de GPOs;

|dentificacdo de fragilidades;

AD DELEGATION ACCOUNT SECURITY

GROUP POLICY SECURITY KERBEROS SECURITY

_+_

S https://www.semperis.com/purple-knight/ TLP:CLEAR



"CLASSICOS DA LITERATURA: SENHAS 00w S

< MFA attacks
More than . SMswapping
99% of identity MFA fatigue
AitM

attacks are
password attacks

Post-authentication

attacks
Token theft
Breach replay Consent phishing
Password spray
Phishing
Rely on predictable human behaviors such as selecting
easy-to-guess passwords, reusing them on multiple f
websites, and falling prey to phishing attacks. In raStruc?ure
compromise

Source: Microsoft Threat Intelligence

_+_

@ 2025 s00W siGMA https://www.microsoft.com/pt-br/security/security-insider/intelligence-reports/microsoft-digital-defense-report-2024 T LP o CLE A R
L



"FRAMEWORK - CIS CONTROLS

O bdsico que precisa ser feito

cmMmc

ISACA
COBIT19

CSA
Cloud Controls
Matrix v

LOW-WATER MARK.

HIPAA

FACIL MAPEAMENTO PARA OUTROS

FRAMEWORKS

REF: https://sansorg.egnyte.com/dl/wuzJBOgziF

SOOW SIGMA

NIST CSF

NIST
SP 800-53 RS

NIST
5P 800-171

PCIDSS v3.2.]

s0C2
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O bdsico que precisa ser feito e o essencial que precisa ser desenvolvido

CiIs1i Inventario e controle de ativos corporativos - (OISR [O N Defesas contra malware -
CIS 2 Inventario e controle de ativos de software = ciIsn Recuperacao de dados =

CIS 3 Protecdo de dados - (R PA  Gestdo de infraestrutura de rede -

CIS 4 Configuragdo segura de ativos corporativos

= CISs13 Monitoramento e defesa da rede -
e software

CIS 14 Conscientizagcao sobre seguranga e

CIS5 Gestao de contas - : =l
treinamento de competéncias

Cise Gestdo de controle de acesso = CIS15 Gestao de provedor de servigcos -
CiIs?7 Gestao continua de vulnerabilidades = CiS 16 Seguranca de aplicacdes -
Cis 8 Gestao de registros de auditoria = CIS17 Gestao de resposta a incidentes =

CIs 9 Protecdo de e-mail e navegador Web - (ORI Testes de invasdo -

_+_
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+ ule : :
T . » o UPDATE . - .
"’ Ativos criticos da organizagao Jumslsy  Entenda o que é necessario atualizar
v - -

Defina um framework de base,
CIS Controls, NIST CSF, etc e
adapte asua realidade

2= Enumerar riscos a organizagao
'3" Teste de vulnerabilidades

Garanta que estejam sendo . )

utilizadas de forma efetiva, o m Boas praticas do fabricante;
basico bem feito - CIS Benchmarks

Operacionalize uma gestéo de Operacionalize monitoramento no
logs eficiente - . horério onde a infraestrutura fica

disponivel. +
S e TLP:CLEAR
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