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marcelo://about

e PaidaAnacClara
e 25anosem CyberSec
o PenTest, DFIR, SOC, Consultoria, etc...
e Atualmente Team Lead
o Criacaode Ferramentas de
Automacao usando |A
e Hacker nas horas vagas
o Nobom sentido...
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Diagrama Simplificado

MCP Server

"misp-mcp"

PyMISP
(REST API)
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Alguns Conceitos

Al / GenAl (Inteligéncia Artificial / |A Generativa)
- |Aque "cria" alguma coisa (texto, imagem, video, etc)
Al Assistant App
- Appde conversacao que usa GenAl, como ChatGPT, Claude e similares

LLM (Grande Modelo de Linguagem)

"Motor" (ou parte do "cérebro") que esta por tras do assistant app
- Alguns possuem capacidade de "pensar" ("reasoning models" ou "think mode") Ex.:
OpenAl 03, Anthropic Claude Sonnet 4, Grok 4
Function / Tool Calling (Chamada de Funcoes)

- Permite ao LLM executar ferramentas externas
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Demao |

e Verificando se uma instancia do MISP esté
funcionando
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Agentes de |A (1 de 3)

How Al Agents Work?
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Agentes de |A (2 de 3)

Look at the sky,
do you think it
will rain tomorrow?
If so, give the
umbrella to me.

Reasoning from
the current weather

Storage
Memory

sfer

conditions and the Decision Making

weather reports on a3
the internet, it is = Planning
likely to rain / Reasoning
tomorrow. Here is
your umbrella.

Generalize / Tran:

MCP —-MISP
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Agentes de |A (3 de 3)

"JLA.RV.L.S.do Iron Man"
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\ MCP - Model| Context Protocol

MCP /> E/ Claude \i

architecture RS -~ | MCP clients| & 3 |
client.py ' | MCP hosts | :

Local data
sources
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Explicando as Integracdes via MCP

Model Context Protocol

External Resource:
MCP Servers
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MCP Client
= Predefined Prompts and Role

Chamadas locais
STDIO "misp-mcp"
(Python App)

PyMISP
(REST API)
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"misp-mcp"

£ misp-mcp  Pubiic @©uUnwatch 1 ~ % Fok 0 ~ ¢ Star 0
¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile t  Addfile - | <> Code ~ About &
A MCP server that enables LLMs to
$ marcelosz Refactor MISP client usage in server and tools, add recent events and... @ 2606447 - last week D) 5 Commits interact with MISP (Malware Information
Sharing Platform) instances for threat
W app Refactor MISP client usage in server and tools, add recen... last week

intelligence operations.

[ .env.example Add initial project structure with MISP MCP server implem... last week 0 Readme I /
[ .gitignore Add initial project structure with MISP MCP server implem... ast week Raecty I I l a rC e O S Z m Is p
Yr Ostars
dd initia ct structure wi SP MCP server last w
[) README.md Add initial project structure with MISP MCP server implem last week 53 Qe

[3 pyproject.toml Refactor project structure last week % Oforks
[ run_server.sh Refactor project structure last week Reloasas
A MCP server that enables LLMs to interact with
[ uv.lock Update pymisp dependency to allow versions >=2.5.10, re... last week
c ease MISP (Malware Information Sharing Platform
(] README 7= instances for threat intelligence operations.

Packages

No packages published

MISP MCP Server R

A Model Context Protocol (MCP) server that enables Large Language Models to interact with MISP (Malware Languages

Information Sharing Platform) instances for threat intelligence operations. —
Python 89.0% @ Shell 110%

https://github.com/marcelosz/misp-mcp
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https://github.com/marcelosz/misp-mcp

emo 2

Buscando por eventos recentes

Obtendo detalhes de um evento especifico

Solicitando apoio para deteccao de vulnerabilidade
Solicitando apoio para Threat Hunting, Detection Engineering
Pedindo a criacao de relatério detalhado com base no evento
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e Criandoum evento com base em relatério PDF
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Demo 4

e Criandoum evento com base em busca naweb
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Alternativas ao Claude Desktop

Opcbes compativeis um MCP Client STDIO atualmente

[ % Welcome to Claude Code

L il
m | | | ] H N [ ]
[ ] HE N Tips for getting started:
m [ 1 | | HE BN 1. Ask questions, edit files, or run commands.
gl ] I E . Be specific for the best results.
T ol [ L

[ ]
[ | ]
B
] 2.8
— 3. Create GEMINI.md files to customize your interactions with Gemini
4. /help for more information
0—=o =1
[ | H N l‘ [ | |
o] n HE EN
o— ) > 1
Press Enter to continyge &  ~/Desktop/app-de: mo

VS Code
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Consideracoes Finais

Custos do software utilizado / Al

- misp-mcp — totalmente gratuito (open source)
- Claude Al - R$100/més (plano Pro, que permite integracbes MCP)
- Gemini CLI — gratuito
Seguranca/Privacidade envolvendo ferramentas (LLM) de terceiros
- Anthropic (do Claude), entre outros, possui planos Enterprise
- Termos de privacidade mais rigidos
- Algumas ferramentas permitem o uso de:
- LLMs acessiveis via CSPs como GCP (Vertex Al) e AWS (Bedrock)
- LLMs locais (Importante — quanto maior/melhor o LLM, mais GPU sera necessario)

- Nofimdodia, teremos uma situacao similar a "Cloud Migration"
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Perguntas?

Siga-me no X, LinkedIn
e inscreva-se na minha newsletter

linktr.ee/marcelosz

Obrigado!
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