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Muito alem do phishing

Como Campanhas de distribuicdo de malware no Youtube quebram as defesas corporativas e alimentam
o0 mercado de credenciais



TLP:CLEAR

LUIZ EDUARDO
SALOMAO

Agente de Policia (PCDF)
Aluno — Mestrado Seg. Cibernética (UNB)
Aluno — MBA em IA (IBMEC)

Especialista em seguranga da informacdo e apaixonado por seguranca cibernética,
possui diversas certificacdes na area, como CEH, Pentest+, Privacy Manager
(CIPM) e CERT Incident Response Process Professional, ja tendo atuado em
CERT grandes empresas brasileiras. Atualmente, é responsavel por criar, implementar e
o R conduzir solucdes de Seguranca Ofensiva (Red Team/Offensive Security) e de
Inteligéncia Cibernética (CTI), bem como &€ membro da equipe de resposta a
A, incidentes (CSIRT) da Policia Civil do Distrito Federal (PCDF) - SSTI/DITEC/DGI,
CEH PenTest+ | atuando como analista de Ultimo nivel em eventos criticos que poderiam gerar

impacto na sociedade.
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Infostealer: Malware developed to infiltrate systems and steal
confidential data, such as login credentials, financial details,
personal information, and device and network information.
Once installed, it extracts information from browsers,
password managers, and even the clipboard.

Kela Inside the infostealer epidemic: exposing the risks to corporate security
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70%

Checkpoint Cyber security Report 2025
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Checking your valid emails for bl
Prefix: Stealer x Filters ~
Thread-Santa-Stealer-A-modern-information-stealer
STICKY THREADS ~
Verified  (Official [RENT] XFiles Resident Loader - Spyware/RAT - HVNC - Clipper - Live Keylogger - 7 Replies: 35 Thursday at 7:49 PM .
DeerStealer FREE TEST [$200 - $6.000/MONTH] Views: B8 LT
B ) LuciferXfiles - 23.04.22
4 BreachForums >  Marketplace >  Services >  Santa Stealer - A modemn information stealer
\A’ (Official (Stealer) AURA Stealer - Bam 370 He HyxHo (LLlyuy. HyxHo. Cpouto!) B Replies: 26 010226 W
AuraCorp - 16.07.25 Views: 6K AuraCorp
Santa Stealer - A modern information stealer
by SantaStealer - Sunday December 28, 2025 at 06:08 AM X (offcal [XILLEN STEALER V5] HVNC - Keylogger  Crypto Clipper - Wallet Bruteforce | $200/mec B Replies: 3 180126 3¢
e (@Kums) Views: 663 xillencorp ==
xillencorp - 31.12.25
Y . . .
Santa Stealer is a Windows based stealer developed in C, NORMAL THREADS
* We have a Web Panel for creating, n
g‘ g Q (ome Misericorde Stealer(C++ stub) - USER-HOST PANEL / v10&v20 decrypt / FOR ALL 79$ + Replies: 4 140126
- R + You can configure modules to take certain data and cho 1367283233 - 17.1225 e &5 QEArEED
‘@ )
Q“ () You can generate and purchase a plan in less than 1 minu The Void Stealer - | 80%+ otcryk | V20 ofixoa | 20+ 1100+ i | i Replies 4 Fridayat703AM |
Sanhswe%ler For a full list of features, product information and detailed Views: 301 jhaVoidStaalag
TheVoidStealer - 30.01.26
Basic - $200/month
Premium - $300/month 4| Chsa AID Stealer Replies: 2 10126
Lifetime (Premium) - $1000/lifetime e T e
Posts: 8
Threads: 2
Joined: Dec 2025
Reputation: 60
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/d/fraudship

Rules & FAQ

spreading malware

1 Q
Need workers to spread crypto malware I hello how can i spread my malware to more people? rn im just dming random people on discord who are in some cheat servers but most of the til
help is appriciated

Need workers to spread malware to steal crypto. Made a malware that can steal Ledge
https://dump.li/image/3849723f31d62d22.png

10 comments
There are websites where people buy properties or luxurious watches with crypto. Just

It's a lot of social engineering and | can't do everything on my own. Pm if interested CO m ments

Top

8 4 O

IPost "cheat tutorials” (or anything else) on social media. I

Reply  Permalink

even then you would need footage of u using the cheat so ppl dont get sus abt it, where would u get that

Reply Permalink

-
& N
you can try SE, like making friends then sending them malware, takes a bit more time though

Reply Permalink

(- 4]

I create a YT channel and post tutorials and in the description put link with the software with malware I
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/d/malware .. .

oy €) I
Malware spreadation

Hi guys i need ways to spread malware. | tought of those free valorant skin changer kind of shit but i need a gmail acc + a new account probably
wont get too many views. Im targeting mainly normal windows users + gamers since theyr mostly broke and cant affrord edr and the shitty free ones
will be no problem to me. Servers would be great too but this is a cryptominer so itll get noticed pretty quick even tough its custom made.

Appreciate any help ty in advance.

6 comments

adl

target kids games e.g minecraft, roblox by saying free cheats or free roboux hack, among us, etc
if you interested we can help each other, i might can try to combine your malware with a real cheat,

Reply Permalink

- k4l Bl
- Sorry im late to answer but if you have real cheats that we could combine together i would be happy to cooperate.

Reply Permalink




TLP:CLEAR

FUNDAMENTOS

Captura



TLP:CLEAR

FUNDAMENTOS

Exfiltracdo



V.

Arquivo Editar Exibir Ir Captura Analizar Estatisticas Telefonia

ADAG MmBRBE R e>2=¢ 3 F

vvwvvwvw

ip.dst

Source Destination
.551327 192.168.100.12

.606713 192.168.100.12

.613988 .168.

.688993

.689488

.806177 .168.1

.861155 .168.

.264388
12750.. 146.591120
12750.. 146.647352
12750.. .647766
12750.. 6.702746
12750.. 146.704181
12750.. 146.705609 .168.1
12750.. 147.160201 .168.1
12750.. 147.483454
12751.. 147.537893 .168.1
12751.. 147.538269 .168.1
12751.. 147.592158 192.168.1
12751.. 147.596009 .168.
12751.. 147.597454 .168.
12751.. 148.009726 .168.100.12
12751.. 148.312908 .168.100.12
12751... ] 370441 .168.100.12
12751... ] 370826 .168.100.12
12751.. 148.424754 .168.100.12
12751.. 148.426287 .168.100.12

Frame 1275081: Packet, 213 bytes on wire (1704 bits),
Ethernet II, Src: f8:73:26:e4:05:9f (f8:73:26:e4:05:9
Internet Protocol Version 4, Src: 192.168.100.12, Dst
Transmission Control Protocol, Src Port: 49772, Dst P
Transport Layer Security

Semfio Ferramentas Ajuda

Qaeamm

Protocol Length Info
66 49772 > 443 [SYN] Seq=0 Win=65535 Len=0 MSS5=1460 WS=256 SACK_PERM

5.
212

54

54
147

213
54
66
54

404
54

66
54
404
54
105

49772 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

Client Hello

49772 » 443 [ACK] Se 59 Ack=1132 Win=262144 Len=0
49772 » 443 [ACK] Se 9 Ack=1955 Win=26112@ Len=0

Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2

=252 Ack=2213 Win=260864 Len=0

Application

49772 » 443 [ACK] Seq=411 Ack=2417 Win=262144 Len=0
49773 » 443 [SYN] Seq=0 Win=65535 Len=@ MSS=146@ WS=256 SACK_PERM

49773 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

Client Hello

49773 » 3 [ACK] Se 51 Ack=110 Win=261888 Len=0
sage

crypted Handshake M

K 07 Ack=373
49774 > 443 [SYN] Seq=0 Wi 5535 Len=0 MS5=1460@ WS=256 SACK_PERM
49774 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0
Client Hello
49774 » 443 [ACK] Se 51 Ack=110 Win=261888 Len=0

Change C Encrypted Handshake M

-
2

sage

= Ll 84 Ack=2494 Win=262144 Len=0
49775 » 443 [SYN] Seq=0 Win=65535 Len=@ MS5=146@ WS=256 SACK_PERM

49775 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0

Client Hello

49775 > 443 [ACK] Seq=351 Ack=11@ Win=261888 Len=0
Change Cipher Spec, Encrypted Handshake Message
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YOUTUBE COMO VETOR DE DISTRIBUICAO DE MALWARE
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@ Media cisosTorReEs  TOPICS  TOPICHUBS ~ EVENTS ~ PODCASTS ~ RESEARCH  SCAWARDS

Threat Intelligence, Malware

Infostealer malware now targets cracked
software users

Blog da Zscaler

Making victims pay,
infostealer malwares mimick
pirated-software download
sites

MITESH WANI, KAIVALYA KHURSALE
August 23, 2022 - 9 Min. de leitura
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STARLINK

R$ 499 pela Kit Mini \
(antes R§+399), 7%
velocidades de até
260+ Mbps

P ee——

FREE CS2 CHEATS
RuX - Playlist

FREE CS2 CHEAT! UNDETECTED HACK FOR CS2! / ONLY FREE CHEAT OUT! #FREECS2CHEAT - 333

USING A FREE CHEAT IN CS2 PRIME MATCHMAKING! / UNDETECTED! - 745

Ver playlizt completa

TOP 3 MELHORES CHEATS GRATUITOS PARA CS2 EM 2026! H

67 mil visuslizacbes - hi 2 meses
RuX

Scx2chests #es2chesting 4 Chests Premium pars CS2: hitp

-cheats.com/ 4 Anyx: hitpe://anyx.g9/  Invision: https

Como usar cheats no CS2 sem ser banido (Guia completo) H

46 milviusizaghes - hd 10 horas
-

Como usar o software CS2 sem ses banido (Método Secreto de 2026) # Software CS2 3qui d hitps://ggwpchests.ryz ® s

Now

3 momentoe o | Tutcrisl | Gameplay N

Termina em 31/07
6t Mini 3 partiede RS 499 em regibes selecionsdas sté 31/07

Patrocinado - Starlink

3 cheats gratuitos para CS2 para experimentar em 2026

107 mil visuskzagBes - hd 2 meses
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‘Adobe Acrobat Pro Crack 2026 Free Download Full Version — Patch, Keygen, Serial Key,
Portable, Windows, MacOS
Stavisa Stojsnovc + Playlist

Annoying Adobe Geruine Alert? Here's How to Remove It - 544

= Adobe Acrobst Studio (2025) - 4:58

Software for Streamiining Docurment Review Proce:

Ver playlist completa

‘Adobe Photoshop Crack 2026 Free | Download Photoshop Crack Full Version |
Photoshop 2026 Keygen, Serial, Patch, License, Activation
Adobe Photoshop Crack 2026 Free » Playlist

A\ ADOBE PHOTOSHOP: HOW TO DOWNLOAD & USE PHOTOSHOP ON PC / LAPTOP FOR FREE @ (2026) - 1:44
How 10 Downlosd Photoshop For Free | Crack Safe o Use? 2023 - 11:45

Ver playlist completa

‘Adobe Premiere Pro Crack 2026 Free Download Full Version — Patch, Keygen, Serial Key,
Portable, Windows

Mulivers Récap  Playlet - Atusizado ha 2 dias

How 10 Downlosd Adobe Premiese Pro for FREE on PC, LAPTOP & MAC (2026 Updated Way) - 1:19
How 10 Downlosd & Install Adobe Premiere Pro 25 Full Version Trial for FREE without Cred Card - 1021

Ver playlist completa

‘Adobe Acrobat Pro Crack - Free Download For Pc | Full Version & Tutorial
Ricky Cabaero - Playlist

NEW FreePDF 2025 PDF Editor | Adobe Acrobat Pro DC PDF Edtor Free Altemtive | Lifetime Givesway - 427
How 1o Downlosd & Install Adobe Acrobst Reader for free on Windows 10/ 11 [Updsted August 2022] - 209

Ver playlist completa

‘Adobe Acrobat Pro Crack 2026 Free Download Full Version — Patch, Keygen, Serial Key,
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» YouTube ™

|
. loader shared by "KOLYAN n < h 4

SIGN UP L

NAME

Is This the Most Undetected Valorant Ch

e D | derai
Inscrever-se oader.zip
= 412 inscritos

1 visualizagao ha 8 dias
# Download: in comments
¥ Password: 2288

ari = Ordenar por
e p Video upload: 2026-05-07
PB Adicione um comentario Flle upload 2026_05_13
- T 1 8 dias

Pass - 2288

¢ &  Responder



Landing Page

» YouTube ™

%100 O @ = \!/

sesrere
i g T A= ~e———
¢ | t x

1 Used Undetected Valorant Cheat in Immortal Lobbies (Insane)

saiill el Inscrever-se 0
0o G &o @

2 mai. de 2026
‘alorant Cheat in Immortal Lobbies (Insane)

¥ Link: ht v.blogspot.com/

Want to reach Radiant without risking your account? This Valorant cheat got me there in one week—no bans, no issues, just strai¢
gameplay, and prove why this Valorant cheat is the safest option you'll find. No fake claims, just real proof. Watch the entire videc
completely undetected in 2026.

ukshzI8H9

Searching for Valorant cheats that won't get you banned? We tested the top Valorant hack in real Radiant matches. Watch the full
cheats. Get the proof and decide if this is the best Valorant hack for you—safe, undetected, and built to rank. This is why it's the #

Tags(ignore):
cheat, cheats, hack,cheat free hack, esp hack hacks download,valoran
di load,val aimbot di load,val wallhack,how to hack valorant,valorant hack esp,free valorant hack,valorant hack frt

pc,valorant undetected hack

DOWNLOAD LINK
UPDATED

PASSWORD:

FOR WINDOWS:
https://lwww.mediafire.com/file
ive.rar/file

Good luck!

at January.14,2026 No comments _
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Social Gate

€ > C 25 youtube.co

» YouTube ™

200.043 visualizagdes 9 de jan. de 2025
& Download Patch:
# Password: 2025

jTs0e

ZY 1.8mil

@ Creative (
)

% Adobe Premiere Pro

&= Download: link/ghqlé
/2 Password: 2025

Myzmi G 2D

23 comentarios = Ordenar por

. Adicione um comentario.

A> Compartilhar

(@Fryzen-youtube hi 3 meses
Thank you!
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It worked perfectly for almost a month, and now, when I try to close the program, it freezes. The same happens even after a clean

reinstallation on Windows 11. What could be causing this?

Hoe @ Responder
(@0r50SBR_offcial ha 4 meses
thanks for the passwort :3
H1 @ Responder
(@rayansabbir7554 hi 5 meses
thank you so much brother

you are a angle
take love @

Ha @ Responder

(@Ruskaka ha 3 meses

BROOO thanks so much, saved me hours 2%
& 2 G Responder

(@KuchKaamkar ha 5 meses
thank you brother

IERE PRO CRACK / ACTIVATED PREMIERE PRO [Al] VERSION &

\ Download K Clipe  ee
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m Content Locked Content Locked

Co EI‘I. |' ocked Follow the social steps to proceed SONOW LIS SOCic! SINpS Do pincesd
nt t k i i Step3of3
Follow the social steps to proceed Step2of 3 ° o &
° &
Steplof3
foc=t
Like
Subscribe —
See Why You Should Start A See Why You Should Start A
=% Habit Of Chewing Cloves... 4% Habit Of Chewing Cloves...
o Nt
Watch Video

Press play to start
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POPULATION (N) SAMPLE (N) LINKS OFFLINE CHANNELS
209 UNIQUE VIDEOS
PROJECT NAME QUERIES USED PERIOD ACHIEVED PIPELINE STEP LINKS / EVIDENCES
[ valorant cheat free ]
[ €52 hack no ban ]
| fortnite aim legit |
[ roblox delta executor ]
Deep Ocean Fishes
‘ [9'3 V aimbot mod menu ] Start: 09/02/2026 23:51 [ "
; 3 B Completed — 529 new links from 31J 1044 Evidences
[ photoshop crack ] END: 10/05/2026 20:49
REF_TZ: AMERICA/SAO_PAULO + PROJECT MASH (SHA256): SEC2C205 PROJECT HASH (MDS): EEF1C1ED

| i stuio full version activat...
| office 365 crack activator |
|
[

autocad lifetime installer J

adobe crack ]

Displaying 1isolated database(s).
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Untitled

= | Adobe.Premiere.Pro.2025

Add

T Pin to Quick Coy
access
Name

config * >
packac
win64
& cserr
[ Set-up ) Searches
B Videos
I This PC
¥ 3D Objects
I Desktop
%] Documents

& Downloads

& Pictures

#P Saved Games

Adobe.Premi

O Whuic
&= Pictures

B Videos

> w yadn
N/ New item ~ open - [ selectan
v =

o | Edit Select nong

£ Easy access ~
Delete Rename  New Properties

folder @ristoy ]

ThisPC > Downloads > Adobe.Premiere.Pro.2025 »

o - Information
Name Date modified

config User. admin Company:  ASUSTeK COMPUTER INC

package Integrity Level MEDIUM Version: 22.130.0.5

win64

| CSERHelper.dil 6/20/2017 6 pplicati

[N Set-up.exe 12/9 V Applicatior 2 Images

Modules

c:\windows\system32\winnsi.dll
c:\windows\system32\nsi.dll
c:\windows\system32\urimon.dil
c:\windows\system32\netutils.dll

c:\windows\system32\srvcli.dil

‘i Local Disk (C:)

T Libraries

b Network

Process

chrome.exe

chrome.exe

chrome.exe

chrome.exe

chrome.exe

chrome.exe

c:\windows\system32\schannel.dl|
c:\windows\system32\mskeyprotect.dil
Filename c:\windows\system32\ntasn1.dll

C:\Users\admin\AppData\Loc)\Google\Chrome\User Data\Default\Search Logos\logo c:\windows\system32\msasn1.dil

SHA256: 6CB3EAE187CFF7D657ACT

MD5: 7E8CEF5EB91FAB25B6B3BD7CFD558599 c:\windows\system32\dpapi.dil

C:\Users\admin\AppData\Local\Qpogle\Chrome\User Data\Default\GCM Store\Encryption\LOG.

MD5: 2CB962E74D2A4F00E77AF2Y276B1296B SHA256: E1ACBDF1D32FF38B7EEE2

C:\Users\admin\AppData\Local\Gooyle\Chrome\User Data\Default\Preferences~RF123c36.TMP

MD5: 6997AF45400544D0CD51227! SHA256: CDDIE91DC55453E9BA7CB08721BC71C4BE34CBD83AA7047A87C37EFFF3E71AD4

I C:\Users\admin\AppData\Local\Google\Chrome\User Data\Local State I

MD5: 5E67C6F7F423BSAEE9EF93B8FD570C28 SHA256: 3C74EFCFBAE1399B68A6E288271D0F3F37B2EF559D24B319DC80741B6DE46E0S

C:\Users\admin\AppData\Local\Google\Chrome\User Data\Default\38a03ed3-ad2c-488b-bf8b-b1ce18d450dd.tmp

MD5: 9BF80D2DBA300A6FD6CCS1EA3511E6BD SHA256: 2986213E13E8CFC59CB5DD14A20688FE682B95A76F55A0ADF086883A8AC54600

C:\Users\admin\AppData\Local\Google\Chrome\User Data\Default\Preferences

MD5: 9BF80D2DBA300A6FD6CCS1EA3511E6BD SHA256: 2986213E13E8CFC59CBSDD14A20688FE682B95A76F55A0ADF086883A8AC54600

Clipboard i Organize Open 752 'C:\Users\admin\Downloads\Adobe.Premiere.Pro.2025\Set-  C:\Users\admin\Downloads\Adobe.Premiere.Pro.2025\Set-
up.exe’ up.exe
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explorer.exe
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Social Gateway

Direct Download

Landing Page

0% 20% 40% 60% 80% 100%

B Offline (Dead) B Paid/Monetized I Pending B Active/Analyzed

Maioria dos links sociais leva para Discord ou Telegram, e entdo para uma loja
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1000
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100

Comments

e @ e Coglis oo comee o

1 10 100 1000 10k 100k

Views

@ PENDING @ CLEAN NOT_IDENTIFIED . POSSIBLE_INFOSTEALER ‘ INFOSTEALER

Maioria dos infostealers confirmados estavam em videos recentes com poucas visualizagdes
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POSSIVEL CAMPANHA COORDENADA?



ADVERSARY OPERATIONAL WINDOW

HEATMAP (UTC HOURS)
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2
=
e

Week Da

Fri—

Sat

Sun-—
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8h oh 10h - 12h
Hour (UTC)

17h ‘IBh

Muitos uploads entre 11 AM e 11 PM UTC

19h

I
20h

_'-

i
21h
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|
22h

pxi]

1%

1%

SVG

Relative Intensity (%)
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Propagated
35.6%

Composition
64.4%

Mais de 30% dos videos analisados distribuiam o mesmo binario



LINK INBESCRIPTION

Delta Executor [New Update] | Roblox x Delta Executor [Menu] | Delta Exploit ios/androl

Gema
: Inscrever-se {b 2 q;
@ 4,81 mil inscritos

60 visualizagoes 30 de abr. de 2026
Link: https:/divi
Password: dx2026

TLP:CLEAR_.
LINK IN DESCRIPTION

Valorant Hack [Free Menu] | BEST Valorant Cheats [Legit & Rage] | Valoran |

2) publagem automética

Mist Inscrever-se
1,49 mil inscritos

30 visualizagoes ha 1 més
Link: https://divi
Password: dx2026

...mais

E.g. 4 canais com o

CRIPTION

Valorant Hack [Free Menu] | BEST Valorant Cheats [Legit & Rage] | Valoran Hacks [Dc

NUR ¥ Inscrever-se s
1,21 mil inscritos

46 visualizagoes ha 2 semanas
Link: https://divil

Password: dx2026

...mais

mesmo link

LINK IN DESCRIPTION

Roblox KRNL Executor | Best Roblox Executor | How To Install Rol

Sport Sc
W PO 2 Inscrever-se
6,25 mil inscritos

21 visualizagoes ha 5 dias
Link: https://divi
Password: dx2026

...mais
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EVOLUCAO EM DETECCOES



Avg VT Positives

DO

D1

DeteccBes quase triplicaram (5d)

D3

+1 8D
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O PROBLEMA CONTINUA SENDO O USUARIO



W W = [F

Arquivo Inicio

€« o

5 Acessc

& Rede
Q Linux

Compartilhar

<« RivalMo... » RivalMods

Nome

config

lib
=] ReadMe.txt
| | resources.jar
[ RivalMods.exe

Exibir

A

v

| ReadMe.txt - Bloco de Notas

Pesquisar em RivalMods P

Arquivo Editar Formatar Exibir Ajuda

hhanks for

If you do not have a working soft, the problem may be that the antivirus
low vou to inject it into the game.
it is recommended to disable antivirus before running

does not al
Therefore,

installing our software!

the

software.

Ln 1, Col 1

140%

Windows (CRLF)

UTF-8

TLP:CLEAR )

_-Saiba mais
sobre est.::
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Q Pesquisar nas configuragées
& Servigos do Google e de sincronizagio ©)

L Luiz Eduardo Paes Salomao

. Rk Rk § Desativar
@ Sincronizado com luiz @gmail.com

Sincronizagao
Gerenciar o que é sincronizado >

Controle como o histérico de navegagao é usado com seus outros dados nos Servigos do Google 2
Para acessar a personalizacdo. inclua o Chrome na Atividade na Web e de abps

« Senha salva no navegador

* Sincronizacao habilitada

« Compartilhamento de dispositivos em casa
» Utilizacdo indevida



