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WHOAMI

v" Auditor de ciberseguranga (2010) m
v' APF — crimes cibernéticos (2005-2010) andretorresbr

v' Bacharel em Ciéncia da Computacao pela Universidade de Brasilia
(UnB). Pos-graduado em Seguranca da Informacao (UPIS) e em
Governanca de Tecnologia da Informacao e Comunicagcao no Setor
Publico (UnB).

v' Experiéncia nas areas de gestao de incidentes e vulnerabilidades,
seguranca em infraestrutura do AD, ofensiva e auditoria.

v' Consultor de ciberseguranca e instrutor de cursos de AD, ADCS, Purple
Team
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O desafio da gestao de acesso privilegiado

Atacante nao mais
hackela, ele acessa

R

73% dos ataques de ransomware usaram identidades como vetor de
acesso inicial

Descoberta foi documentada no State of Ransomware 2026 da Sophos, anunciada hoje (15) pela empresa. De acordo com os executivos da
companhia, esse cenario e fruto de uma coordenag¢ao maior de diversos eventos maliciosos a partir da Inteligéncia Artificial, exigindo que a
Ciberseguranca caminhe com mais urgéncia a defesa interconectada

o Por: Matheus Bracco @ julho 15,2026 @ Destaques
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O desafio da gestao de acesso privilegiado

 Dificuldades da gestao de contas privilegiadas SOMEONE FIGURED
+ Senhas fracas | i aamin 0||TMY‘I’ASSWOIIII

Password: admin
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O desafio da gestao de acesso privilegiado

» Dificuldades da gestao de contas privilegiadas

» EXxcesso de privilegios + privilegios constantes

lm

)
., .""' )

Fractional

CISG

Sure, just take
ALL the keys!
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O desafio da gestao de acesso privilegiado

» Dificuldades da gestao de contas privilegiadas

* Senhas imutaveis, sequenciais ou raramente modificadas

CHANGINGAYOURIPASSWORD EVERYONE COMPLAINS
) ABOUT MONTHLY PW RESETS

_ PASSWORD1TO
BRPASSWORD?

ANDIMJUST SITTING HEREWITH
THE "DOES NOT EXPIRE" GHEGKBOX

smgilplcom
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O desafio da gestao de acesso privilegiado

» Dificuldades da gestao de contas privilegiadas
 Se nao for fraca, onde armazena-las?

 Na vida , usamos gerenciadores de
senhas

 Bitwarden, LastPass, 1Password, etc

 E navida corporativa?

N—

If forgetting password
was a talent™  §
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O desafio da gestao de acesso privilegiado

"Working In Cyber Security
is not stressful at all”

Peter - 31 years old
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f Demonstragao: o cofre em agao

Conclusao e proximos passos
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Active Directory (AD) e a importancia do Tiering

3 Autorizagao

Concedendo acesso a recursos
com base em funcgoes e politicas.

2 Autenticacao

Valida a identidade do usuario
através de senhas, biometria ou
outros fatores.

1 |dentificacao

Estabelece a identidade do usuario
através de identificadores unicos.

Active Directory
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Active Directory (AD) e a importancia do Tiering

Production Forest
I!! andre.torres da

andre.torres a

andre.torres

.—'.'.—.—-._“-
y o= |
- e -
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A solucao: HashiCorp Vault (cofre de segredos)

* Ferramenta aberta para gerenciamento e acesso a secrets

« 2023 mudou licenga para BSL, fork OpenBao

 Armazena chaves de API, usuarios + senhas, certificados, tokens, etc
* Prové interface de acesso unificada aos secrets

» Controle de acesso: quem pode acessar uma secret

* Logs de auditoria detalhado: quem acessou o que

* Centralizacao de secrets que antes estavam espalhados em estacoes
de devs e servidores (secret sprawl)

HashiCorp

Vault
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A solucao: HashiCorp Vault (cofre de segredos)

e (Gerenciamento de secrets

» Estaticos ("KeePass corporativo com API")

» Armazena secrets no cofre de forma criptografada E = -

* Nao expiram ou revogam a credencial

* Credenciais permanentes

» EX: credencial de um usuario permanente no SGBD

* Dinamicos (JIT)

L'l
AN

* Criacao de secrets no momento e com vida curta
» Credenciais temporarias (TTL)

» EX: credencial temporaria de SGBD para uma operacao especifica
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A solucao: HashiCorp Vault (cofre de segredos)

» Secrets engines
* Plugins de gerenciamento de solucoes

 Banco de dados (PostgreSQL, MySQL, MongoDB,
MSSQL, Oracle, Snowflake, etc)

» Plataformas Cloud (AWS, Azure, GCP)
» Orquestracao (Kubernetes, Nomad)
* Redes e acesso (Consul, RabbitMQ, SSH)

« TOTP
e PK] HashiCorp

. LDAP/S Va u It
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A solucao: HashiCorp Vault (cofre de segredos)
o

 Secrets engine  escolhida: authentik
LDAP/S

« Rotacao das senhas de
contas privilegiadas (Tier 0 e SRUAUTHENT
Tier 1) a cada 1h /

Domain Controller
Windows Server 2025

» Senhas complexas de 64 2 Renas uscanos da bt 3 o2 oI

10.0.0.10

3.2 2FA obrigatario (TOTP ou Passkeys)

caracteres

Rotacionamen to das
senhas a cada 1h
v vault rotation

« Usuario username sO tem
acesso a senha de suas
contas username e
username da via Vault indows 11 -

2. Redireciona a autenticacéo
ao |[dP Authentik via OIDC

N
Y i

1. Acessa o HashiCorp Vault como CORP\andre . torres

WK S-01 4. Acessa as secrets das contas privilegiadas de seu usuario SRV-VAULT
10.0.0.50~150 Ex: andre.torres_a (Tier 1) e andre torres_da (Tier 0) —ﬂ] ;] 0.36
HashiCorp

Vault
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A solucao: HashiCorp Vault (cofre de segredos)

 Para um usuario ter sua senha rotacionada, basta inclui-lo no grupo de
rotacao de senhas

Rotacionar senhas via Vault Properties { > T0 Admins Properties T X T1 Admins Properties 4 s
Object Securty Attribute Editor Object Security Adtribute Editor Object Security Aftribute Editor
General Members Member Of Managed By General Members Member Of Managed By General Members Member Of Managed By
Members: Members: Members:
MName Active Directory Domain Services Folder Mame Active Directory Domain Services Folder MName Active Directory Domain Services Folder
JE‘TD Admins corp local/Tierl/Grupos $ Andre Tomes (T0 Admin) corp local/Tierl/Usuarios i Andre Tomes (T1 Admin) com local/Tier1/Usuarios

ﬂﬂﬂ Admins corp local/Tierl/Grupos 3_3 Rodrigo Matos (TO Admin)  corp local/Tierd/Usuarios 3_-; lsac Teixeira (T1 Admin) comp local/Tierl/Usuarios
3_'; Rodrigo Matos (T1 Ad... comp local/Tierl/Usuaros

Add... Remove Add... Remove Add... Remove

K Cancel Apply Help 8] Cancel Apply Help I QK Cancel Apply Help
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A solucao: HashiCorp Vault (cofre de segredos)

Script de sincronismo
« Executa a cada bhs

* Varre os membros do grupo do AD e garante que todos estao sendo
gerenciados pelo Vault

Se algum usuario foi inserido no grupo, insere no Vault

Se algum usuario foi removido do grupo, remove do Vault

>t@srv-vault: /opt/vault/sync# vault list corp.local/static-role/
]5 eys

andre.torres a

andre.torres da
lsac Tul?ulli a
ydrigo.mato a

rc
rodrigo.matos 11
root@srv—vaunu l1‘ opt/vault/sync# I
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A solucao: HashiCorp Vault (cofre de segredos)

» Script de sincronismo

——— INICIO DA SINCRONIZACAO AD/VAULT (Wed Jun 10

——— Autenticando no Vault wvia AppRole ——-
[SUCESS0O] Autenticado e token de curta duracéd&o obtido.
Buscando contas de servigco recursivamente no grupo 'Rotacionar senhas wvia Vault' (DN: CN=Rotacionar senhas wvia Vault, OU=Papeis,OU=Tier0, DC=corp,DC
=local) ...
Contas de Servico encontradas para Static Roles:
andre.torres a
isac.teixeira a
rodrigo.matos a
andre.torres da
rodrigo.matos da
——— Processando criac&o de Static Roles ———
—> Processando role: andre.torres a
[INFO] Static role andre.torres a ja existe. Pulando criacéao.
—> Processando role: isac.teixeira a
[INFO] Static role isac.teixelra a Ja existe. Pulando criacéo.
—> Processando role: rodrigo.matos a
[INFO] Static role rodrigo.matos a Ja existe. Pulando criacéo.
—> Processando role: andre.torres da
[INFO] Static role andre.torres da ja existe. Pulando criacéo.
Processando role: rodrigo.matos da
[INFO] Static role rodrigo.matos da ja existe. Pulando criacéo.
Processando limpeza de Static Roles obsoletas

FIM DA SINCRONIZACAO AD/VAULT (Wed Jun 10
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A solucao: HashiCorp Vault (cofre de segredos)

» Como proteger o acesso ao Vault?
» Autenticacao OAuth2/OIDC com ldentity Provider (IdP) - MFA seguro

How Identity Providers Work

0) = (5
&y aD 0o
User Service Provider (App) |dentity Provider

Tries to log in
Hands off auth

Validates user identity

Ze

Sends confirmation
User logged in

Fonte: https://www.descope.com/learn/post/identity-provider
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Autenticagao segura: Authentik IdP

» Solucoes abertas de IdP: Keycloak, Authelia, Authentik

T avthentik

authentik
Core Capabilities authentik Okta Microsoft ADFS Azure/Entra ID Keycloak Duo Authelia
Self-host Anywhere Y > X Y, X Y, Welcome to authentik!
Email or Username *
MFA @ v v/ X v v/ v v Email or Username
Conditional Access v v v v v
Open-source/Source Available v’ X X X v’ X v
Or
Application Proxy v/ X v X X
‘ Use a security key ‘
FIPS Compliance v v v v x
Enterprise Support v’ v’ X v v X Q L G
WebAuthn (Passkeys) v v v v v v v
GeolP / Impossible Travel v v v v X v )4
Remote Access (RDP, VNC, SSH) v X X X X X X
OIDC Back-Channel Logout v X X X v X X
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Autenticagao segura: Authentik IdP

* Autenticacao LDAPs integrada ao Active Directory

Connection settings

Server URI * |daps://corp-dc.corp.local:636
LDAP Source Specify multiple server URIs by separating them with a comma.
Federate LDAP () cEnable StartTLS
D]rectgry with To use 551 instead, use '|daps://’ and disable this option.

authentik, or create
o Use Server URI for SNI verification

Required for servers using TLS 1.3+

new accounts in
LDAF,

TLS Verification rootca
Certificate

When connecting to an LDAP Server with TLS, certificates are not checked by default. Specify a keypair to validate the
remote certificate.

authentik
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Autenticagao segura: Authentik IdP

* Enforcement de MFA para todos os usuarios

Stage used to validate any authenticator. This stage should be used during authentication or authorization flows.

Name * default-authentication-mfa-validation

v  Stage-specific settings

Device classes * (] Static Tokens

TOTP Authenticators
WebAuthn Authenticators

1 Duo Authenticators
] SMS-based Authenticators

(1 Email-based Authenticators

Device classes which can be used to authenticate.

®
q U III h e n II. I k Mot configured Force the user to configure an authenticator -

action *
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Autenticagao segura: Authentik IdP

* Criacao de Application e Provider OIDC no Authentik

New application New application

Create a new application and configure a provider for it. Create a new application and configure a provider for it.

o Application Configure The Application 1 Application Choose a Provider Type
2 Choose a Provider . e Choose a Provider
Name * HashiCorp Vault
2 anf = Provider N . ] (—GI;
3 Configure Provide The name displayed in the application 3 Configure Provider d"" LS\ - =
4 Configure Bindings L .
: 4 Configure Bindings
Slug * hashi-corp-vault e s . OAuth2/OpenlD SAML Provider RAC Provider Proxy Provider
5 Review and Submit
1= . Internal application name used in URL 5 Review and Submit Provider .
Application SAML 2.0 Endpoint Remotely access Protect
Application : PP icat]
_ pplica OAuth2 Provider for applications computers/servers applications that
Group e.qg. Collaboration, Communicat , , , :
for generic OAuth which support via RDP/SSH/VNC. don't support any
Optionally enter a group name. Applic and OpenlD SAML. of the other
Connect Protocols by using
Policy engine mode * @ ANY Applications. a Reverse-Proxy.

Any policy must match to grant ac
- ALL

All policies must match to grant ac

i s SCIM

Radius Provider LDAP Provider SCIM Provider

> Ul Settings

Next Cancel Allow applications Allow applications SCIM 2.0 provider

MNext Cancel

dorrmrernk
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Autenticagao segura: Authentik IdP

» Restricao via policy: apenas usuarios Tier 2 se autenticam no Vault

New application

Create a new application and configure a provider for it.

1 Application Configure Policy Bindings

2 Choose a Provider These policies control which users can access this Executes the python snippet to determine whether to allow or deny a request.

Bind existing policy/group/user Name * Apenas usuarios da Tier 2

: : ] Order | Binding
5 Review and Submit L . .
{ . Execution logging
Application

I FPolicy Apenas usuarios da T

3 Configure Provider

e Configure Bindings

When this option is enabled, all executions of this policy will be logged. By default, only execution errors are logged.

v Policy-specific settings

Expression * 1 # Verifica se o DN do usuario esta dentro da OU desejada

2 user_dn = request.user.attributes.get("distinguishedName™, "").lower()

3 return user_dn.endswith{"ou=usuarios,ou=tier2,dc=corp,dc=local™)

Expression using Python. See documentation for a list of all variables.

r

MNext Cancel
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Integracao LAM + Authentik com 2FA

* Criacao de Application e Provider OIDC no Authentik

New application

Create a new application and configure a provider for it.

1 Application ClientID * ekmAoC2UyIx11wPVhynfeWQdZj1MkkOpjmS2F6aG
= I
2 Choose a Provider Subject mode * O Based on the User's hashed ID
Client Secret JVMar dmP... @ . :
o Configure Provider Based on the Users 1D
et I
P rnaBai s Dinilnsie £ =
4 Configure Binding BeLUROG: & Ay Based on the Users UUID
- o (RegEXx) . :
5 Review and Submit Valid redirect URIs after a successful authorization flow. Also specify any origins here for ) Based on the User s username
Application Implicit flows | ]
~ -
If no explicit redirect URIs are specified, the first successfully used redirect URI will be saved / E-EISE‘C' on tl"IE‘ Users Eﬂ"lEIIl
To allow any redirect URI, set the mode to Regex and the value to ".*". Be aware of the possible This 1s recommended over the UPN mode.
security implications this can have
e I
@ Based on the Users UPN
Logout URI https://srv-hashicorp.corp.local/auth/logout Requires the user to have a 'upn’ attribute set, an
URI to send logout notifications to when users log out. Required for OpenlD Connect user ID. Use this mode -:Ir'||:,f if you have different L
Logout functionality
Configure what data should be used as unique
Logout Method * ® Back-channel
. Front-channel
Next l Back I Cancel
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Demonstracao: o cofre em acao

» Cenario: acesso valido as credenciais usando Passkey
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Demonstracao: o cofre em acao

» Cenario: acesso valido as credenciais usando Passkey

I® Yubico Authenticator — O >

= L

YubiKey 5C NFC

DETAILS
S/N: 27574490 F/W: 5.7.4 P El S S key S FIDozZ

RP ID srv-authentik.corp.local

google.com Display Name Andre Torres
(1 Home g @gmail.com User Name andre.torres
User ID ddc75ed7bddcf7c75ee3s
9 Accounts login.microsoft.com Credential ID c206b7cbde246fba8891¢
gov.br

ay Passkeys ACTIONS

login.microsoft.com

moutlook.com Delete passkey

[£3] Certificates [l  Remove the passkey from the

amazon.com.br

YubiKey
n mail.com
-Tj Slots bt
MANAGE
ssh:
openssh & Chanage PIN
8 attempts remaining
github.com
|
srv-authentik.corp.local
andre.torres
5:.:;3 Settings “ 'EHE passkeys used. Mon-passkey credentials may exist, but can not
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Demonstracao: o cofre em acao

» Cenario: primeiro acesso de um usuario

Sign in to Vault

Method

‘ Token C ‘

Token

| d

Contact your administrator for login credentials.

de to Vault Enterprise Documentation Support Terms Privacy Security Accessibility M @ 2025 HashiCorp
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Demonstracao: o cofre em acao

* Cenario: usando outro IdP (Entra ID)

c (G | l} QTAIM{:de) ®

Authentik ‘I—ashiC:nrpVauIt @ Apache Guacamole @ Lithnet @ JumpServer () Wazuh Magma | Caldera A VECTR ) Wazuh

Gmail Images /JL i

Google

Q. Search Google or type a URL 4 @ & Al Mode

A A4 B e h
Microsoft Azure Vault Vault Authentic... Web Store Add shortcut

# Customize Chrome

5:46 PM
6/11/202G

p 5 @ - e = 32E % ) W 53.C biSqUPIG0 v E1 Q) Y b0K o N

‘ 23°C Pred.nublado -~ ¥ 43 & POR
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Conclusao e proximos passos

- Gestéo de senhas de contas privilegiadas « / STAV STRONG
» Senhas temporarias (1h) e complexas
+ Problema )

 Se maquina do cliente esta comprometida,
senhas sao vazadas (clipboard)

« Como resolver?
 PAW (raro)

* |Integracao do Vault com ferramentas de
acesso remoto

» EX: Apache Guacamole ou JumpServer IT'S ALMOST OVER!
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O jogo ainda nao terminou...

GUACAMOLE-2196: Openbao/Hashicorp Vault extension #1214 Code -

a1« adb014 wants to merge 16 commits into apache:main from adb@l4:openbac r_[;]

() Conversation 21 -0 Commits 16 Fl Checks 0 [*] Files changed 31 +3.257 -3 S8

GUACAMOLE-2196: Add documentation for OpanBao, HashiCorp Vault #292 Code -

il lT -l adb014 wants to merge 2 commits into apache:main from adb@l4:openbao (_[;]

() Conversation 1 o Commits 2 Fl Checks 0 [£] Files changed 6 +1.578 -13 maEm
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O jogo ainda nao terminou...

Usuario: andre.torres

C 2% snv-guacamole.corp.local/#/
oo Authentik fl—azhf::rp‘!ault @ Apache Guacamole @Y Lithnet L.
Usuario: ${GUAC_USERNAME} da
RECENT CONNECTIONS
HashiCorp
senha:  \fault
ALL CONNMNECTIONS

CORP-DC

Windows Server 2025

User Name: andre.torres_da
Domain: corp

Apache Guacamole Administrzd
Estacoes de trabalho
= Servidores Ti

* Domain
Logon Server: CORP-DC
Machine Domain: corp

O CORP-DC
3 * Network
g SRV-5UBCA IP/Subnet: 10.0.0.10/255.255.255.0
] . Default Gateway: 10.0.0.1
Servidores Tier 1 DHCP Server: (none)

DNS Server: 127.0.0.1,10.0.1.10

B Qs L=e®™~- 4§ B &
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Obrigado ©

Andreé Torres
https://www.linkedin.com/in/andretorresbr/
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